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Types of errors

Installation problems
Connect problems
Crash situations
Hanger situations

System errors (-10000 < error number <= -9000)
with or without crash; reproducible ?

SQL errors (e.g. wrong result sets)
reproducible effect ?

Save / restore errors
valid backup ?

When an error occurs, the first step is to categorize it, as different types of errors call for different
corrective measures. In some of the cases described here, categorization is simple. In some cases,
however, it may not be immediately clear which of the active components is responsible for the
undesirable system behavior. It may not even be clear whether the problem has to do with the database,
and thus whether the diagnosis options described in this chapter will be helpful.

Problems arising from the installation of the software are easy to identify as such.

In an SAP environment, connection problems generally manifest themselves in that the database is, in
principle, ready for operation, but the client processes cannot get a connection.

If the database, without any conscious action having been taken, is no longer ready for operation, it may
have crashed. However, it is also possible that the database has consciously performed an emergency
shutdown due to an existing error situation.

In the SAP environment, a hang situation is indicated by the presence of an hourglass. Determining the
area in which a problem exists (lock collision, "blockage" of the system resources, etc.) is not necessarily
insignificant.

System errors are serious errors and in the SAP system are often logged as error -602. The unique error
number can be found in the KnlMsg (knldiag) file.

As a rule, transactions terminate with a short dump if an SQL error occurs.

Backup or restore problems are recognizable as such; however, problems in this area frequently are due
not to the database itself, but rather have an external cause operating system, external backup tool).




Installation - sdbsetup

SApd

MaxDB Installation Manager [7.7.04. 271

Installation Manager MaxDB. I
Error &

Q‘ install registry locked by another process

ﬁ Start installation/ %

\ h&
Install MaxDB software upgrade
and optionally create
or upgrade a database

instance

¢
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. ) MaxDB.
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INSTALLER _INFO: Version = 7.7.04 Build 027-123-192-634 -
INSTALLER_INFO: Changelist = 192634

| INSTALLER _INFO: Makeld = 324838

INSTALLER_INFO: Type = kit

SYS_INFO: Host name = BERD00222089A

SYS_INFO: System = Windows

SYS_INFO: Architecture = 1386

SYS_INFO: Version = NT 6.0

SYS_INFO: Subversion =

IMSG: InstallRegistry: space check ok: 218462584 kb on C: (244196000 kb total) available
STDE! | ocked t her process

Tu, Sep 09, 2008 at 1

MSG: don't need t
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As of version 7.6 the software installation for MaxDB is done with the installation manager (sdbsetup). It
is available for use after unpacking the software package provided on the Service Marketplace.

Both initial installations and software updates can be done by choosing “Start Installation/Upgrade”.

Deinstallations of MaxDB software can be done via “Remove MaxDB components”. Do not delete the
MaxDB software with operating system resources under any circumstances!

“Show MaxDB components” provides information about installation directories, versions of the installed
software elements, databases and additionally guides you to the installation log files.

Installation logs are stored in the directory <globaldatapath>/wrk ; these can be useful, even at a later
point in time. The name contains the type of installation as well as a time stamp, which makes it possible
to determine the corresponding package.

The <globaldatapath> can be determined by using the following dbmcli command:
dbmcli —d <SID> -u <dbm-user>,<password> dbm_getpath globaldatapath

More extensive migration work may be necessary if you are making a big release-jump; the procedure is
described in the corresponding notes.

In the example shown above at the beginning of the installation an error occurred. The installation
manager guides the user to the log file where he finds a more exact and often self-explaining error
message. The installation failed as another sdbupd was started at the same time.



Installation

Call: sdbinst/sdbupd
Option —help lists valuable options.

Installation logs are written in <indepdatapath>/wrk.

MaxDBCPrecompiler_install-13.09.2004-11.34.1og
MaxDBRuntimeForSAPAS 1install-26.07.2004-14 .47 . 1log
MaxDBServer_install-02.03.2004-18.42.1og

HaxDBServer_install-29.07.2004-14.32.1og
MaxDBUninstall_install-02.12.2004-15.23.10g
MaxDBUpdate_install-01.09.2004-09.13.1og

Deinstallation of MaxDB software: sdbuninst or SDBSETUP
No deletion with operating system!

As of version 7.6, the tool SDBSETUP with GUI interface is available for all
supported platforms

Installation of the MaxDB software in versions 7.5 and smaller is done with the tools sdbinst and
sdbupd. In the higher versions they are also part of the delivered software and can be used if the
installation is not done interactively. For an initial installation, sbdinst is used; overwriting an older
version with a current one is done with sdbupd.

You get the call options by entering the option -help.

If you encounter problems during installation, a corresponding message is issued. The message should
inform you as to what error has occurred and how to fix it.

Installation logs are stored in the directory <globaldatapath>/wrk.

(Up to version 7.7 the installation logs can be found in the directory <indepdatapath>/wrk as the
so-called isolated installation had not been introduced in those versions.)

sdbinst/sdbupd enable you to install individual components from the overall package. You use the
—package option to specify the component(s).

You use sdbuninst or SDBSETUP to deinstall the software.




Errors during the Installation

Examples (look for STDERR):

STDOUT: start extraction test run of "SAPDBBAS.TGZ"

STDERR: test run failed: cannot extract bin/dbmrfc: cannot write to /sapdb/pro
grams/bin/dbmrfc: Text file busy - no file(s) of "SAPDBBAS.TGZ" extracted!
STDERR: mavbe any sap db software is running... please stop all

STDERR: installation exited abnormally at Th, Aug 14, 2003 at 14:46:41

STDOUT: start extraction test run of "SAPDBUTL.TGZ"

STDERR: maybe any sap db software i1s running... please stop all

STDERR: installation exited abnormally at Th, Aug 14, 2003 at 14:48:30

WRN: try to install release "7.3.00.32" over existing "7.3.0.36"
MSG: update test: installed release newer

MSG: update from "7.3.0.36" to "7.3.00.32" not allowed

STDERR: cannot downgrade package

STDOUT: skipping package

The option - -force_extract also substitutes files being in use.

To quickly find errors in the installation logs, look for the key word STDERR.

A common cause of errors in Windows systems is that DLLs cannot be overwritten or - more generally -
that a component to be overwritten is still running (for example the x_server).

In the first two cases you get the message that the database software has not been completely stopped,
S0 a re-installation would fail. To identify such problems ahead of time and avoid having the installation
fail half-way through, the actual installation is preceded by a test run.

As of version 7.6.01 the option —force_extract cares for the substitution of programs and libraries being
in use by copying the existing files.

In the third example, the attempt was made to install an older version over a newer one. This is not
permitted since downward compatibility cannot be ensured, for instance when loading the system tables.




sdbverify

PCR 7250 7.2.05.24 in /sapdb/programs
. ok
check dependencies... ok

package data is consistent
Database Kernel 7.4.03.28 32 bit in /sapdb/TEST/db

check files... failed
mode of /sapdb/TEST/db/pgm/lserver was modified
mode of /sapdb/TEST/db/pgm/dbmsrv was mEtiociee command Prompt=teimeE

. VERIFICATION SUMMARY:
check dependencies... ok e e 23 2 3¢ 2 226 2 2ot 20 3¢.3¢ ¢ 3¢ ¢ 2

check rte registration of package... okJINVALID PACKAGES:
s . YALID PACKAGES:
package data is inconsistent INCONSISTENT PACKAGES:

TOTAL FILES:
MISSED FILES:

MODIFIED FILES:

FILES WITH MODIFIED PERMISSIONS:
34777 :e30adm 175>
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sdbverify is a tool that checks all installations on a computer for completeness. During the check, any
inconsistencies due to impermissible software combinations are detected.

Using the registry entries, sdbverify checks whether the status in the file system still corresponds to the
contents of the installation package.

In the example above, it is noted that the access rights (under Unix) were subsequently changed.
The result is a summary of the installations that have been checked.

As of version 7.8.02 an option repair_permissions has been introduced. Inconsistencies concerning user
rights can automatically be repaired.

Start sdbverify with user root under Linux/UNIX.

To get an overview of the registered installations, you can also use the tool sdbregview. If you call it
with the option -I, it outputs a short list; without the option it outputs comprehensive information about
every installation.




xinstinfo, inst_enum, db_enum

L4’ e70adm on Id1032: /home/e70adm - Shell No. 2 - Konsole
Session Edit View Bookmarks Settings Help

=10l x|

141032 :e70adm 73> xinstinfo E70

IndepData : ssapdbrdata

IndepPrograns : ssapdbs/prograns

InstallationPath i ssapdbs/E?0-db

Kerne lversion : KERNEL 7.6.00 BUILD 026-123-123-737
Rundirectory : ssapdbrsdataswrk/E70

141032:e70adm 74> dbmcli inst_enum

OK

7.6.00.26 ssapdb/MYWEBDAV/db
7.6.00.26 ssapdbsE?0-db
?7.6.00.27 ssapdb/SHADOW db
7.5.00.35 ssapdb/SHADOW?S/db
7.6.00.26 ssapdb/XYZ/db
1d1032:e70adm 75> dbmcli db_enumn

OK

MYWEBDAV ssapdb/-MYUEBDAV db 7.6.00.26 fast rumning
MYWEBDAY ssapdb/MYWEBDAV./db 7.6.00.26 quick offline
MYWEBDAV #sapdb/MYUEBDAV/db 7.6.00.26 slow offline
MYWEBDAV #sapdb/MYUEBDAV/db 7.6.00.26 test offline
E70 ssapdbs/E?0-db 7.6.00.26 fast running

E70 ssapdb/E70-db 7.6.00.26 quick offline

E?0 ssapdb/E?0-db 7.6.00.26 slow offline

E?0 ssapdbs/E?0,db ?7.6.00.26 test offline

[SHADOWZ ~sapdb,SHADOW db 7.6.00.27 fast offline

SHADOWZ ~sapdb-SHADOW. db 7.6.00.27 quick offline

[SHADDWZ ~sapdb/SHADOW/db 7.6.00.27 slow offline

[SHADOWZ ~sapdb.,SHADOW. db 7.6.00.27 test offline

SHADOW1 ~sapdb-SHADOW?S-db 7.5.00.35 fast running

SHADOW1 ~sapdb-SHADOW?S/db 7.5.00.35 quick offline

ISHADOW1 /sapdb/SHADOW?S/db 7.5.00.35 slow offline

SHADOW1 ~sapdb-SHADOW?S- db 7.5.00.35 test offline

XY2 ssapdb/XYZ2/db ?7.6.00.26 fast running

IXY2 ssapdb/XYZ-db 7.6.00.26 quick offline

XYZ #sapdb/XYZ-db 7.6.00.26 slow offline

IXYZ ssapdb/XYZ-db 7.6.00.26 test offline

141032:e70adn 76> (]

w0
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The tool xinstinfo provides a quick overview of the installation paths used on a system. It displays the
"Independent Data Path" and the "Independent Program Path", or in other words, the paths that are valid
for all the databases installed on the computer. The programs found there are always operated in the

highest installed version (for example the x_server).

If xinstinfo is called with a database name, you also get database-specific information.

Using dbmcli with the entry inst_enum, you get a list of the versions installed on the computer
(dependent paths). The command db_enum lists the databases in their different variants (fast, quick,

slow, test) as well as their current operational states.




Overview (Diagnostic and Trace Files)

System log (SM21)

ABAP Short Dump (ST22)
dev logs

SQL Trace (ST05)
Precompiler Trace
SQLDBC

appldiag
xserver_<hostname=>.prt
dbm.prt, dbm.utl, dbm.knl, dbm.ebp, dbm.ebl
KniMsg (knldiag)

Event Viewer

knltrace

knldump

rtedump
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Diagnostic Files

SADd

SQL Trace Precompiler Trace
dev Trace / e
N SQLDBC
Application ~
— WebAS

=3

q

Short _— appldiag
Dump : xserver*.prt
Runtime environ. =~ rtedump
dbm. ~
MaxDB kernel
knldump

“
= Giobal \

memory knltrace
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Short Dump
ABAP short dumps are generated by the WebAS or R/3 system when unexpected return codes occur in the SQL
environment.

dev-Trace
The Developer Traces are logs of the disp+work processes of the SAP system.

SQL Trace i i
SQL commands and their runtimes are logged.

Precompiler Trace
SQL trace of the order interface.

SQLDBC
Trace for the SQLDBC (SQL Database Connectivity) interface.

appldiag
If errors between the runtime environment and the kernel occur, they are entered in the appldiag file. This file is
created for each operating system user.

xserver_<hostname>.prt o _ ) ]
If errors occur during communications via the x_server, they are entered in the xserver_<hostname>.prt file.

rtedump
If a crash occurs, the runtime environment writes its status in the rtedump file. It is an ASCII output of the command
x_cons <SERVERDB> show all

dbm.*
Various log files for the backup environment or for logging DBM server commands.

KnIMsg (knldiag)
The kernel writes information and messages to the KnIMsg file. It has a fixed size and is overwritten cyclically. After a
crash, it also contains the backtrace.

knltrace
This file is written by the kernel when the Vtrace is activated and following a crash. It has a predefined, fixed length.

knldump

During an emergency shutdown, the global memory is written to the knldump file. The corresponding file system
should be sufficiently large.
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SM21 - System Log

[& Systemlog Edit Goto Environment System Help -

(V) FdH C@@ CHR DD o0 BE @@

System Log: Local Analysis of pwdf2763
[Pysystogdoc. Psection {Section £ Contents

17:41:23|DIA |000|000|S70 @ AB |0|Run-time error "DBIF_DSQL2_SQL_ERROR" occurred
17:41:23|DIA |000|000|S70 O AB |1|> Short dump "080814 174123 pwdf2763 _S70_50 " generated ¥
17:46:01|DIA |000|006|S70 DB56 @ AB |O|Run-time error "DBIF_DSQL2_OBJ_UNKNOWN" occurred
17:46:01|DIA (006|608|S70 DB56 O AB |1|> Short dump "080814 174601 pwdf2763 _S70_50 " generated
System Log: Local Analysis of pwdf2763 16
a
Date : 15.08.2008
Time Type|Nr |Cit|User TCode|Priority|Grp|N|Text

Database error -10709 at CON

> Connection failed (RTE:database not running)

Certificate with PSE type >System-PSE< has been invalid for 733270 days
Database error -4805 at OPC

> P0OS(33) Unknown column name:NUMERIC_VALUE

Run-time error "DBIF_DSQL2_SQL_ERROR" occurred

> Short dump "0806815 680112 pwdf2763 _S70_50 " generated

Transaction Canceled 80 671 ( DBIF_DSQL2_SQL_ERROR 20080815080112pwdf2763_S76_50 DORN 60
Database error -4005 at OPC

> POS(33) Unknown column name:NUMERIC_VALUE

Run-time error "DBIF_DSQL2_SQL_ERROR" occurred

> Short dump "080815 080331 pwdf2763 _S70_56 " generated

Transaction Canceled 66 671 ( DBIF_DSQL2_SQL_ERROR 20080815080331pwdf2763_S70_50 SAPSYS
Operating system call recv failed (error no. 10054)

Connection to user 2803 (S70 ), terminal 16 (BERDO6145763) lost
Run-time error "CONVT_NO_NUMBER" occurred

> Short dump "080815 162102 pwdf2763 _S70_50 " generated

Run-time error "DBIF_DSOL2_OBJ_UNKNOWN" occurred

> Short dump "080815 162529 pwdf2763 _S70_50 " generated

Run-time error "CALL_FUNCTION_CONFLICT_LENG" occurred

> Short dump "080815 1643062 pwdf2763 _S70_50 " generated

61:01:23|BTC (008|666)|DDIC
01: 060 (DDIC
000 | SAPSYS
000 | DORN
000 | DORN
000 | DORN
000 DORN

600 | SAPSYS
000 SAPSYS
000 | SAPSYS
| 000 | SAPSYS
000 | SAPSYS

006|FUCHSU | DB5O
0080 |FUCHSU | DB56
0088|FUCHSU | DB5O
000 |FUCHSU | DB56

PEREEEORR N2 222322
A, D ADADHB A D DDN A2 DONNDN

(e3 "t} "Te] "1 -1 -1 1o} [} 1 "{e] (o] "[-Xe] |

000 |FUCHSU |DB5@

L 1
[SAP D 870(1)(000) ¥ ' pwdf2763 INS
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Transaction sm21 displays the system log of the SAP system. The system log is not written under the
control of the database, but it does contain information about database errors.
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ABAP - Short Dump

[ RuntmeErrors Edit Goto System  Help w

< FdBHCGe BHE HDod )]
Runtime Error Long Text
@, =] ABAP Editor
+ (] Runtime Error Runtime Errors DBIF_DSQL2_SOL_ERROR -
~ (] System environment Exception CX_SY_NATIVE_SOL_ERROR -
- [ System environment Date and Time 14.08.2008 17:41:23
* [2) User and Transaction
v (J Userview What happened?
+ [3 Whathappened? The error “-4005" occurred in the current database connection “MPW".
+ [2) What can you do?
w (] ABAP developer view
* [8) Shorttext What can you do?
+ [8) Howto correct the errc Note down which actions and inputs caused the error

+ [3 Information on where
+ [2) Source Code Extract

) @ Contents of system fie To process the problem further, contact you SAP system

administrator.
* [2) Chosen variables
* [B Active Calls/Events Using Transaction ST22 for ABAP Dump Analysis, you can look
+ [2) List of ABAP programs at and manage termination messages, and you can also
~ &3 BASIS developer view keep them for a long time

* [2) Internal notes
+ [2) Active Calls in SAP Ke
+ [8) Directory of Applicatior | How to correct the error

- [2) ABAP Control Blocks ( Database error text........: "P0S(33) Unknown column name:NUMERIC_VALUE"
Database error code........ "-4005°
Triggering SQL statement...: "SELECT DESCRIPTION, CHAR_VALUE, NUMERIC_VALUE
FROM SYSDBA.CONFIGURATION"
Internal call code......... " [DBDS/NEW DsSOL]"

Please check the entries in the system log (Transaction SM21).

If the error occures in a non-modified SAP program, you may be able to
find an interim solution in an SAP Note

If you have access to SAP Notes, carry out a search with the following
keywords :

b S70(1)(000) ¥  pwdf2763 INS
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In the SAP system, SQL errors in the database result in APAB short dumps when unexpected return
codes occur.

They are not written under the control of the database, but they can be useful for analyzing error
situations because they present a full picture of the error. SQL errors are otherwise not logged by the
database, unless the Vtrace has been explicitly activated.

You can get a list of the short dumps that have occurred with transaction st22.

The short dump itself records which program and which ABAP command within it caused the error. You
can then search for the error code in the notes.

If an unknown error occurs, it is often desirable to identify the command in "native SQL." To do this, in a
reproducible case the SQL trace must then be activated with st05. At the same time, an analysis with the
Vtrace may also be useful.

If necessary, you can find helpful information about the versions you are using in the section “How to
correct the error”.
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Dev Logs (1)

[& Trace Edit Goto System Help w

@ ~FdH S DHE DL BE @@

Trace Data: I1d1032_A1S_02 dev_w0
BESa Display Components

DBSDBSLIB : version 710.16, patch 0.083 (Make PL 0.85) 2
MAXDB shared library (dbsdbslib) patchlevels (last 18)

(0.083) TREX 7.1: serialization a XML-Datenstroms (note 1121417)

(6.083) Return DS_SQLERR instead of DS_CONNECTERR (note 1121076)

(06.660) Minimal Kernel Patch Level for NW 7.16 SP3 (note 1051559)

Loading SQLDBC client runtime

SQLDBC SDK Version : SQLDBC.H 7.6.1 BUILD 610-123-142-759

SQLDBC Library Version : 1ibSQLDBC 7.6.5 BUILD 066-123-187-279

SOLDBC client runtime is MaxDB 7.6.5.006 CL 187279

SQLDBC supports new DECIMAL interface : 1

SQLDBC supports VARIABLE INPUT data 1

SQLDBC supports keepAlive indicator 2]

INFO : SOLOPT= -1 @ -t O -S SAPR3

Try to connect (DEFAULT) on connection @

Attach to SAP DB : Kernel 7.7.62 Build 019-123-176-429

Database release is SAP DB 7.7.02.019

INFO : Database 'A1S' instance is running on '1d1032'

INFO : SAP DB Packet_Size = 131072

INFO : SAP DB Min_Reply_Size = 4096

INFO : SAP DB Comm_Size = 126976

INFO : DBSL buffer size = 126976

INFO : SAP DB MaxLocks = 250000

INFO : Connect to DB as 'SAPA1S'

Command info enabled

Now I'm connected to SAP DB

00: 1d1032-A1S, since=20080731085702, ABAP= <unknown> (0)

Connection © opened (DBSL handle 0)

Wp Hdl ConName Conld ConState TX BC HC PRM RCT TIM MAX OPT Date Time DBHost
000 000 R/3 000000000 ACTIVE NO NO NO YES NO 000 255 255 20080731 085702 1d1032
INFO : SAP RELEASE (DB) = 718

ThInit: db_connect 0.k

ICT: exclude compression: *.zip,*.rar,*.arj,*.z,*.gz,*.tar,*.1zh,*.cab,* hgx,*.ace,*.jar,* ear,*.war, *.css,*.pdf, *.gzip,*.uve,*.b

EZODOE@WOOOO0000000000000000000000000

b A1S(1)001 ¥ 101032 INS
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The developer traces are not written directly by the database, but rather log actions of the disp+work
processes of the SAP system.

The dev logs are stored in the work directory of the SAP system and have the designation dev_w*. You
can access them directly with transaction st11.

They are active by default; only higher trace levels have to be activated explicitly. This is generally done
by the developers themselves.

However, they were included in this unit because other information relevant for the database is also
stored there.

If connection problems between the disp+work processes and the DB occur, developer traces are often
helpful.

Errors have a red background and thus are easy to find.

Among other things, it is easy to find the version of SQLDBC or the precompiler environment being used.
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Dev Logs (2)

[ Trace Edit Goto System Help

< | VB Cee DHE DDOD BR @@

Trace Data: pwdf2763_S70_50 dev_w0 |
8 % =] % QA Display Components

B 000 067 SDB_INTER 000006935 INACTIVE NO NO NO 004 255 255 20080811 180322 pwdf0759

B 000 008 DEMODB 000006802 DISCONNECTED NO NO NO 000 255 255 20080814 162319 BERDOO146828A =
B 000 009 MPW 000006936 ACTIVE NO NO NO 004 255 255 20080814 174033 BERDOO184088A

B 060 010 S70 001000125 DISCONNECTED NO NO NO 008 255 255 20080813 152816 pwdf2763

C
C Thu Aug 14 17:41:23 2008
[dbsdbsql.cpp 1488]

[dbdssdb.cpp 1911]
C sc_p=048Ad874,n0=773,idc_p=08000000, con=8,act=0,s1en=71,smax=256, #vars=0, stmt=0817E498, table= SYSDBA.CONFIGURATION
C SELECT DESCRIPTION, CHAR_VALUE, NUMERIC_VALUE FROM SYSDBA.CONFIGURATION;

[dbdssdb.cpp 2403]
*44L0G BY2=> sql error -4005 performing OPC [dbds#1 @ 482] [dbds 0482 ]
+44L0G BYO=> POS(33) Unknown column name:NUMERIC_VALUE [dbds#1 @ 482] [dbds 0482 ]

A TH VERBOSE LEVEL FULL

++ RABAX: level LEV_RX_PXA_RELEASE_MTX entered.

“* RABAX: Tevel LEV_RX_PXA_RELEASE_MTX completed.

++ RABAX: level LEV_RX_COVERAGE_ANALYSER entered.

“* RABAX: Tevel LEV_RX_COVERAGE_ANALYSER completed.

++ RABAX: level LEV_RX_ROLLBACK entered.

** RABAX: Tevel LEV_RX_ROLLBACK completed.

++ RABAX: level LEV_RX_DB_ALIVE entered.

** RABAX: Tevel LEV_RX_DB_ALIVE completed.

** RABAX: level LEV_RX_HOOKS entered.

*¢ RABAX: level LEV_RX_HOOKS completed.

** RABAX: level LEV_RX_STANDARD entered.

“* RABAX: level LEV_RX_STANDARD completed.

“* RABAX: level LEV_RX_STOR_VALUES entered.

** RABAX: Tevel LEV_RX_STOR_VALUES completed.

++ RABAX: level LEV_RX_C_STACK entered. N

PP PPP

[SAP4 [ $70(1)(000) ¥ pwdf2763  INS

® SAP 2011/ MaxDB 7.8 Internals - Error Diagnosis/Page 14




SQL Trace

STO05 * SQL - Trace 1

e

SQL - Trace 2

Order Interface

I

MaxDB Kernel
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In the SAP system, you activate the SQL trace with transaction st05. The log is written by the database
interface. Along with the statements, you'll find the variables, their values and the runtime. The Explain
button in transaction st05 displays the database's Optimizer strategy for the command.

This transaction is discussed further in the section on SAP system transactions that are useful for error
analysis.

The order interface of the database also writes an SQL trace. New versions of the WebAS ABAP kernel
use the new interface SQLDBC instead of the Precompiler starting with version 6.20.
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STO05 - SQL Trace

Performance Analysis

Display Trace -

[v]SQL Trace ® Trace List
vISaLT: | s ] [_]Enqueue Trace () Extended Trace List
o ez Tare [JRFC Trace () TraceList Sorted by Time
[]Engueue Trace Activate Trace with Fiter | | L] BufferTrace
LIRFCTrace | Deactivate Trace |
S I EopyTrere I startoay  31.03.20043) EndDay  31.03.2004
[ EnergoLsiaemen | | Some  11:10:03 EndTime  11:18:38
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You can use transaction st05 to activate an SQL trace. This is useful for performance analyses or for
identifying a command that leads to incorrect result sets.

The SQL trace displays all SQL statements in the form in which they were sent to the database.

Note that when you use the button shown here, the trace must be deactivated before being displayed so
that it can be formatted. You can display the trace directly by choosing Performance Trace->Display
Trace Or Deactivate First

For a more manageable amount of information, you can restrict the display to a specific time period or a
particular user or by omitting information about specified tables.
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STO5 - SQL Trace (2)

<) 2100 e DHE NDLAD B @B

Trace List
& DDIC information G Explain [ "R ae
[«]
Transaction ST05|Work process no O|Proc.type DIA|Client 000|User E30 i
Duration |Obj. name |Op. Recs. |RC Statement
1.308|D347T REEXEC 1 O|SELECT WHERE "PROGNAME" = 'SAPLSSQO' AND "SPRSL" = 'E' AND "0BJ_CODE" = '000°
745 EXECSTA 2} 0[COMMIT WORK ON CONNECTION ©
Transaction SESSION_MANAGER|Work process no 1|Proc.type DIA(Client 008|User E30
Duration [Obj. name |Op. Recs. |RC Statement
49.386(D347T REEXEC 1 O[SELECT WHERE "PROGNAME" = 'MENUSGG8' AND "SPRSL" = 'E' AND "0BJ_CODE" = '000'
17.175|AGR_USERS | REOPEN O[SELECT WHERE "MANDT" = '088' AND "UNAME" = 'E30'
41.024 |AGR_USERS |FETCH 22 100
16.244 (USR21 REEXEC 1 O|SELECT WHERE “MANDT" = '000°' AND "BNAME" = 'E30' AND ROWNUM <= 1
3.276|CVERS REOPEN O|SELECT FROM "CVERS" ORDER BY "COMPONENT"
360 |CVERS FETCH 2 100
1.609|V_ADDR_USR| REOPEN O|SELECT WHERE "CLIENT" = '008' AND "ADDRNUMBER" = '0000010085' AND "PERSNUMBER" = '
232.174 ¥_ADDR_USR| FETCH 1 ]
9.099 | WWWPARAMS | REEXEC 1 O[SELECT WHERE "RELID" = 'MI' AND "O0BJID" = 'SESS_IMAGE' AND "NAME" = 'version' AND
605 |LICENSE REEXEC 1 8[SELECT FROM MLICHECK
869 | LICENSE REOPEN O|SELECT FROM MLICHECK
399 |LICENSE FETCH 2 100
164 | AGR_USERS | REOPEN O[SELECT WHERE "MANDT" = '088' AND "UNAME" = 'E30'
3.730|AGR_USERS |FETCH 22 100
ITransact‘lon ?|Work process no 1(Proc.type DIA|Client 000|User E30 =l
=]
[0l I i[>
{ 0 | E30 (1) (000) P2 p34777 | INS 7
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The list of commands identifies which transaction was started, which work process is affected, its type,
as well as the client and user.

The command list contains
- information about the duration of the command, where the long-running ones are marked red,
- the affected database object,
- the number of records found,
- the return code of the database and
- the statement.

The statement can be expanded by double-click. It is also possible to insert parameter values in the
placeholders so that the statement can be used directly for further testing, for example in the SQL
Studio.

The 'Explain’ button displays the execution plan of the Optimizer.
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Precompiler Trace (1)

SQL — Trace of the order interface:

Profile parameter

dbs/ada/sql_trace = 0 no trace
1 short trace
2 long trace

Environment variable

SQLOPT = -F file name
-T short trace
-X long trace
-Y statement count
Irtrace

itrace —p all -t <trace type>
irtrace —p <prozess-id> -t <trace type>

The order interface trace is set for Disp+Work processes using a profile parameter. On Windows
systems, after changing the profile parameter, only the work process has to be restarted. On Unix
systems, the SAP system or the affected application server has to be restarted. The trace files are
stored in the work directory of the SAP instance. The name is comprised of the process ID of the
work process and the ending pct .

Other tools that utilize the order interface read the environment variable SQLOPT. Unless otherwise
specified with the -F option, the trace file is written to the current directory. The name is comprised of
the name of the corresponding C module and the ending pct .

You can use irtrace to activate the trace without needing to restart the system/application server.

The tool gives you the following options for changing the trace:
m Activate/deactivate/switch trace for a particular process:
irtrace —p <process id> —t <trace type>

m  The following trace types are available:
long
short
off

m Activating/deactivating the trace for all interface processes on the application server:
irtrace —p all —t <trace type>

18




Precompiler Trace (2)

PRODUCT liveCache C/C++ Precompiler Runtime

VERSION : 7.1.4

BUILD 032-000-055-840

version :P_1, P 2

SQL STATEMENT FROM MODULE dbslada AT LINE

OUTPUT : LZU NT/INTEL 7.1.4 Build 032-000-055-840

OUTPUT : PCR C-PreComp 7.1.4 Build 032-000-055-840
START DATE 2001-07-13 TIME 0013:01:01

END : DATE 2001-07-13 TIME 0013:01:01

SESSION :1;

SQLMODE SAPR3 AT DATABASE DB_OOO

SERVERDB : S10

SERVERNODE :

OPTION-CONNECT :

CONNECT "SAPR3 " IDENTIFIED BY :A SQLMODE SAPR3
TIMEOUT O

SQL STATEMENT FROM MODULE dbslada AT LINE
START DATE 2001-07-13 TIME 0013:01:01

END : DATE 2001-07-13 TIME 0013:01:01
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4186

ISOLATION LEVEL 0

6390
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SQLDBC
SADd

Runtime library libSQLDBC for the development of database applications and
interfaces

Version-independent runtime library libSQLDBC.dIl or libSQLDBC.so
Version-dependent, e.g. libSQLDBC76.dll

Runtime library libSQLDBC_C.dIl for the support of native C applications
Stored in directory <indep_program_path>/pgm

Software Development Kit SQLBDC SDK
Header file SQLDBC.h for C++
Header file SQLDBC_C.h for C
Static and dynamic link libraries for C and C++
Stored in directory <indep_program_path>/sdk/sqldbc

sqldbc_cons
Creation and control of traces

SQL Database Connectivity (SQLDBC) is a runtime environment for the development of database
applications and database interfaces for MaxDB. Through SQLDBC, applications can access MaxDB
database instances, execute SQL statements and edit data. SQLDBC is comprised of the three
abovementioned components, which are part of the standard and stored in the said directories.

Traces can be created either directly with sgldbc_cons or using transaction db50.
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sqldbc_cons

Configuration and creation of traces for the SQLDBC interface

Properties of the traces:
sgldbctrace <pid=>.prt
The trace files are overwritten cyclically.

Traces storage in the following directories:
<user_home>\Application Data\sdb  (Windows)
<user_home>/.sdb (UNIX, Linux)

Trace types:
SQL:  SQL statements (sufficient for most analyses)
Short: method calls
Long: method calls with call parameters (most comprehensive trace)
Packet: communication packages

Syntax: sqldbc_cons [Rcommand>] [<option>]
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sqldbc_cons is a tool for the configuration and control of traces.

The trace files contain a file name of the form sgldbctrace-<pid>.prt, where <pid> is the process ID. It is
also possible to choose a name; %p in the name is replaced by the process ID. Traces are stored in the
directories <user_home>\Application Data\sdb (Windows) and <user_home>\.sdb (UNIX, Linux). When
the configured trace size is reached, the trace is cyclically overwritten.

Possible commands for sgldbc_cons:

TRACE SQL ON/OFF: Turns the SQL trace on/off

TRACE PACKET ON/OFF: Turns the PACKET trace on/off

TRACE SHORT ON/OFF: Turns the SHORT trace on/off

TRACE LONG ON/OFF: Switches the detailed LONG trace on/off

TRACE OFF: Switches all SQLDBC traces off

TRACE FILENAME <file_name>: determines the name of the trace file

TRACE SIZE <size>:; defines the size (in Bytes) of the trace file

SHOW ALL: displays the configuration of the traces and current information

about the traces

SHOW CONFIG: displays the configuration of the traces

SHOW TRACESETTINGS displays current information about the traces
Possible options for sgldbc_cons:

-f: forces the execution of the command

-h: Help information

-p <pid>: executes the command only for the process with the process ID <pid>

-V displays detailed information (verbose)

(These options cannot be combined, but only used individually.)
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SQLDBC Trace

oM

B

LAR SRR S]

@®

Global Traces for All PIDs - Significant System Load

@[=]8]8) [&]=]E]=]].]

Trace Files on d'usrisap\S70\DVEBMGSS0work\

[E Goto System Help
g i Cc@ee 2
SQLDBC Trace
Qﬂehesh 0 Deactivate All Traces 1 Activate All Traces
Configuration
Server. pwar2763_S70_50
Trace DirectoryiFile: du: P\
Default Size (MB): 5

(@] | saLTrace: @0 | switchon |
%p (2] | LongTrace Moo | swichon |
|2] | PacketTrace @oO | switchon |

[swien. ]| [ 5.1 Lo. s Pac. || [&H] [&]<]E]]BL.] (S]] [==].]

Adlive Processes on Server pwdf2763_S70_50

STOP ON ERROR
Status @00
[ switch on | Switch Off |

File name Lastcha.. " Time Size Type  PID Status | CPU Ti. UserNames | Report Action Table  Name Waitinfo  Time waitingfor | TraceType
sqldbctrace-10256  30.01.2008 16:36:16  100.632 0 DIA 187.. Waiting 261
sqldbctrace-10132 15:46:16 11.168 1 DIA 8700 Running 2156 1 S70 SAPLTHFB
2 DIA 5408 Waiting 217
3 DIA 2164 Waiting 004
4 DA  182.. Waiting 0:01
5 UPD 207.. Waiting 502
6 ENQ 125., Waiting 0:00
7 BGD 111.. Waiting 76:06
8 BGD 3748 Waitng 2811
9 SPO 216.. Waiting 0:13
1 UP2 263. Waiting 007
] bajs @)
PARSE 'SQLCURS_12' 2008-01-30 14:32:38.122000 [0x08196808])
SQL COMMAND: 'SELECT 1 FROM DOMAIN.TABLES WHERE OWNER = USER AND TABLENAME = 7 AND ROWNUM <= 1*
PARSE ID: 0002049F 00001101 3C002C06 [1] not cached
PARAMETERS
T L £ 18 1 10 N
1 CHAR UNICODE 32 © 1 65 IN
COLUMNS
G 6 L P I N
2 FIXED 1 e 1 3 "EXPRESSION1*
EXECUTE 'SQLCURS_12' 2008-01-30 14:32:38.153000 [0x08196808]
PARSE ID: 0002049F 00061101 3C002C0H0 [1] not cached
SOL COMMAND: 'SELECT 1 FROM DOMAIN.TABLES WHERE OWNER = USER AND TABLENAME = 7 AND ROWNUM <= 1°
INPUT PARAMETERS
APPLICATION
1 T AT L 1 DATA
1 ASCII T128 NTS "DBSTATC*
SQL ERROR
CODE 160
SQLSTATE : 62000
MESSAGE POS(1) Row not found *
“* ROW NOT FOUND *** ¥
Uiy “»
SAS b 870(1)(000) ¥ ' pwdf2763  INS
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In transaction db50, choose the path Tools-> SQLDBC Trace.

Activating the trace involves three steps:

m Selection of the desired process
m Selection of the trace type (SQL, Short, Long, Packet)
m Specification of trace size (Goto-> Maximum File Size)

To switch the trace off, select the process and press the button Switch off.

Via menu item Goto-> Trace Directory you can choose a trace file name that differs from the default.

To display the trace, select the trace file and press the button Display File.
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appldiag

Example 1:

06.01 12:53:46 18286 -11205 sqglexec: system error, not enough space

06.01 12:58:25 18286 -11205 sqglexec: system error, not enough space

06.01 18:46:23 19025 -11109 database ‘S10° is not running

07.01 11:47:37 10959 -11987 s5gl33 con msl: task limit

07.01 11:47:59 12031 -11987 sgl33 request: connection broken, kernel
cleared

08.02 13:11:07 18899 -11987 connection closed by communication partner

08.29 13:13:13 | 11199 |-11987 comseg given away, assuming timeout

b process ID
Example 2:

2008-01-25 10:28:55 8323 ERR -11987 COMMUNIC kernel aborted connection!
2008-01-25 10:28:55 8325 ERR -11987 COMMUNIC kernel aborted connection!
2008-02-18 10:03:13 18474 ERR -11608 COMMUNIC sgl03 request: wrong connection st
ate, state is 'requested'

2008-03-17 16:00:07 26429 ERR -11987 COMMUNIC semid 206602379 disappeared!

2008-03-17 16:00:13 9231 ERR -11987 COMMUNIC semctl (setwval 1084391433) error: Invalid argument
2008-03-17 16:00:13 9232 ERR -11987 COMMUNIC semctl (setwval 1084391433) error: Invalid argument

2008-03-17 16:01:55 9237 ERR -11987 COMMUNIC semctl (setval 1084391433) error:
Identifier removed

2008-04-11 08:00:43 16194 ERR -11608 COMMUNIC sgql03 request: wrong connection st
ate, state is 'requested'

2008-06-06 19:00:34 5216 ERR -11608 COMMUNIC sql03_request: wrong connection st
ate, state is 'requested'
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The file appldiag contains error messages that can occur during communication between the
applications and the runtime environment.

The file appldiag or <pid>.dia (SAP WebAS) is stored in the directory

<globaldatapath>/wrk/<unix user> (UNIX)
<globaldatapath>\wrk (Windows)
/usr/sap/<SID>/D*/work (SAP WebAS)

The <globaldatapath> can be determined using the following dbmcli command:
dbmcli —d <SID> -u <dbm-user>,<password> dbm_getpath globaldatapath

(As of version 7.7 the appldiag can be found in the directory <indepdatapath>/wrk/<unix user>. The
isolated installation had not been introduced in those versions.)

Under Windows, appldiag is only activated if the environment variable is set to DIAGFILE=yes.

The file appldiag can get very large since it is not cyclically overwritten.

If this file already exists, further messages are added to it; otherwise it is created.
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xserver_<hostname>_<port>.prt

—1o x]

Eile Edit Format Help

Directory /sapdb/data/wrk =

Name : xseruer_p34777 i

Date PID Typ MsgID Label Message-Text

2004 -03-09 1504 12902 XSERVER started, "X32/LINUX 7.5.0 Build 010-111-066-035"

2004-03-09 1504 12904 XSERVER Service qort is 7210

2004 -03-09 1504 12922 ENVIRON Command line arguments

2004-03-09 1504 12923 ENVIRON <Command T1ine argument dump completed

2004 -03-09 1504 12898 ENVIRON Resource Timit dump start

2004-03-09 1504 12898 ENVIRON Started by user id 1724 group id 79

2004 -03-09 1504 12898 ENVIRON Current user id 3488 effective id 3488

2004 -03-09 1504 12898 ENVIRON cCurrent group id 1008 effective id 1008

2004 -03-09 1504 12898 ENVIRON cpu time unlimited

2004 -03-09 1504 12898 ENVIRON number of processes 4096

2004-03-09 1504 12898 ENVIRON number of open F1WES 1024

2004 -03-09 1504 12898 ENVIRON core size 0 KByte: -

2004-03-09 1504 12898 ENVIRON file size un'l'im‘lted

2004-03-09 1504 12898 ENVIRON heap memory size unlimited

2004 -03-09 1504 12898 ENVIRON stack memory size unlimited

2004-03-09 1504 12898 ENVIRON lockable memory size unlimited

2004-03-09 1504 12898 ENVIRON virtual memory size unlimited

2004-03-09 1504 12898 ENVIRON resident_set size unlimited

2004-03-09 1504 12898 ENVIRON Resource 1imit dump completed

2004 -03-09 1504 12898 ENVIRON Environment dump start

2004 -03-09 1504 12898 ENVIRON LESSKEY=/etc/lesskey.bin

2004 -03-09 1504 12898 ENVIRON DIR_LIBRARY=/Usr/sap/E30/5Ys/exe/run

2004 -03-09 1504 12898 ENVIRON NNTPSERVER=NEWS

2004 -03-09 1504 12898 ENVIRON INFODIR=/usr /share/info: /usr/local/info

2004 -03-09 1504 12898 ENVIRON MANPA‘I’H-/Opt/gnCImE/man Jusr/share/man: /u

2004 -03-09 1504 12898 ENVIRON sr/x11r6/man: /usr/1 ccaT/man

2004-03-09 1504 12898 ENVIRON KDE_MULTIHEAD=Talse

2004 -03-09 1504 12898 ENVIRON HOSTNAME=p34777

2004 -03-09 1504 12898 ENVIRON XKEYSYMDB=/usr /<11R6,/11b/x11 /XKeysymDB

2004 -03-09 1504 12898 ENVIRON SAPDBHOST=p34777

2004-03-09 1504 12898 ENVIRON dbms_type=ADA

2004 -03-09 1504 12898 ENVIRON HOST=p34777

2004 -03-09 1504 12898 ENVIRON TERM=XxTarm

2004 -03-09 1504 12898 ENVIRON SHELL=/bin/s/tcsh

2004 -03-09 1504 12898 ENVIRON PROFILEREAD=True

2004 -03-09 1504 12898 ENVIRON XDM_MANAGED=/var /run/xdmct 1,/ xdmct1-:0

2004 -03-09 1504 12898 ENVIRON GS_LIB=/share/fonts

2004 -03-09 1504 12898 ENVIRON GNOME_PATH=/0pt //gnome: /usr

2004 -03-09 1504 12898 ENVIRON GTK_RC_FILES=/etc/gtkgtkrc: /home/e30adm

2004 -03-09 1504 12898 ENVIRON -grtkrc

2004-03-09 1504 12898 ENVIRON KDEHOME=/home,/e30adm/. kde

2004 -03-09 1504 12898 ENVIRON MORE=-51

2004 -03-09 1504 12898 ENVIRON DBNAME=p34 777 :E30

2004-03-09 1504 12898 ENVIRON XSESSION_IS_UP=yes

2004 -03-09 1504 12898 ENVIRON JRE_HOME=/usr/1ib/java/jre

2004-03-09 1504 12898 ENVIRON USER=a30adm

2004 -03-09 1504 12898 ENVIRON GROUP=5apsys

2004 -03-09 1504 12898 ENVIRON LS_COLORS=N0=00:F1=00:di1=01; 34 :1n=00;36: -

Rl | 37
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The files xserver_<hostname>_<port>.prt contain error messages involving the communication via x_server.
X_server are used for remote communication and start vserver processes for each new user who connects to the
database remotely. When the isolated installation was introduced in 7.8 each server installation got an own
X_server with its own port.

If multiple database software versions (<= 7.7) are installed on a computer, the x_server must always be started
with the highest version.

You can display the highest version with
x_server =V
You can display the possible options for installing, starting and stopping with

x_server —h

If, f.e., there are network problems between the application and database server error messages are written to this
log file.

The start information (see slide) contains additional information about operating system settings that are significant
for database operation.

A time stamp, a process ID, in the label the affected software component and an explanatory message text are
delivered.

If a return code is reported by the operating system, its meaning can be determined with
Xsysrc <rc>

The xserver_<hosthame>_<port>.prt are stored in the directory <globaldatapath>/wrk. The port can be
determined with the following dbmcli command:
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dbmcli inst_enum <InstallationPath>
Access via DB50: Problem Analysis -> Messages -> Kernel — Remote SQL Server

Access via Database Studio: Diagnosis Files — XServer Messages / Xserver Messages (OLD)
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dbm.prt

& dbm.prt - Notepad =10] x|
File Edt Format Help
-— -— -— -
Date Time TioChex)  Typ MsgID Label Message i
[...]
0x00004999 ERR -24964 DBM 32512, /sapdb/e30/db/bin/x1oad -5 INTERNAL -n p34777 -d E30 -u SUPERDBA,* -b /sapdb/E30/db/s
2003-08-06 0x000049a0 DEM command load_r3tab R
2003-08-06 0x000049a0 ERR -24964 DBM ERR_EXECUTE: error 1in program execution
0x00004930 ERR -24964 DBM 32512, /sapdb/e30/db/bin/xToad -5 INTERMAL -n p34777 -d E30 -u SUPERDBA,* -b /sapdb/E30/db/
2003-08-06 0x000053e2 0 DBM command backup_save "Data_tmp" DATA RECOVERY
2003-08-07 0x00002d00 0 DBM command param_startsession
2003-08-07 0x00002d00 0 DBM command param_abortsession
2003-08-07 0x000062a2 0 DBM command backup_media_put “save_data"” “"d:\tmp\data" FILE DATA 0 0 NO NO ""
2003-08-07 0x000062a2 O DBM command backup_label
2003-08-07 Ox000062a2 ERR -24988 DBM ERR_SOL: sql error
0x000062a2 ERR -24988 DBM -903,Host file I/0 error,Could not open devspace
2003-08-08 0x00006b48 DBM command backup_save "Data" DATA RECOVERY
2003-08-08 0x00006b48 ERR -24988 pBM ERR_SQL: sql error
0x00006b48 ERR -24988 DBM -903,Message not available,Could not open devspace
2003-08-08 0x00006070 0 DBM command backup_save "Data_tmp" DATA RECOVERY
2003-08-13 3 Ox00001574 0O DBM command sql_updatestat % ESTIMATE SAMPLE 1000 ROWS
2003-08-13 0 Ox00001574 0 peM | command sq]_updatestat * ESTIMATE SAMPLE 20000 ROWS
2003-08-13 7 0x00001574 O DEM command sql_updatestat ¥ ESTIMATE SAMPLE 20000 ROWS
2003-08-14 1 0x00002645 0 DBM command param_startsession
2003-08-14 9 Ox00002645 0 DBM command param_directput CACHESIZE 21000
2003-08-14 9 0x00002645 ERR -24974 DBM ERR_XPSESSION: param session active
2003-08-14 7 0x00002645 0 DBM command param_put CACHE_SIZE 21000
2003-08-14 1 0x00002645 DBM command param_commitsession
2003-08-14 1 O0x00002645 ERR -24973 DBM ERR_XPCHECK: param check failure/request
[...1
2003-10-24 3 0x0000478a 0 DBM command db_offline
2003-10-24 5 0x00004b46 0 DBM command db_clear
2003-10-24 5 0x00004b49 0 pBM command db_start
2003-10-24 2 0x00004bad 0 DBM command db_warm
2003-10-24 8 0x00004ec3 0 DBM command file_getfirst
2003-10-24 :28 0x00004ec3 ERR -24994 DBM ERR_RTE: runtime environment error
0x00004ec3 ERR -249%94 DBM 1,05 error: 'No such file or directory’
2003-10-24 11:45:44 0x00004e6f 0 DBM command dban_stop
2003-10-24 11:45:44 Ox00004e6f ERR -24964 DBM ERR_EXECUTE: error in program execution
0x00004 e6f ERR -24964 DBM 256, dbanalyzer -d E30 -u ¥, % -stop
[...]
2003-11-27 16:21:46 0x00002001 0 DBM command util_execute diagnose monitor CLEAR
2003-11-27 2 0x00002005 O DBM command util_execute diagnose monitor READ OFF
2003-11-27 3 0x00002009 0 DEM command util_execute diagnose monitor TIME OFF
2003-11-27 4 0x0000200d 0 DBM command util_execute diagnose monitor SELECTIVITY 100
2003-11-27 5 0x00002011 0 DBM command util_execute diagnose monitor DATA ON
2003-11-27 6 Ox00002015 0 DBM command util_execute diagnose monitor ROWNO 255 100 _
2003-11-27 16:28:22 O0x00002019 0 DBM command util_execute diagnose monitor OFF

4
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The Database Manager log dbm.prt comprises the command history of the Database Manager. All
change actions and all actions that return error messages are logged.

Because messages show the exact date and time, they can easily be referenced against the outputs of

other log files.

If errors occur in the action being executed, they are marked ERR.

The file is stored in the run directory (default: <indepdatapath>/wrk/<SID>).

Access via DBMGUI: Check -> Diagnosis Files -> Database Manager Log File (DBMPRT)

Access via DB50: Problem Analysis -> Messages -> Database Manager

Access via Database Studio: Diagnosis Files — Database Manager Log File
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dbm.utl

B 1d1032_e70_dbm.utl.txt - Notepad o =] |
Eile Edt Format View Help

Date Time MESSagE*TEXt _J
2006-03-20 18:07:58 441EEL6E000L Q000 ICL CREATE INSTANCE SYSDBA SUPERDBA

2006-03-20 18:15:05 441EEL6E000L Q001 RET RETURNCODE 0

2006-03-20 18:17:11 441EE3970004 0000  SHT SHUTDOWN

2006-03-20 18:17:19 441EE39F000L 0000 REQ SET LOG WRITER OFF

2006-03-20 18:17:19 441EE39FO00L 0001 RET RETURNCODE 0

2006-03-20 18:17:10 441EE39F0003 0000 RST RESTART

2006-03-20 18:17:20 441EE39F0003 0001 RET RETURNCODE 0

2006-03-20 18:41:58 441EE0660004 0000  SHT SHUTDOWN

2006-03-20 18:42:07 441EE96F000L 0000 REQ SET LOG WRITER ON

2006-03-20 18:42:07 441EEQ6FO00L 0001 RET RETURNCODE 0

(..

2006-03-24 17:25:21 442410710003 0000 SDB SAVE DATA QUICK TO '/sapdb/E70/saparch/E70_COM' FILE BLOCKSIZE 8 NO CHECKPOINT MEDIANAME
2006-03-24 17:25:21 442410710003 Q001 RET RETURNCODE -503

2006-03-24 17:25:40 0000 SDB SAVE DATA CANCEL

2006-03-24 17:25:40 0001 RET RETURNCODE -104

2006-03-24 17:25:40 442410840004 0000 SDB SAVE DATA QUICK To '/sapdb/E70/saparch/E70_COM' FILE BLOCKSIZE 8 NO CHECKPOINT MEDIANAME
2006-03-24 17:33:46 442410840004 0001 RET RETURNCODE 0

2006-03-24 17:33:46 442410840004 0002 TAP DATE........e..nns 2006-03-24

2006-03-24 17:33:46 442410840004 0003  TAP TIME.......ooonnss 17:25:40

2006-03-24 17:33:46 442410840004 0004 TAP SERVERDB.......... E70

2006-03-24 17:33:46 442410840004 0005 TAP SERVERNODE........ 1d1032

2006-03-24 17:33:46 442410840004 Q006 TAP KERNEL VERSION.... Kernel  7.6.00 Build 018-123-119-055

2006-03-24 17:33:46 442410840004 0007 TAP PAGES TRANSFERRED. 856784

2006-03-24 17:33:46 442410840004 0008 TAP PAGES LEFT........

2006-03-24 17:33:46 442410840004 0005 TAP NO OF VOLUMES.....

2006-03-24 17:33:46 442410840004 000A TAP MEDIA NAME........ Full

2006-03-24 17:33:46 442410840004 0008 TAP TAPE MAME......... /sapdb/E70/5apar ch/E70_CoM

2006-03-24 17:33:46 442410840004 000C TAP TAPE ERRORTEXT.... UNDEF

2006-03-24 17:33:46 442410840004 0000 TAP TAPE LABEL........ DAT_000000002

2006-03-24 17:33:46 442410840004 000E TAP IS CONSISTENT..... TRUE

2006-03-24 17:33:46 442410840004 000F TAP FIRST IO SEQUENCE. 128017

2006-03-24 17:33:46 442410840004 0010 TAP LAST I0 SEQUENCE.. UNDEF

2006-03-24 17:33:46 442410840004 0011 TAP DBSTAMPL DATE..... 2006-03-24

2006-03-24 17:33:46 442410840004 Q012  TAP DBSTAMPL TIME..... 17:25:40

2006-03-24 17:33:46 442410840004 0013 TAP DBSTAMPZ DATE..... UNDEF

2006-03-24 17:33:46 442410840004 0014  TAP DBSTAMPZ TIME..... UNDEF

2006-03-24 17:33:46 442410840004 0015 TAP BD PAGE COLNT..... 856760

2006-03-24 17:33:46 442410840004 0016 TAP TAPEDEVICES USED..

2006-03-24 17:33:46 442410840004 0017 TAP DB_IDENT.......... 1611032 :E70_20060324 1172540

2006-03-24 17:33:46 442410840004 0018 TAP MAX USED DATA PNO. 0

2006-03-24 17:33:46 442410840004 001G TAP CONV PAGE COLNT... 464

2006-03-24 17:34:37 44241F900005 0000  SHT SHUTDOWN

2006-03-24 17:35:41 44241FDDO00L Q000  RST RESTART

2006-03-24 17:35:45 44241FDDO00L Q001  RET RETURNCODE 0 -
| | a7
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As of version 7.7 no special utility log file is written. The information is now written to the dbm.prt.

Up to version 7.6 all commands sent to the database kernel by the utility task are logged in the file
dbm.utl. As of 7.5 user tasks executing utility statements also write into this file. The file is written by the
database kernel.

This file contains detailed information about backup and restore processes, configuration changes such
as the addition of volumes, information about update-statistics processes and so on.

In dbm.utl you can see whether operations have been successful from the point of view of the database
kernel. When using external backup tools, it is important to take account of the corresponding log files as
well, since errors can also occur on other levels during the transfer of backup information from the kernel
to the tools.

The file is stored in the run directory of the database (default: <indepdatapath>/wrk/<SID>).
Access via DBMGUI: Check -> Diagnosis Files -> Utility Statements (UTLPRT)
Access via DB50: Problem Analysis -> Logs -> Kernel Administration

Access via Database Studio: Diagnosis Files -> Utility Statements
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dbm.knl

-inix
fle Edt Format Help
3E021A100003 HISTLOST 2003-05-26 15:43:57 [
3EESFA7BO004 | DAT_00001 | SAVE WARM|2003-06-10 17:34:19|2003-06-10 17:34:19|2003-06-10 17:34:21|2003-06-10 18:59:15 20981 NO |Data I
3EEB9L540002 | DAT_00001 | RESTORE 2003-06-10 17:34:19|2003-06-10 17:34:19|2003-06-12 16:42:28|2003-06-12 16:53:37 20981 NO |Data_tmp
3EEB947A0004 HISTLOST 2003-06-12 16:55:54
3EEB94B70001 | DAT_00002 | SAVE COLD|2003-06-12 16:56:22|2003-06-12 16:56:22|2003-06-12 16:56:57|2003-06-12 17:01:46 21057 NO |Data
3EEBY6F 20001 | DAT_00003 | SAVE COLD|2003-06-12 17:06:03|2003-06-12 17:06:03|2003-06-12 17:06:28|2003-06-12 17:10:58 21596 MO |Data
3EEB9ABAO00L HISTLOST 2003-06-12 17:22:30

LOG_00000| SAVE WARM|? ? 7 ? 2003-06-12 17:22:40|2003-06-12 17:25:15 -1 -1
3EERGBRG0002 HISTLOST 2003-06-12 17:25:58

LOG_00000| SAVE WARM|? ? ? ? 2003-06-12 17:38:34|2003-06-12 17: -1 -1

LOG_00000| SAVE WARM|? ? 7 ? 2003-06-12 17:41:11|2003-06-12 17: -1 =1
3EEBABEEQQ03 | DAT_00004 | SAVE WARM|2003-06-12 18:23:10|2003-06-12 18:23:10(2003-06-12 18:23:12|2003-06-12 18: 1394 NO |Data_tmp
3F268EE70004 | DAT_00005 | SAVE WARM|2003-07-29 17:12:40|2003-07-29 17:12:40|2003-07-29 17:12:43|2003-07-29 287309 NO |Data_tmp

0 103014 Log

3F2A01970007 | LOG_00002 | SAVE WARM|2003-06-29 02:12:56/|2003-07-16 07:33:39|2003-08-01 07:58:47|2003-08-01
3F2A04430008|LOG_00003 | SAVE WARM|2003-07-16 07:38:39|2003-08-01 08:10:00(2003-08-01 08:10:11|2003-08-01
3F2FA4DAO003 | LOG_00004 | SAVE WARM|2003-08-01 08:10:01|2003-08-05 14:36:16(2003-08-05 14:36:42|2003-08-07 14
3F30C9840004 | LOG_00005 | SAVE WARM|2003-08-05 14:36:16|2003-08-06 11:25:41(2003-08-06 11:26:12|2003-08-06 11
3F30FD800005 | LOG_00006| SAVE WARM|2003-08-06 11:25:43|2003-08-06 15:06:45|2003-08-06 15:07:12|2003-08-06 15

103015 206147 Log
206148 312572 Log
312573 388723 Log
388724 466692 Log
466693 529822 Lo

18
17:
3F2A01690006 | LOG_00001 | SAVE WARM|2003-06-12 17:22:48|2003-06-29 02:12:56|2003-08-01 07:58:01|2003-08-01 07:
07:
08
1

3F3110840006 | DAT_00006| SAVE wARM|2003-08-06 17:24:52|2003-08-06 17:24:52|2003-08-06 17:24:55|2003-08-06 17 542988 NO [Data_tmp =
3F333768B0007 | DAT_00007 | SAVE WARM|2003-08-08 07:40:12|2003-08-08 07:40:12(2003-08-08 07:40:14|2003-08-08 07 549971 NO |Data
3F3338250008 | DAT_00008| SAVE WARM|2003-08-08 07:41:57|2003-08-08 07:41:57(2003-08-08 07:41:59|2003-08-08 07 549976 NO |Data_tmp

3F67A4480003 | LOG_00007| SAVE WARM|2003-08-06 15:06:45|2003-09-17 02:00:55|2003-09-17 02:01:12|2003-09-17 02
3FC37C160003 | LOG_00008| SAVE WARM|2003-09-17 02:00:55|2003-11-25 16:57:49(2003-11-25 16:58:14|2003-11-25 16
401687F 70004 | LOG_00009| SAVE WARM|2003-11-25 16:57:49|2004-01-27 16:46:42|2004-01-27 16:47:03|2004-01-27 16
404074040003 | LOG_00010| SAVE WARM|2004-01-27 16:46:42|2004-02-28 12:00:29]|2004-02-28 12:00:36|2004-02-28 12:
404FOF090003 | DAT_00009| SAVE WARM|2004-03-10 13:50:37|2004-03-10 13:50:37|2004-03-10 13:50:41|2004-03-10 14:

520823 745096 Log

749097 1007218 Log
1007219 1247065 Log
1247066 1399878 Log
1435397 NO |Data_tmp

=3
w
o

4 |

Two examples of complete lines:

|LOG_00000|SAVE WARM|? 2 02 ?  |2003-06-12 17:22:40|2003-06-12 17:26:15] 1] 1| |
| o o -123

3F3337BB0007|DAT_00007|SAVE WARM|2003-08-08 07:40:12|2003-08-08 07:40:12|2003-08-08 07:40:14|2003-08-08 07:41:35| 549971| INO |Data
| 0| 0|  -903|Could not open dev
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The file dbm.knl contains a list of the backup and restore actions that have been executed.
The file is written by the database kernel.

You can identify what type of backup (DATA, LOG) was executed, in which time period the execution
took place, up to which log page number the data was backed up, which medium was used and whether
any errors occurred.

When using external backup tools, it is important to observe their logs as well, which are described in the
following pages.

The file is stored in the run directory (default: <indepdatapath>/wrk/<SID>).

Access via DBMGUI: Information -> Backup History or Check -> Diagnosis Files -> Backup History
(BACKHIST)

Access via DB50: Problem Analysis -> Logs -> DBA History -> Backup/Restore (Kernel)

Access via Database Studio: Diagnosis Files -> Backup History

Because of the length of the output line, the file is somewhat difficult to work with; it is therefore a good
idea to get a formatted display of the backup history with the Database Studio (Administration ->
Backup) or transaction DB50. Errors are noted at the end of the output line.
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The transactions DBACockpit (as of version 7.0), db12 and db13(c) use this information about
backups to, for example, propose a recovery procedure.

b



DB12 - Overview

[ Logs Edit Goto System Help w
& i H @@ CHE BDhao @@
DBA Actions Logs: Overview
iLast Update: i 110.09.2008| [11:15:05
Data Backups
Last Successful Backup: 04.03.2008] 110:17:37| (& Display Log
DBA Actions
‘ Listof Logs ‘
Memory Areas
( Log Area ] | Data Area

> A1S(1)001 ¥ | 1d1032 INS
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SAP transaction db12 can be used to get an overview of backup and restore actions
that have been executed.

Here you can also get information about the scope and frequency of Update Statistics
operations as well as a history of consistency checks.
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DB12 - Overview

[& DBAActions Edit Goto System Help w

1] ~dB @ LHR 8DhO0 BE @®m

Database Administration Actions

Backup/Restore (DBM Server) . Backup/Restore (Kemel) | Optimizer Statistics |~ Database Structure Checks | Log Backup ... =]

B &) (&[T (= )% n) (=)

Backups and Restores (Kernel View)
Backup Label Action ID ErrorCo_ StartDate  Start Time EndDate EndTime Numberof | Lo  Backup Template
HISTLOST 0 17.03.2008 15:52:53 -
LOG_000000003 SAVE WARM 0 04.03.2008 11:03:48 04.03.2008 11:03:54 25608 LOG v
LOG_000000002 SAVE WARM 0 04.03.2008 11:03:40 04.03.2008 11:03:46 25608 LOG
LOG_000000001 SAVE WARM 0 04.03.2008 11:03:30 04.03.2008 11:03:37 25608 LOG
DAT_000000003 SAVE WARM 0 04032008 10:17:43 04.03.2008 10:36:30 6829296 NO PIPE
HISTLOST 0 19.022008 16:18:33
HISTLOST 0 19.02.2008 16:18:33
DAT_000000002 SAVE WARM 0 18.02.2008 14:17:12 18.02.2008 14:32:54 6756112 NO PIPE
0
0
0
0
0
0
0

HISTLOST 18.02.2008 10:21:04
HISTLOST 18.02.2008 10:21:04
DAT_000000001 SAVE WARM 04.022008 13:22:18 04.02.2008 13:40:40 6723976 NO PIPE

HISTLOST 24.01.2008 15:30:52

HISTLOST 24.01.2008 11:57:56

HISTLOST 24.01.2008 09:58:59 -
HISTLOST 24.01.2008 09:58:59 i
< <

[ A1S(1)001 ¥ 131032  INS
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Information from the file dbm.knl is optically presented which allows to recognize
directly if there are failed backups or gaps in the backup history.

The output is generated when the DBM parameter DBATL is set to 1. For further
information, see the Note 431508.
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= (=)=
Protokoll B S System Hilfe
@ 3 AH CAQ 2HE DHDo5 2@
Jobs: DBA-Einplanungskalender
@ || Tag || ¢ [@ Monat |[5: Ein sichemn ... ]E Legende ... |
| DBA-Einplanungskalender [@Detais 2ur Aktion | 2 Bearbeten | B Lischen | (Hinzufuigen | @Ausfiiven | Z#Auswahl der Muster | @Bereinigung | D okumentation |
System E70 3| | 5
B | Juli 2006, Kalenderwoche 28
Kategorie E;z 1Momag, 10 [Diens(ag, 1 |meoch_ 12 IDonners(aq, 13 IFrenag, 14 ISams(ag, 15 ISonmag, 16 I
Kalender-ID (10D
Einpl-Modus Lokal ] g; 22
[= Details zur Aktion anzeigen ]
Beschreibung der Akbon
Akdion. Volistandige Datensicherung RLIERA L] 101
¥ 7 4 Geplanter Start 1507 2006| (D 03:00:00
M 5 Status Eingeplant
6
7 DataBackup... Adionsparameter ITTTTTITIR
SA 8
1SO1 11 2 9 16 23 3 2 Wiederholungsmuster
| - J[][v) |110:00 attapon N | 1
|11:00 i
12:.00
= 13:00
|[Aions:Pad 14:00
Vollstandige Datensicherung =] l15:00
Inkrementelle Datensicherung EI 16:00 o
Automatische Log-Sicherung aktivieren 17:00
Automatische Log-Sicherung deaktivie.. l18:00 Wiederholungszsitraum
Log-Sicherung | Start 15.07.2006 us [03:00:00 & ke
19:00 ©  Ausfunrungen
Tabellen fir Update statistics markieren 20:00 va (00760700
Update statistics fur markierte Tabellen 21:00
Alle Optimiererstatistiken aktualisieren 2200 Axtion alle 1 Wochen am saturday susfihren
Datenbankstruktur prafen 23:00
Datenbankstruktur prifen (nur Tabellen)
DBM-Kommando ausfuhren
Tabellenstatistik aktualisieren [+]
Versionsdateien archivieren [~]
| Weiter ||® Emeut ausfuhren
@ Aktion wurde zum Kalender hinzugefugt ClE7aayoon B[wei032 [ins | [ 7
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db13 is the scheduling calendar for backups, Update Statistics runs and consistency checks. A weekly

schedule can be used to plan the regular execution of activities.

Transaction DB13C is no longer required with WebAS 7.0 since transaction DB13 allows scheduling of
activities for various instances. Integrate an instance with transaction DB59. Double-click to go to the
database monitoring and via Tools -> DBA Planning Calendar to transaction DB13. Now the new

instance will henceforth be known in transaction DB13.

Further information can be found in note 431508.

It is also possible to call the scheduling calendar with transaction DBACockpit (Jobs -> DBA Planning

Calendar).

If an error occurs during an action, it is displayed with a red background.

The causes of errors can be determined with the familiar diagnosis files. The job logs may also contain

information that is useful in this regard.
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dbm.ebp

SAPdS

External Backup Protocol (dbm.ebp)
Is created by each action using a supported backup tool.

Is overwritten with every start of the DBM server, if it communicates with an external backup
tool.

Contents
Configuration values
Commands of the database kernel
Call of the backup tools
Returncodes of the backup tools and of the database kernel
Output of the backup tools
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For diagnosing problems with backups using external backup tools, the log file dbm.ebp plays a decisive
role.

In addition to information about the configuration parameter of the tool, dbm.ebp contains information
about the commands sent to the database kernel as well as the backup tool call. The error position makes
it possible to identify who was responsible for the problem.

dbm.ebp is stored in the run directory of the database (default: <indepdatapath>/wrk/<SID>.
Access via DBMGUI: Check -> Diagnosis Files -> External Backup Protocol
Access via DB50: Properties -> Files -> BACKEBP

Access via Database Studio: Diagnosis Files -> External Backup Protocol

Note that this file is overwritten after each start of the DBM server when it communicates with the external
backup tool. A new DBM server is started with each dbmcli call, to name one example.
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dbm.ebl (1)

External Backup Log
Contains a summary of the last <n> dbm.ebp files.
The number is configurable.

-
2004-01-16 18:10:51 :]
—————————— start of a new external backup tool action —-—————-——mmmmmeen
2004-01-16 18:10:51
Setting environment variable 'TemMP' for the directory for temporary
files and pipes to default ''.
setting environment variable 'TMP' for the directory for temporary files
and pipes to default ''.
uUsing connection to Legato's Networker with save, recover and mminfo.
2004-01-16 18:10:51
Checking existence and configuration of Networker.
Setting environment variable 'NSR_ENV' for the path of Networker's
configuration file to default '/nsr/sapdb/env’. —|
Found Networker setting for 'NSR_HOME': '/fopt/nsr'.
Found Netwofker setting for 'NSR_HOST': 'hgesl00'.
Found Networker setting for 'NSR_FULL': 'SAVEDTNCHK'.
Found Networker setting for 'NSR_EXPIRE': '30 days'.
Found Networker setting for 'NSR_IGNOREERROR': 'NSR server hgesl00.
sz.gesis.
de: busy'.
Found Networker setting for 'NSR_IGNOREERROR': 'save: waiting 30
seconds the
n retrying’.
Found Networker setting for 'NSR_SIZEROUNDUP': 'NORMAL'.
Found Networker setting for 'NSR_SIZEROUNDUP': 'NORMAL'.
Using Networker programs:
Jopt/nsr/save’
' fopt/nsr/recover’
' fopt/nsr/mminfo’
Check passed successfully.
-
< | » 4
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Because the file dbm.ebp is promptly overwritten, there is a summary of it called dbm.ebl. This log file
contains the last <n> logs, the number of which can be configured with the DBM parameter
DBM_EBLSIZE.

The file dbm.ebl is stored in the run directory of the database ((default: <indepdatapath>/wrk/<SID>).
Access via DBMGUI: Check -> Diagnosis Files -> External Backup Log
Access via DB50: Properties -> Files -> DBMEBL

Access via Database Studio: Diagnosis Files -> External Backup Log
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dbm.ebl (2)

& Backup-Fehler.txt - Notepad

File Edit Format Help

=10l x|

2004-01-16 18:10:51
Checking medium.
Check passed successfully.

2004-01-16 18:10:51
Preparing restore.

Constructed networker call 'fopt/nsr/recover -v
1074124992
-¢ hgessq0l -1y /nsr/sapdb/pipesér’.

Created temporary file ' /var/tmp/templ074273051
Networker.

Created temporary file '/var/tmp/templ074273051
for Networker.
Prepare passed successfully.

2004-01-16 18:10:51
Creating pipes for data transfer.
creating pipe '/nsr/sapdb/pipeséer’ . Done.
411 data transfer pipes have been created.
411 data transfer pipes have been created.

2004-01-16 18:10:51

starting database action for the restore.
Requesting 'RESTORE DATA QUICK FROM '/nsr/sapdb)

BLOCKSIZE 8 M

EDIANAME 'nsr_full'' from db-kernel.

The database is working on the request.

2004-01-16 18:10:51
starting Networker.

starting Metworker process 'JSopt/nsr/recover -v
1074124992
-c hgessqol -iy /nsr/sapdb/pipeséF >>/var/tmp/templ
2>>/var /Tmp/Templ
074273051-1".

Process was started successfully.

-l

2004-01-16 18:10:51

waiting for end of the
2004-01-16 18:10:51
2004-01-16 18:10:51

2004-01-16 18:10:56
2004-01-16 18:10:56

18:11:06
18:11:06

restore operation.
The backup tool is running.
The database is working on

is running.
working on

The

backup tool
The

database is

2004-01-16
2004-01-16

The

backup tool
The i

is running.
database is

g working on
2004-01-16 20:26:54 The database has finished work on the
. request.
RECE1V1n? a_reply from the database kernel.
Got the following reply from db-kerpel:

sqL-Code 1-9026 h

2004-01-16 20:26:54 The backup tool is running.

2004-01-16 20:27:00 The backup tool is running.

"2004-01-16 20:27:45 The backup tool is running.

2004-01-16 20:27:54 Canceling tool after the timeout
of 60 seconds elapsed.

Tryinﬁ to break pipe '/nsr/sapdb/pipesér’.

pipe has been broken successfully.

The pipe '/nsr/sapdb/pipeséF’ was removed.

2004-01-16 20:27:57 The backup tool is running.

..]
R004-01-16 20:28:50 The backup tool is running.

M

« |

the request.
the request.

the request.

|»

Networker has been started successfully.

4

o
| >/
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KniMsg

[E MessageFile Edit Goto System Help
(V] ~dB Q@ CHE nDoH o®
Display a File
m
@ Status - = Current L Old Meg@gggs Error Messages
Connection: A1S
oo N e, || OISR BRI ) (CIOLIGLIE @)
08:55:16 || Current database messages (8000 KB)
v BP A1S - Date Time PID T MsgiD Label Message Text
- [H Properties R 2008-07-31 08:54:33  0x5EB4 12781 INFO Version: Linux thread implementation is more POSIX comp
- (@ Alert Monitor 2008-07-31 08:54:33  0x5EB4 12781 INFO Version:  ‘Linuxthread implementation allows setting of indiv ~
v O3 Current Status 2008-07-31 | 08:54:33 | Ox5EB4 12600 VERSION ‘'Kemel 7.7.02 Build 019-123-170-429°
* & Actiity Overview 2008-07-31 085433  OXSEB4 12600 VERSION UB4/LIX867.7.02 Build 019-123-170-429
» 3 Configuration 2008-07-31 08:54:33  OXSEB4 12769 INFO Starting SERVERDB:  'A1S
: g:;"‘o:::;z:‘;s 2008-07-31 085433  OXSEB4 12770 INFO SERVERNODE: 141032
2008-07-31 085433  OXSEB4 12773 INFO Date:  2008-07-31
» (J Memory Areas
) Sycini o 2008-07-31 08:54:33  OXSEB4 12771 INFO Process ID: 24244
- ) Critical Regions 2008-07-31 085433  OxSEB4 12772 INFO Owner  ‘sdb’
~ (3 Problem Analysis 2008-07-31 0854:33  OxSEB4 12772 INFO Group:  ‘'sdba’
» (3 Performance 2008-07-31 0854:33  OxSEB4 12781 INFO Version:  '64BIT Kemel
» (3 SQL Locks 2008-07-31 08:54:33  OxSEB4 12781 INFO Version:  ‘UB4/LIX86 7.7.02 Build 019-123-170-429
» (3 SQL Performance 2008-07-31 0854:33  OXSEB4 12781 INFO Version:  FAST
v (J Messages 2008-07-31 08:54:33  OxSEB4 12806 INFO Machine:  x86_64'
v &3 Kemel 2008-07-31 0854:33  OxSEB4 12783 INFO Processors: 2 (logical: 4)
A 2008-07-31 08:54:33  OXSEB4 12780 INFO Current directory:  ‘usrisap/A1S/dbMIKA1S
- B o 2008-07-31 0854:33  OXSEB4 12780 INFO LD_LIBRARY_PATH: /sapdb/A1S/dbilib/sapdbiA1S/dbisap
2 Error 2008-07-31 08:54:33  0xSEB4 20231 RTE Dump of all kernel parameters start
3 History 2008-07-31 08:54:33  OxSEB4 15 RunTime  ADMIN=1
+ [) Database Manager 2008-07-31 085433  OXSEB4 15 RunTime _AK_DUMP_ALLOWED=YES
- [ Remote SQL Server 2008-07-31 085433  OXSEB4 15 RunTime ALLOW_MULTIPLE_SERVERTASK_UKTS=NO
» OlLogs 2008-07-31 085433  Ox5EB4 15 RunTime AUTHENTICATION_ALLOW=
- [ TablesNViewsisynonyms 2008-07-31 0854:33  OXSEB4 15 RunTime  AUTHENTICATION_DENY= =
 [3 Indexes R T e S S S =
- [3 Database Procedures M 1L 4|
» (3 Statistics =
b MY ddeiaiabeatiaa

b A1S(1)001 ¥ 141032 ' INS

7.8 Internals

Error Dlagnosis/Page 3

The file KnIMsg contains messages of the database kernel.lt is recreated each time the database
instance is started. The previous file is renamed to KnIMsg.old. The messages - apart from the header
(start messages) - are overwritten cyclically.

Error messages are recorded in KnIMsg but also - due to the risk that they will be overwritten there - in

the file KnIMsgArchive (knldiag.err). This file is written continuously.

As of version 7.7 KnlMsg files replace the files knldiag*. A specialty of the new files is that they are
stored in an XML-like representation to make it possible in further states of expansion that together with
the error messages directly instructions are delivered. This implies that the files — if you look at them on

operating system level — have to be prepared before they can be displayed properly (see slide

protconv). If you choose Database Studio, DBMGUI or transaction DB50 to display the KnIMsg the
conversion to a readable format is done automatically.

The files KnIMsg* are stored in the run directory of the database ((default: <indepdatapath>/wrk/<SID>).

The size of KnIMsg can be changed by setting the parameter KernelMessageFileSize.

(In versions 7.5 and 7.6 location, size and name of the file can be changed with the setting for the
parameters KERNELDIAGFILE and KERNELDIAGSIZE.)

Access via DBMGUI: Check -> Diagnosis Files -> Database Messages
Access via DB50: Problem Analysis -> Logs -> Kernel Administration
Access via Database Studio: Diagnosis Files -> Database Messages
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KniMsg 2

g Database Studio - I41032:A1S - Database Errors (xml) - SAP MaxDB Database Studio g@m
File Edit Navigate Search Project Run Window Help
D-HE @ G- H-P-wero- s b
Yo Explorer 22 o= Outline | | [} *Database Messages [ Database Messages (O & n =0\l
S s , IES
& My Repoitod) (4 1d1032:A1S ONLINE Data: Log: Sessions: v
@ My Objects
{8} Shared Objects All messages shown
8 Loca Uses Folder Type Date Time Component Description
i INFO 23052008 02:00:09 RTEKERN 483609090027 0000 REQ CHECK DATA B
i INFO 16.05.2008  02:51:50 RTEKERN 482CDAA600250000 RET RETURNCODE -9041;CHECK DA
& Servers @ERROR 16052008 02:51:50  RTEKERN Check data finished unsuccessfully
& liveCache Trace ~ ||[@ERROR 16052008 024021 _ Data Check data on database object failed
- Runtime Dump Directory iINFO 16052008 020100  RTEKERN 482CCEBC0024 0000 REQ CHECK DATA
1B Backup History . iINFO 09052008 0250:55  RTEKERN 48239FEF00220000 RET RETURNCODE -9041;CHECK DAT,
S :::::::::::"‘“Y ©OERROR 09052008 0250:55  RTEKERN Check data finished unsuccessfully
) Database Errors (classic) 0 ERROR  09.05.2008 02:39:31 Data Check data on database object failed
B et OUMOR mosow BN RGN SO
- 3 { 09: E atapart too shol
S Ej::‘;:j: ﬁjjget‘;i:';;um" PINFO 02052008 024946  RTEKERN 481A652A001C 0000 RET RETURNCODE -9041;CHECK DA"
[2) Database Manager Log File @ ERROR 02052008 02:49:46 RTEKERN Check data finished unsuccessfully
[1) Database Manager Media @ ERROR 02052008 02:38:23 Data Check data on database object failed
[B Database Manager Stack Trace =/l i INFO 02052008 020042  RTEKERN 481A598C001B0000 REQ CHECK DATA
(1) Database Messages i INFO 25042008 02:49:41 RTEKERN 48112AA50018 0000 RET RETURNCODE -9041;CHECK DAT
[2) Database Messages (classic) @ ERROR 25042008 02:49:41 RTEKERN Check data finished unsuccessfully
M (5] Database Messages (OLD) @ ERROR 25042008 02:38:15 Data Check data on database object failed
[5) Database Messages (OLD) (classic) J i INFO 25.04.2008 02:00:03 RTEKERN 48111F030017 0000 REQ CHECK DATA
[&} Database Messages (OLD) (xml) i INFO 24042008 16:17:34 RTEKERN 4810967E0015 0000 RST RETURNCODE O;RESTART
i [c} Database Messages (xmi) i INFO 24042008  16:17:27 RTEKERN 481096770008 0000 RST RESTART ¥
(5] Database Parameter History <« 1 ] »
[ot4 Database Parameters - - ~
ki) Database Trace & Console | [T Properties | 47 Search &2 | RKk BRI VEPyrT=0
b Database Trace Dat 'ERR' - 0 matches in workspafe ' |
[Z) DBA Action Log
S— & DBMServer s"t:ared memorv admin dau’ =
[ |
1) § Local 2 1d1032:A15:CONTROL
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Database Studio offers to the user to either display the file KniMsg in the familiar classical way or in the
XML representation (see above). By double-clicking a line in the XML representation you can get more
information about the error (see next slide).

Access via Database Studio:
Diagnosis Files -> Database Messages
Diagnosis Files -> Database Messages (OLD)

Diagnosis Files -> Database Errors
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KniMsg 3

General | Support | Technical
16.05.2008 02:40:21

What happend?

| What to do?

| There are no action items available

1d1032:A1S - Database Errors (xml)-Database Errors (xml) - Message Detail

An error occurred while checking the structure of the database object with Root ‘4673759,

1d1032:A1S - Database Errors (xml)-Database Errors (xml) - Message Detail =8
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General | Support | Technical

Message List 1236666 Process
Component Data Thread
Message ID an Task
Location

vbd30.cpp:4446

Arguments

_TIME = 2008-05-16 02:40:21.000
KNL_BASE_ERROR = index_not_accessible
_LINE = 4446

ROOT = 4673759

_FILE = vbd30.cpp

_MESSAGEVERSION = 1

0x59E0
519

The following windows are displayed delivering more information about the error and proposing
possibilities to correct the error. As mentioned above the windows are still partially empty and some

more content is required.
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KniMsg 4 - protconv

@ Telnet k61032

[ 8 Telnet 1d1032 ) jat
'3 > Pager
‘ I ) 2 08:56:49  Pager

* _THREAD="0x5t

4:55.000"> ‘ |:> b : (9 Pager
RTEKERN™ _TEXT=" Ste ask .
Check Table: 7177 2 - 9 Pager

<MSG_RARGS 4

FILE="Msg_OutputKnlDiag.cpp"”

LINE="7

TTME 008-09-12 02:40:55.000"
5LABEL="B~TREE" protconv

07-31 08:54:¢ RunTime

DMIN

09-12 02 B=TREE
B=TREE
B=TREE
B=TREE

heck T N
|:i> . 0x5ED_ Task ‘ ) 40:10  B~TREE
hread | i ¢ ) TNDEX

Index: 42
Thread BOxSED K 2008 2 02 ) 3= TREE
Check Table 5

Examples:
protconv —d A1S -t KNLMSGARCHIVE —o KnlMsgArchive.prt
protconv —p /sapdb/data/wrk/A1S -t KNLMSGOLD

The tool protconv (with the options shown below) is provided to allow access to the KnIMsg on
operating system level in a readable form. If no output file is specified the text is shown directly on the
screen. You can use KNLMSG, KNLMSGOLD and KNLMSGARCHIVE als filekey (tag).

protconv -help

Usage: [-h [[<Option> | LONGI]] [-? [[<Option> | LONG]]] [-d <DBName>]
[-0 <OutputFile>] [-f <OutputFormat>] [-t <FileKey>]
[-p <InputFilePath>] [-s <SortMode>] [-V] [-b <TimeStamp>]
[-e <TimeStamp>]

-h<...> - help

-? <> - help

-d <DBName> - name of the database

-0 <OutputFile> - output file

-f <OutputFormat> - output format (classic|plain(default)|xml)

-t <FileKey> - file key

-p <InputFilePath> - path to read input files from

-s <SortMode> - sort mode (lignored!)

Y - display message description from supplied files

-b <TimeStamp> - output messages that were written after this time stamp only
-e <TimeStamp> - output messages that were written before this time stamp only
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Stack Backtrace in knldiag

[ Check - Diagnosis Files - Database M x|

2004-04-28 17:26:48 19849 ERR 11599 BTRACE —--—-> Symbolic Stack Back Trace <--—-—- 3

2004-04-28 17:26:49 19849 ERR 11599 BTRACE 0: 0Ox08491782 eo670_CTraceStack +0x0012

2004-04-28 17:26:49 19849 ERR 11599 ETRACE /raid/sapdb/E30/db/pem/ kernel

2004-04-28 17:26:49 19849 ERR 11599 ETRACE Frameinfo [Ox40fed260] (Ox0,0x0,0x5000000c,0x1)

2004-04-28 17:26:49 19849 ERR 11599 BTRACE 1: 0x08495709 vabort +0x0019

2004-04-28 17:26:49 19849 ERR 11599 BTRACE /raid/sapdb/E30/db/ pgn/kernel

2004-04-28 17:26:49 19849 ERR 11599 BTRACE Frameinfo [0x40fed250] (0x402015d0,0x0,0x875a700,0x4002dd51)

2004-04-28 17:26:49 19849 ERR 11599 BTRACE 2: 0x085d5977 RTE_Crash FRCZOSAPDBErr_ MessagelList +0x00£7

2004-04-28 17:26:49 19849 ERR 11599 BTRACE /raid/sapdb/E30/db/pom/kernel

2004-04-28 17:26:49 159849 ERR 11599 BTRACE Frameinfo ' 4 ‘4

2004-04-28 17:26:49 19849 ERR 11599 ETRACE 3z DxDSﬂeDcaZIUriLeVectcr_lZIOHan_VDl\nneJ.RJ.BIOl{an_IKernelesRCZDIOHan_Clusr.eri I

2004-04-28 17:26:49 19849 ERR 11599 ETRACE / raid/saplererer ey pomreT et

2004-04-28 17:26:49 19849 ERR 11599 BETRACE Frameinfo [Ox40fed2e0] (Ox40fed320,0x0,0x0,0x86c4382)

2004-04-28 17:26:49 19849 ERR 11599 BTRACE 4: 0x086174b3 WritePages_ 21IOMan SingleLogDeviceiR18IOMan_ IKernelPagesRCZO0IOMan_

2004-04-28 17:26:49 19849 ERR 11599 BTRACE /raid/sapdb/E30/db/pgm/kernel

2004-04-28 17:26:49 19849 ERR 11599 BTRACE Frameinfo [0x40fedS550] (Ox42a3119c,0x2,0x42afc938,0x40fed688)

2004-04-28 17:26:49 19849 ERR 11599 BTRACE 5: 0x084d58b9 WritelLogPages__ 13I0Man_ ManageriRt11IOMan Pages1ZB8Log PageRC18Log_Cl

2004-04-28 17:26:49 19849 ERR 11599 BTRACE /raid/sapdb/E30/db/pgn/kernel

2004-04-28 17:26:49 19849 ERR 11599 BTRACE Frameinfo [0x40fedS90] (0x42a31198,0x2,0x42afc938,0x40Lfed688)

2004-04-28 17:26:49 19849 ERR 11599 ETRACE 6: 0x08588b69 FlushPages 10Log WriterRt1iIONan PagesiZSLog Page +0x003d

2004-04-28 17:26:49 19849 ERR 11599 ETRACE /raid/sapdb/E30/db/pgm/kernel

2004-04-28 17:26:49 19849 ERR 11599 BETRACE Frameinfo [Ox40fed694] (Ox42a30edD,0x2,0x42afc938,0x40fedbce)

2004-04-28 17:26:49 19849 ERR 11599 BTRACE 7: 0x08587e75 PrepareindFlushPageVector__10Log_WriterbR21Log_ RawDevicelterator +C

2004-04-28 17:26:49 19849 ERR 11599 BTRACE /raid/sapdb/E30/db/pgm/kernel

2004-04-28 17:26:49 19849 ERR 11599 BTRACE Frameinfo [Ox40fedé6d4] (Ox42afc9lc,0x42afc938,0x5000000c, 0x584a2c29)

2004-04-28 17:26:49 19849 ERR 11599 BTRACE B8: 0x08587806 Run__10Log_Writer +0x05d6

2004-04-28 17:26:459 19849 ERR 11599 BTRACE /raid/sapdb/E30/db/pgm/kernel

2004-04-28 17:26:49 19849 ERR 11599 ETRACE Frameinfo [Ox40fed7ad4] (Ox42Zafc91c,0x2101,0x40fed830,0x30)

2004-04-28 17:26:49 19849 ERR 11599 BTRACE 9: 0x08327572 kbS60LogWriter +0x002a

2004-04-28 17:26:49 19849 ERR 11599 BTRACE /raid/sapdb/E30/db/pom/kernel

2004-04-28 17:26:459 19849 ERR 11599 BTRACE Frameinfo [Ox40fedB844] (Ox42afc9lc,0x2,0x40fedB94,0x85ec594)

2004-04-28 17:26:49 19849 ERR 11599 BTRACE 10: 0x08104£47 akS9lrun non_user process +0x004f

2004-04-28 17:26:49 19849 ERR 11599 ETRACE /raid/sapdb/E30/db/pom/ kernel

2004-04-28 17:26:49 19849 ERR 11599 ETRACE Frameinfo [Ox40fedB864] (0Ox2,0x401daed8,0x40fed8f4,0x8104£3b)

2004-04-28 17:26:49 19849 ERR 11599 BTRACE 11: 0Ox0810558d aQ1m=inprngnm_|ii|;h_allucatu: +0x0041 J

2004-04-28 17:26:49 19849 ERR 11599 BTRACE /raid/sapdb/E30/db/ pgm/kernel

2004-04-28 17:26:49 19849 ERR 11599 BTRACE Frameinfo [0x40fed8f4] (Ox40feda34,0x5,0x401db31c,0x401dae9s)

?‘rlrld_ﬂq_’)ﬂ 17:7A+4Q 1QAR4Q FRR 115Q4Q RTRICF 12+ N¥NRATIZ2AN ~rQd1Crearadl lnrarorindCal 1Mainnran 4NvN1e0 I Lﬁl
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When the database crashes, support often needs to know at which point in the source code the
database was when the crash occurred.

On Unix/Linux, this information is usually generated from a core dump with a debugger. On Windows,
this information is found in the file drwtsn32.log, but only if Dr Watson is registered as the system
debugger.

Core dumps can be very large. Writing a core dump delays the crash of the process.

For that reason, when a crash occurs the MaxDB kernel automatically writes the backtrace stack and
values of the CPU register to the KnlMsg (knldiag) file.

If the problem is due to an error in the database software, the cause can usually be found using this
information.

In the present example we see a simulation of an 1/O error during writing to a log volume. It is not a
software error.
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Event Viewer

SADd

Under WINDOWS important messages are additionally written to the event log.

Example:

Log View QOptions Help
Date \Time \Souree \Category |Event
@150293  15:29:33 S None 42

= 15.02.99 Al st 3
©150293 144958 ADABAS:DbB29  Fast 18144
@150293  1432:.09 ADABAS:DbB29  Fast 18144
@150293 135816 ADABAS:DbB29  Fast 18144
@150293 133330 Sapgui None 42
©@150293 102017 liveCache:Lca Fast 18285
©150299  1016:28 liveCache:Lca Fast 18239
@150293 101623 liveCache:Lca Fast 19083
©@150299  10:16:23 liveCache:Lca Fast 19081
©@150293 101622 liveCache:Lca Fast 18285
©150293  10:09:38 liveCache:Lca Fast 18239
150299  10:09:34 liveCache:Lca Fast 19083
150299 100934 ivaCache ca Fast 19081

D SAP 2011/ MaxDB 7.8 Internals
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Date: 15.02.93 EventID: 18144
Time: 14:53:46 Source: ADABAS:DbE29
User: d025448 Type: Eror
Computer: P28121 Category: Fast
Description:
ADABAS - Db629 : ]
-ERROR TID: Dx11E PID: 0x153 MsqlD: 18144
Devspace 'C:\DBB29\LOG', position 2082 was marked as bad
L]
[ & Bites £
=l
51 ;IJ
Close | Previous Next Hep |

If the file KnlMsg has already been overwritten, you may still find useful information here.
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knltrace (1)

— SQL Manager (AK)
)
C Data Access Manager
GLJ Communication Base Layer (KB)
Avd Data Access Manager VIRACEON .
Base Data Layer (BD) VTRACE FLUSH

knltrace

'y

trace_prot

ABKMNSTX | A = AK vtrace

B = BD vtrace

¥ K = KB vtrace

M = Message buffer
N = Net vtrace
<DBNAME>.prt S = Strategy

T = Time vtrace

X = SWITCH output
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The kernel trace, or Vtrace, is used for analyzing executed SQL statements.

When you activate Vtrace, you specify which areas of the kernel the file knltrace is written from.
Generally a default setting is taken.

The kernel trace is not active by default. The default trace has a minimal effect on system performance.
Each UKT writes to its own main memory buffer, precluding collisions during trace writing. If you select
other options, however, writing the trace can be resource intensive and should be done only where
needed for problem analysis.

For the trace output, you specify the levels or modules of the kernel for which the logs are to be
extracted.

Data concerning strategies and times is only output if the options OPTIMIZER or TIME, respectively, are
active for the Vtrace.

The SWITCH output contains data from the trace of a so-called slow kernel. A slow kernel is a special
MaxDB debugging kernel. It is only used upon the special request of development or support.

The Vtrace can be activated for a single user session (FOR SESSION).
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To prevent cyclical overwriting, the writing of the trace can be switched off automatically when
a specified error code occurs (STOP ON ERROR).
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knitrace (2) - Procedure

al> DETT06 lal=]
JE§ Database Trace for <Local>:DB7705 =)

. Switch on the VTRACE
(if required for a specified session)

-

Set Database Trace Option

» <Local>:DB7705 Data: [ ) Log: ) Sessions: )

2. Execute database action

[ Database trace is currently deactivated.

Options | Advanced

e S Lot Ducrption - 3. VTRACE FLUSH

® TraceDataTree OFF 0 Defines which level of tra
® TraceDBProcedure OFF 0  Db-procedures, function: .
) 8 TraceDefaut OFF Defaut tracing 4. SWItCh off the V I RACE
 TraceDelete OFF Complete message buffe
B TraceDML OFF 0 Thetransforming of DML
B TracefileDirectory OFF 0 Filedirectory operations -
| TraceFrameControl OFF 0  Framecontrol 5. Convert the file to ASCII format
B TracefreeBlockManager OFF 0 FreeBlock Manager
® TraceFreeObject OFF Releasing of objects | B e ]
M TraceGetObject OFF Accessestoobjects |~ B85 Detabase Troce for CLoce DRI S T
B TraceGG OFF 0 ‘99’ legacy layer Generate Database Trace
M Tracelnsert OFF Complete message buffe i
- ™ oo || T T )
o Tracelnterpreter OFF 0 Interpreter of intemal cor PET——— {
8 Tracelnterd OFF 0 a <Local>:DB7705 Data: () Log: () Sessions: (J
@ TracelOManager OFF 0  VOmanager ‘ S o
M Traceloin OFF 0 Operator-join implement DRSS HTRCR T LAY avRec.
B TraceloinPlanOptimizer OFF 0 Join path optimizer & <Local>:DB7705 Dsts: () Log: () Sessions: [0 B A Ooe it U0
8 TracekB OFF. ;9 b/ legacy eyer @ Database trace is currently activated. 7] [B] Record Interface (8D)
B TracelockManager OFF 0 Tehlock manager
M TracelogAction OFF 0 Actions in online, undo o Options | Advanced ¥ [K] Show Message Block (KB)
W _TracelooAres OFF 0  Readand write access of ~ R [ M) Message Glock
= 5 IN) et (distribution)

All sessions

Select Default] [Set Level | [Deselect Al ® Cument session :?I Sr!mesy
= == | ime

Session: i.e. 0XABC or 2748)
| | @ X Switch Output (Slow Kemel)
Stop on Errer |
 Don'tstop trcing on eror. [Select Al [Deselect Al [Select Defoult
Stop on error:  -902 (-32000 - 32000) v
2 Eeat T 7] Flush before generate database trace.
e ] Open database trace file after generation.
Deactivate database trace after generation.
? Finish Cancel
@ Finish Cancel
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Switching the Vtrace on or off as well as flushing it can be done with the domcli, the Database Studio or
DBMGUI and with transaction db50. Flushing the Vtrace can also be done with the SQLSTUDIO.

Required dbmcli commands:

Activate:

dbmcli —d <SID> -u <dbm-user>,<password> trace_on default
Flush:

dbmcli —d <SID> -u <dbm-user>,<password> trace_flush
Deactivate:

dbmcli —d <SID> -u <dbm-user>,<password> trace_off

Evaluate:

dbmcli —d <SID> -u <dbm-user>,<password> trace_prot <options>

1I£r|1 the ﬁontext menu of the installed databases the trace can be switched on and generated as a readable
ile with.

Database Trace -> Options
Database Trace -> Generate
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DBMGUI Kernel Trace (1)

=101 x]
Eil= Edit Y¥iew Instance KernelTrace Help
oo|/leoce Qx| uwE=-=wB
¥y Databases a Ea Ea
545 DB725 510
Infomalion & cCheck-Kernel Trace - S10 =
::oj_v‘:y Mark the kemel t li o [ | Brotocal
arl ernel trace options p—
Tuning and switch them ON/OFF. Meme | Desaription [
. Includes Index, Lock, Long, Pages, Standard, Table
& D Selected options: 0 @ index Interfaces according accesses to indexes
S Default 0O ® Lok Lock collisions and their elimination
& Backup O ®Long Accesses to LONG columns
Event Monitor O @ Pages 1o
@ Server O @ standard Beginning of all parts of the packet interface
[@ Flas D @ Table Accesses to primary data
O @ objects Accesses to objects (includes add, get, alter, free)
I} Beeliece O @ objects add  Accesses to objects
0 @ Objects get  Accesses to objects b
D @ Objects alter Accesses to objects
[0 @ Objects free  Accesses to objects
O @ select Complete message buffer of SELECT, GET, FETCH, SELECT ROW and UNION
D @ Insert Complete message buffer of INSERT -
s, .. = [ 1 re Laame s e —I
Database | Error Code [Selected Items On| | DateTime [
@ 545 -4 XSERVER might be inactive 12.07.2001 17...
3510 [s10onp26615
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You can administer the database kernel trace with the DBMGUI.
Unless otherwise specified by development or support, the default Vtrace is sufficient.

You can also activate information about DELETE, INSERT, UPDATE, SELECT and Optimizer
operations.

The Vtrace can be activated and deactivated, flushed, initialized and displayed using the buttons. During
initialization, all information in the trace buffer is deleted.
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Kernel Trace (2)

" _ioix
Eile Edit View Instance KernelTrace Help
oo @0 ® 8 % |[H-EEE
-3 Databases Ej L_i [__j
545 DB72S 510
Ink E Check - Kernel Trace - S10 ]
Backup O 3
Recovery Set the session to be traced -
Tuning and/or set the error. Tracing
will stop when the eror I~ Irace session: |All Sessions 'I (0000 <= Session <= FFFF)
L occurs.
(& Database I~ Stop on emor: (-32000 <= Error <= 32000)
& Backup
Event Monitor
EJ Server
P Files
Q Kemel Trace
Conliguration vixxia
Database ] Error Code |Elf_smptm l Date/Time l
@ s4s -4 XSERVER might be inactive 12.07.2001 17...
[3 s10 [s100np26615
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TRACE SESSION

The Vtrace can be activated for particular database sessions. To do so, however, the database session

must be known.

The ouputs of
X_cons <SID> show active and
SELECT * FROM TRANSACTIONS
are helpful in this regard.

STOP ON ERROR

You can set the Vtrace so that it is automatically switched off when a certain error occurs. This is useful
when you want to reproduce a particular problem and know which error will occur. This function prevents

relevant information from being overwritten.
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Kernel Trace (3)

| ' Database Manager

File Edit View Instance KemelTrace Help

=101 x|

oo ®0 e Q| x| =EmWD
3y Databases a E:—i E:—j
545 DB725 S10
Information E_ Check - Kernel Trace - S10 ]
Backup 5 T
Options | Advanced | Protocol |
Recovery Mark the options for = l [ (et EI i
Tuning generating the kernel race S Lo
protocol. O [a)] Order Interface (AK)
O [b) Record Interface (ED)
labase The kemel race protocol will
& et be genetated on the server. O (K Show Message Block (KE)
& Backup Choose Instance -> Check > [ [m]  Message Block
Event Monitor Files to display the kemel O [e] woEntrypos Output
trace protocol
) Server O (51 strategy
B Files Altemalively use the O [t Time
command line tool DBMGETF Switch Output (Slow Kernel
[ Kemel Trace e ey KNLTRCPRT. | [J [X) Swkch Outgus Slow Kermnel
Configuration V|~ ‘ﬂl
Database [ Error Code | Dﬂ@ | DatefTime |
@ s4s -+ XSERVER might be inactive 12.07.2001 17...
2510 [S10onp2es1s
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On the ‘Protocol’ tab, you can sort the information from the knltrace file and extract desired areas to an

ASCII file.

You specify the layers or modules of the kernel for which you want to extract the trace outputs;
DEFAULT: abkmx.

Data concerning strategies and times is only output if the options OPTIMIZER or TIME, respectively, are
active for the Vtrace.

The SWITCH output contains data from the trace of a so-called slow kernel. A slow kernel is a special
MaxDB debugging kernel. It is only used upon the special request of development or support.
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Kernel Trace (4)

[ DataboseManager QST=TE
Flle Edt View Instance Files Help

ooN@e@oe |’ x%|% =W

t 3y Databases a a

545 DB725 s10

Information n; Check -File - S10 - Kernel Trace Protocol 13.07.2001 10:35:53 - Bl

Backup

A | 2

Tuning e KERNPROT 7.2.5 2001-07-13 09:34:35 »an

FON
g Database Input File: D:\Instroot_S$10\wrk\S$lO\knltrace.dat
Backi

o) P from entry 1.6 to S0.8197 (from page 1 to 50) ==—=====mm=-———ee
Event Monitor
B sever ===== T§ ===== i1d14745728

===1.6 page 1
@ RECEIVE: ascii, full_swap, 70205-DBM (1 segment, len: 40)

(1.6 page 1)
Kemel Trace ok / RETURN SEGMENT 1 (0 parts, len: 40)

sqlstate: '00000°"

REQUEST: ascii, full_swap, 70205-DBM

(1.102 page 1)

dbs SEGMENT 1 {1 part, len: 80)
session_sqlmode, user_cmd

command PART (1 argument, size: 32232)

(1 segment, len: 80)

Database | Error Code | Description | DatefTime |
®s4es -4 XSERVER might be inactive 12.07.2001 17...
|3 s10 [S10onp26615
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You can display the contents of the Vtrace via the menu path ,Check -> Files -> Kernel Trace
Protocol*

Even if you can find the evaluated error using the search function, it is all but impossible for a customer

to form an independent interpretation of this trace. Errors can be found here only with knowledge of the
source code. Thus the trace file should be provided to development.
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DB50: Problem Analysis - Kernel Trace (1)

[& Database Trace

Edit

]

Database Trace
m

Goto

System

Help

-4 CQRQQ CHE DDLS BRI @@

Connection: A1S
Database: A1S  on
Status: @00 since

770940

141032
31.07.2008
08:55:16

Ll [

Swilch Trace On/Off | Sel Extended Options

¢ Evaluate/Display Trace

¥ BPA1S
- [H Properties
- (@ Alert Monitor
w (] Current Status

- R Activity Overview

» (3 Configuration

» (J Kemel Threads

» (310 Operations
» (J Memory Areas

- [8) System Settings
- [B) Critical Regions

» [ Problem Analysis
» [J Statistics

» [J Administration
&3 Tools

+ dfz Database Manager (GUI)
- Jfe Database Manager (CLI)

+ Jfe SOL Studio

- gz Database Console

:
- dfz SQLDBC Trace
+ Jfz DBA Planning Calendar

ENENE

Trace On

“ 1 Trace On (Lev... J[@

Trace Off Init Trace

&

S Stat  Component

O
6

<
i erEesEeooeeeEESE

-

CHECK_HASHED_RESU
TRACE_AK
TRACE_DEFAULT
TRACE_DELETE
TRACE_INSERT
TRACE_LOCK
TRACE_LOB
TRACE_OBJECT
TRACE_OBJECT_ADD
TRACE_OBJECT_ALTER
TRACE_OBJECT_FREE
TRACE_OBJECT_GET
TRACE_OPTIMIZE
TRACE_ORDER
TRACE_ORDER_STAND;
TRACE_PAGES
TRACE_PRIMARY_TREE
TRACE_SELECT

TRACF TIMF

0

Description
Defines which level of checking for hashed resultset is swilc =
Defines whether tracing of all order packets is switchedon (" ~
Defines whether default tracing is switched on (YES/INO)
Defines whether tracing of complete message buffer of DEL
Defines whether tracing of complete message buffer of INSE
Defines whether tracing of collisions and their elimination is
Defines whether tracing of accesses to LOB columns is swil
Defines whether tracing of accesses to objects is switched ¢
Defines whether tracing of creation of objects is switched on
Defines whether tracing of changing of objects is switched o
Defines whether tracing of releasing of objects is switched o
Defines whether tracing of accesses to objects is switched ¢
Defines whether tracing of optimizer output is switched on (Y
Defines whether tracing of complete order packet is switche:
Defines whether short tracing of all parts of the order packet
Defines whether tracing of /O of pages is switched on (YES/
[Defines whether tracing of accesses to primary data is switched on (YES
Defines whether tracing of complete message buffer of SELI ~

Nefinac whathar tracinn of slanzed fima in Inwar nar of kermn
0

P A1S(1)001 ¥ 1d1032 | INS
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Administering the kernel trace (vtrace) can also be done with transaction db50.

Initialize Trace: If you want to be sure that only subsequent database actions are logged, choose f1nit

Trace’.

Activate Trace: To activate the trace, first choose your trace options, (usually default options) and then

‘Trace On

]

You can activate more trace options while the trace is running by selecting them and choosing ‘Trace

On’ again.

Then the program that received the short dump, for example, is restarted.

The "Status" column shows whether the trace is currently activated, and with which options. The

activated options are displayed in green.

46




DB50: Problem Analysis - Kernel Trace (2)

[ Database Trace Edit  Goto System Help v

@ B @@ CHRE DDL0 BE @@

Database Trace

o]

Connection: A1S - Switch Trace OniOff - SetExtended Options | Evaluate/Display Trace

Database: A1S on 1d1032 _I
Status since 31.07.2008
9 08 Save Options

:55:16
e 27 nnan [l Activate Trace
¥ BP A1S : (#) For All Sessions
i Properties () Only for Session with Number [ [}
+ &L Alert Monitor

~ (3 Current Status

- 2 Adtivity Overview ?eadivaie Trace
» (J Configuration (s) Manually Only
» (I Kemel Threads ) Automatically at Error Code [ 1]

» (3 /O Operations
» (3 Memory Areas
- [ System Settings
- [3 Critical Regions
» (3 Problem Analysis
» (] statistics
» (3 Administration
~ &3 Tools
- dfe Database Manager (GUI)
- dfe Database Manager (CLI)
- ke SOL Studio
- dfe Database Console
:
+ dfe SQLDBC Trace
- dfz DBA Planning Calendar

P A1S(1)001 ¥ | 1d1032 | INS
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On the ‘Set Extended Options’ tab, you can determine whether the kernel trace should be written only
for a selected session and whether it should be stopped automatically in case of a selected error code in
order to prevent overwriting.
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DB50: Problem Analysis — Kernel Trace (3)

[& DatabaseTrace Edit Goto System Help w

g B¢ CHE Bnod 2@

Database Trace

o

Connection: A1S - Switch Trace On/Off |~ Set Extended Options _ Evaluate/Display Trace |
Database: A1S on  1d1032

Sk ©00 since g;:ggigoa EIJ E% Flush Trace J[I?_:.‘ Evaluate Trace j[:s:,n Display Trace ]@
Sltossios 220045 S Filter Description
v WP A1S [a]  Order Interface (AK)

- [H Properties 7] [o]  Record Interface (BD)

; %genutr;:; v) [ Show Message Block (KB
urrent S (] Im]  Message Block

o iew n
* oa Activity Ovi
ty Overvie [n]  net(distribution)

» (3 Configuration O =
» (3 Kemel Threads B [s] rategy

» (3 VO Operations ©  Time

» (3 Memory Areas [ d  Switch Output (Slow Kern:

- [3) System Settings
. Critical Regions
» (3 Problem Analysis §
» (7 Statistics Trace Evaluation File: A1S.prt
» (3 Administration Evaluation From: 19.02.2008| [11:02:03)
v & Tools Size of Evaluation File: 208.048|Byte
- Jfe Database Manager (GUI)
- dfe Database Manager (CLI)
- Jfe SQL Studio
« Jfe Database Console
:
+ dJFe SQLDBC Trace
- Jfe DBA Planning Calendar

[SAF P A1S(1)001 ¥ 11032 INS
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When the program you want to check has been terminated, the Vtrace has to be flushed so that the
information in the buffer is written to the disk.

Flush Trace Buffer : To analyze the trace, choose ,Flush Trace”.

Format Trace : To format the trace to a legible form, first select the desired layers and then ‘Evaluate
Trace’
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DB50: Problemanalyse - Kernel Trace (4)

=4 REE
M Bearbeiten S System  Hilfe
< HaH @00 CHE fhod DD OB
Ausgabe einer Datei
o
&) Status Datei  [Datei-ID: KNLTRGPRT ]
Verbindung: A1S
Datenbank: A1S  auf 1d1032
Stalus:  @@@ seit 18.11.2008
: naaraz Xl &
S ®WPAS ===== T526 ===== idnil 7.7750 page 8 I~
[ Eigenschaften REQUEST: ascii, normal_swap, 70400-dbg (1 segment, len: 112)
&) Alert-Monitor (7.7758 page 8)
? e e ol
b [ Problemanalyse commit_immediately, with_info, scrollable on
b [ Statistiken command PART (1 argument, size: 130864)
b [ Administration buf(18): ' i
< @Werkzeuge rasu'lt;z?'l(::;!elgsgg Cuégogrgg,am, size: 130824)
ke Database Manager (GUI) >bo7cget ey (138) : = =
ke Database Manager (CLI) 4 1 80400020
3k SQL Studio
00200020
e Datenbankkonsole be7cget root 104515; *** key_not_found ***
dfe Datenbank-Trace >KBO5 idnil get direct TABID 8-65 key(20):
Jfz SQLDBC-Trace FFFFO000 0000001D 0R410001 00440055 B041004C
§ >b02get key(20): FFFFOB0O0 0000001D 00410001 00440055 0041004C
s oA Emplanungskalendor. ||| |ES57E AT 74440; *** Key_not_found ***
KBO5 idnil *** key_not_found ***
>KBO5 1dnil get direct TABID 0-65 key(20):
00000000 00000002 DB410001 BO440055 0041004C
>b02get key(20): 00000000 00000002 0O410001 00440055 B041004C
bo2get root 74440; ok
KBB5 idnil return_result
>b87cget key(138):
00000000 00POROAD DOB50044 00550041 00400020 00200020 00200020
00200020
bB7cget root 104515; *** key_not_found *** (]
>KBO5 1dni1/12801 get direct TABID 0-65 key(20): =
cccconnn 0000nain 00410004 004400EE ondsadin
r |2e 1878, Sp 20- Ze 1878, Sp 38 1281869- Ze 1902 von 2402 Zeilen
| [ blasayoor w032 [ns| |7
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Display Trace : Immediate display can be effectuated with ‘Display Trace’.

As the resulting file <SID>.prt can attain a considerable size, you can use the right-hand button to save
to a local file.

The extracted trace is then read and analyzed by support and development. Knowledge about the
source code is required for further interpretation.
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knidump

Contains the global memory, e.g.:
Lock lists, data cache, catalog cache, ...
Administration structures of these caches

The file is created in the following ways:
DIAGNOSE: by a user with DBA rights
dbmcli: db_stop —dump
when the database crashes

The file ‘knldump’ might become very huge. It contains binary data which can be
transferred to a readable form with DIAGNOSE.
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In case of crash or hanger situations due to manual interventions, the database generates a dump that
contains the information from the global memory.

UNIX: No dump is written if the database crashes due to a UNIX signal.

The file knldump is stored in the run directory of the database ((default: <indepdatapath>/wrk/<SID>).

If there's not enough space in the filesystem here, for example, you can change the location and name of
the file with the parameter KernelDumpFileName (_ KERNELDUMPFILE).

As this is a binary file, displaying it with the Database Studio, DBMGUI or transaction db50 is not useful.

As default the parameter AbortHandlingMode is set to BacktraceOnly. This has the effect that MaxDB
does not write a knldump in case of a crash; the output of a core file is also suppressed.
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rtedump (1)

Status of the runtime environment in case of crash
x_cons <SID> show all
helps to identify previously active tasks
detailed information about the individual tasks
region statuses, suspend reasons, counter statistics

Additional analysis for KnIMsg output
No formatting necessary (legible file)

Storage in run directory
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If a crash occurs, the status of the runtime environment is recorded in an rtedump.
The data corresponds to that in the output of x_cons <SID> show all

The file can be viewed directly in a system editor; no further formatting with a tool is required.

The file rtedump is stored in the run directory of the database ((default: <indepdatapath>/wrk/<SID>).
Location and name of the file can be changed with the setting for the parameter RTEDumpFileName
(_ RTEDUMPFILE).

Access via Database Studio: Diagnosis Files -> Runtime Environment Dump
Access via DBMGUI: Check -> Diagnosis Files -> Runtime Environment Dump (RTEDUMP)

Access via DB50: Properties -> Files -> RTEDUMP
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rtedump (2)

P rtedump?2.txt - Notepad =] 3
-
Example: Elo Edt Format View tHeb
Identification of the active [...] B
" . T416 16 OxF28 User 7924% Running <— 0 27
task (status "Running") [...]
Detailed information Task Type stack used stack free
about this task T416 User 92.4 931.6
Identification of the L]
. T416 2 user ( pid = 7924 )
affected appllcatlon server Eemote,ﬂnde 1 DDATHLOL1 remnteap"ld : 7924
it ispatcher_cnt: 69788780 command_cnt ¢ 11549217
If necessary, additional exclusive_cnt : 4049941230 self_susp_cnt : 141816
information in the system Resume count 0 total 425189 History [ T547 T548 T548 ]
. self_read_io : 0 dev_read_io : 6522
Iog as well as in the dev Iog state_vwait 11291 state_vsleep @ 337791 state_wsus 1 425189
tell you more about the prio_total_cnt: 10443 from_oth_ukt: 10090
triggering command. [...]
==> WP auf DDATHLOLl / pid 7924
N:\usr\sap\IP2\DOO\work\dev_wl6.0ld <=
DIA 16 660 1IX98U6
2121 BY4 Datenbankfehler 800 beim FET-Zugriff auf Tabelle
EQUI_ADDR aufgetreten
C Fri Feb 03 10:36:41 2006
C %% ERROR => SQL FETCH C_091 on connection DB_000, rc=800 (Implicit
SERVERDE restart (connection aborted))
[dbsladd. c 4831]
C SELECT w FROM "EQUI_ADDR" WHERE "CLIENT" = 7 AND
"POST_CODE1" LIKE 7?7 OR "POST_CODE1l" LIKE ? OR "POST_CODE1l" LIKE 7 )
AND  ROWNUM <= 7
< | o
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In addition to the information from KnlMsg (knldiag) , the output of rtedump can be of use in analyzing
crashes. This can be the case for a variety of reasons as this dump contains a plethora of information
from the runtime environment. But these special cases will not be discussed further here.

An example is shown on the slide. rtedump can help identify the command that caused a crash by
determining the tasks that were active at the time. They are in the x_cons <SID> show task part of the
output and marked "Running". In the detailed information for each individual task you'll find the
application server under “remote_node”. In the system log or the dev logs of this application server,
commands are logged that led to some problem. Even if it cannot be guaranteed that the identified
command was solely responsible for the crash, it is still worthwhile to try to reproduce the crash and (for
instance with activated traces) determine the cause of the error.
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*.bad, *.cor

Dump of corrupt pages
Checksum error: *.bad
Problem with page content identified: *.cor

Storage in run directory

Formatting done with x_diagnose
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If corrupt pages are identified, they are written to the file system so they can be subjected to further
analysis.

A corrupt page is dumped as a *.bad file if the 1/O check found an error while importing a page (check
sum error).

A *.cor file is generated if a content problem is identified with the available context knowledge while
working with a page in the cache.

The files are generated in the run directory of the database ((default: <indepdatapath>/wrk/<SID>.

As these are binary files, display with Database Studio, DBMGUI or transaction db50 is not useful.
Evaluation is done with the tool x_diagnose.
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Database Studio - Access to Diagnosis Files

E Database Shadb - <Local>:DB7705 - Database Manager Log File - SAP MaxDB Database Studio

ST

[5) XServer Messages (OLD)

/World/Local/My Landscape/Serv...les/Database Manager Log File

§ Local

[} <Local>:DB7705:0BM

Ele Edt Novigate Search Project Run Window Help
B @~ G id i f-frooro- 1 (R Database St
5% Outline = O[3 Database Errors (eml | [ “Database Loader Lo [ [5) *Database ManagerCo [ (5] *Database Manager Lo &2 ™ ™% =]
R || CIIEE: (E20)
% My Repository a <Local>:DB7705 OFFLINE Data: ) Log: ) Sessions: ) ¥
§ My Objects
i Shared Objects 7] Show Line Numbers Search from selection v & U [ Case Sensitive
(& Local User Folder
2. 0x00001058 ERR 10 DEMEnl Returncede: -902 B
2. 0x00001058 ERR 5 DBMRnl Erzorcext: I/0 error
2.. 2008-09-15 13:52:46 0X00001058 El -24580 DBMSrv  ERR_COMMAND_FAILED: Command ‘db_
B servers EN 0%00001058 ERR -24988 DEMSrv  ERR_SQL: SQL errox
4 8 <local> S ER 0%00001058 ERR -24778 DBMSrv  -902,1/0 error
. -'3\375 3. 0x00001058 ERR -24778 DBMSrv  3,Database state: OFFLINE
%, CONTROL ER 0x00001058 ERR -24778 DEMSzv  Internal errorcode, Error code 9
DE7500 3. 0%00001058 El -24778 DEMSrv  20017,Restartfilesystem failed w
“ ’:f’g:; 3.. 2008-09-15 14:00:51 0x00001058 263 DSMSrv  Command 'db_cnline' is being exe
Y .8 DBTIS || | 3. - 2008-08-15 0%00001058 1 DBMEnl Sending an administractive statem
4 % DEM NS 0%00001058 8 DBMEnl  Statement: RESTART
[2) Database Messages (OLD) (3 Database Server 3.. 2008-09-15 14:00:55 0x00001058 ERR 3 DEMKal Received the result cf an admini
() Database Messages (OLD) (classic) 4 (3 Diagnosis Files 3. 0x00001058 ERR 9 DEMEnl  Stacement: RESTART
[c3 Database Messages (OLD) (xml) (& DB Analyzer File 4. 0%00001058 ERR 10 DBMKnl Returncode: -902
[¢} Database Messages (xmi) v (& Diagnose History File 4.. 0x00001058 ERR 5 DBMKnl Errortext: I/0 error
[5] Database Parameter History [ Backup History || 4. 2008-08-15 14:00:55 0x00001058 E -24580 DBMSrv  ERR_COMMAND_FAILED: Command ‘db_
b Database Parameters E‘ Communication Dump 1. 0%00001058 ERR -24988 DEMSzv  ERR_SQL: SQL errer v
s Database Trace (Raw/Binary) %‘ gx:z::’:‘f 4. 0x00001058 ERR -24778 DBMSrv  -902,1/0 errox
[0] Database Trace (Readable) [ Database Errors (classic) 4., 0X00001058 El -24778 DBMSrv  3,Database state: OFFLINE
|sih Database Trace Dat B Detabase Enors (xml) 4. 0x00001058 ERR -24778 DBMSrv  Internal errcrcode, Error code 9
[sth DBMServer shared memery admin da [B) Database Loader Log File 4. 0%00001058 ERR -24778 DBMSrv  20017,RestartFilesystem failed o
i DBMServer shared memory data [2) Database Manager Configuration 4.. 2008-09-15 14:25:02 0xDDO010SE 263 DBMSrv  Command 'trace_on ...' is being
B Global Database Manager Log File [2) Database Manager Log File 4.. 2008-09-15 14:25:03 0x00001058 419 DEMSrv  Command 'trace on' has ended wit T
[] Installation Log File i1 Database Manager Mini Dump 4 ottt '
[sth Kernel Mini Dump [} Database Manager Stack Trace > = - =
[ LiveCache Initialisation Script [} Database Messages | & Console | 1 Properties | 47 Search | & Actions &1 X% -0
[2) Runtime Environment Dump Ll: Database Messages (classic) Name Action State Date
User Profiles L) Datebase Messages (OLD) W w w || g ctocols-DET705 Create Database ERROR. 15.09.2008 1346:30
[[) XServer Messages i J J <Local>:DBT705 Create Database READY 15.09.2008 13:48:05
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With Database Studio you can access via context menu for the selected database to the presentable
diagnosis files. Binary files like Database Dump (knldump) or Database Trace (Raw/Binary) cannot be
displayed without former evaluation. The Kernel Messages (KnIMsg) files stored in XML format are
directly shown in a readable form.
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DB50 - Access to Diagnosis Files

[© Properties

g

Edit Goto System

B @@ SR

Properties

o

Help

FE—
Connection:
Database:
Status.

Version:

A1S

A1S on  1d1032

@00 since 31.07.2008
08:55:16

7.7.02.19

2l

]

Name of Database Connection

Database Name
Database Server

Op. Condition |

A1S
A1S

HBE @@

141032
Directories _/Files |

v WP A1S

-
« (@& Alert Monitor
v (3 Current Status
2 Activity Overview
» (3 Configuration
» (3 Kemnel Threads
» (3J VO Operations
» (3 Memory Areas
- [8) System Settings
. Critical Regions
» (3 Problem Analysis
» (O statistics
» (3 Administration
v & Tools
- e Database Manager (GUI)
- dfe Database Manager (CLI)
- dfz SQL Studio
- e Database Console
+ &k Database Trace
- df SQLDBC Trace
- dfz DBA Planning Calendar

(&) F]eR)FL) (B1)% )

File Overview

File ID File Name

KNLMSG KniMsg 8
KNLMSGARC KniMsgArchive 1.
KNLMSGOLD KniMsg.old 8.
KNLTRC knlitrace 28,
BACKHIST dbm.knl

BACKMDF dbm.mdf

DBMPRT dbm.prt

DBMMDF dbm.mmm
DBMPAHI A1S.pah

LCINIT Icinitlog
LCINITCMD Icinit

LCINITHIS Icinithis

INSTPRT dbm.ins
KNLTRCPRT A1S.prt

DBAHIST dbahist prt

DIAGDIR File

ANALYZER analyzer
LCTRCHinitlog Icinitiog
LCTRC#inithis Icinithis

Ll

Size
447.051
470.464
450.269
180.480

4254

Date
16.09.2008
12.09.2008
26.07.2008
31.07.2008
17.03.2008
2328 04.03.2008
667.019  15.09.2008
179 04.02.2008
122880  15.09.2008
16.581 24.01.2008
21568 19.12.2007
16.581 24.01.2008
774717 03.03.2008
208.048 19.02.2008
2958 12.09.2008
4096 31.07.2008
4096 16.09.2008
16.581 24.01.2008
16.581 24.01.2008

»

Time

10:47:38
02:59:24
05:06:50
08:57:39
15:53:53
11:04:37
17:32:48
13:21:59
12:36:56
09:59:41
20:15:37
09:59:41
17:07:05
11:02:03
02:58:51
08:57:22
00:07:34
09:59:41
09:59:41

Description

Database Messages
Database Errors

Database Messages (OLD)
Database Trace

Backup History

Backup Media History
Database Manager Log File
Database Manager Media
Database Parameter History
LiveCache Initialisation
LiveCache Initialisation Script
LiveCache Initialisation History
Installation Log File

Kemel Trace Log File

DBA Action Log

Diagnose History

DB Analyzer File

LiveCache Trace (ASCII)
LiveCache Trace (ASCHI)

FileType

ASCIl -

ASCll v

ASCIl

BINARY

ASCll

ASCIl

ASCHl

ASCIl

ASCll

ASCll

ASCIl

ASCHl

ASCIl

ASCll

ASCIl

DIRECTOR

DIRECTOR

ASCIl -

ASCIl nd
“«»

b A1S(1)001 ¥ 141032 INS
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With SAP transaction db50, error diagnosis can be performed for a running (online) database using the
SAPGUI. Which tool you use is a matter of personal preference; however, this redundance is often
useful, for instance if only certain activity types or not all passwords for the various access types are
available to you.

db50, then, also allows simple access to all diagnosis files of the database via the menu option

Properties and the Files tab. Here you see an unarranged list; the actual contents of the most important
diagnosis files are still located on the various menu paths.

Using transaction db59, you can administer multiple MaxDB and liveCache instances from a SAP

WebAS.
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- -
DBACockpit - DBA Planning Calendar
[© Administration Edit Goto  System Help
@ | FdEICQQ CHE nhod BE @8
Jobs: DBA Planning Calendar
@ QRefresh  Mpay [Iweer [Month  fisave Settings.. [ELegend...
(A [ system Configuration |[ %, » || DBAPlanning Calendar [@ Action Details ][ 2 Edit][ & Delete][ (3 Add][ Execute | 27 Pattern Setup][@] Cleanup|
@ system A1s [4]]| System HE ~| (Mo -
e | e GiAdons - September 2008, Calendar Week 37
» (DB Atributes Calendar ID vl * Monday, 8 Tuesday, 9 Wednesday, 10  Thursday, 11 Friday, 12
» (3 Performance 00:00
» (3 Space 01:00
w ([ Backup and Recovery 02:00 UpdaAliStats CheckData
- Backup Templates Mo 4 111825 1 8 6 1 0300
N Configuration Dii5 121926 2 9 16 23 30 7
‘,:’sm‘,'"“sm,,gs Mi 6 1320 27 3 (10117 24 1 8 {| 0400
+ SYSINFO Vi Do 7 142128 4 111825 2 9 05:00
- Fri8 152229 5 12 19 26 3 10 { og00
+ Ermor Codes Sal 9 16 23 30 6 13 20 27 4 11
- Critical Regions So0l10 17 24 31 7 14 21 28 5 12 (| 07:00
v (JLogs < » || 08:00
- DBA History 09:00
- - System Tables Upgrade 10:00
Y Jobs 7
11:00
+ Central Calendar Adlion Pad ot
: Compiet data backup -
- DBALog Incremental data backup - :i gg
» O Alerts Activate automatic log backup 15‘00
» (3 Diagnostics Deactivate automatic log backup
» (3 Administration Tog back 16:00
(O Tools chimen 17:00
Y Mark tables requiring statistics update 1550
Update statistics for marked tables 556
Update all optimizer statistics o 20:00 2
Check database structure = 4 =;
4« 41
EOEE! |
[SAP D A1S(1)001 ¥ 141032 INS
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As of WebAS version 7.0 the transaction DBACockpit can be used as a central tool for database
administration. In addition to several administrative tasks that are also provided by transaction db50, in
the cockpit the planning calender is maintained. Backup activities, update statistics and consistency
checks can be scheduled here.
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dbmcli

p34777:e30adm 87> dbmcli -help
usage: dbmcli [<options>] [[-c] <DBMServer-Command>]
<options>:
-u username,passwd  (DBM user)

-U [userkey] (default DBMUSR)

-ulTL [username,passwd] (UTILITY session)

-uSQL [username,passwd] (SQL session)

-uSRY {Service session)

-V (show version of server)

-d dbname (set dbname)

-R dbroot (set dbroot)

-n node (name of servernode)

-1 inputfile (Default stdin)

-ic  inputfile (Default stdin)

-0 outputfile (Default stdout)

-1 protocolfile (writes subsequent protocol)
{local mode, don’t use with -n)

-s

<DBMServer-Command> :
Everything after the options will be sent to DBMServer.
For more information about the DBMServer-Commands use
the DBMServer-Command help.

p34777:e30adm 88>
p34777:e30adm 88>
34777 :e30adm 88>

dbmcli is used for line-based database administration work; the name is an acronym for Database
Manager Command Line Interface.

It can be useful for short ad hoc queries in a telnet session or for use in scripts. For more extensive
administration tasks, the DBMGUI is preferable as it initiates the action and does not require precise
knowledge of the command sequences, which can be very complex.

Commands are sent to the DBM server, which processes the requests; the commands that have been
sent are logged in the file dbm.prt .

The dbmcli allows you to open a utility or an SQL session, which means that SQL queries can be sent
to a database in the online operational state. The utility session is meaningless and only exists because
of compatibility reasons.
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dbmcli

archive_stage
archive_stage_repeat
autolog_cancel
autolog_off

autolog_on

autolog_show

autorecover

backup_cancel
backup_ext_ids_forget
backup_ext_ids_get
backup_ext_ids_Tist

backup_ext_ids_listnext

backup_history_close
backup_history_date
backup_history_list

backup_history_listnext

backup_history_open
backup_ignore
backup_replace
backup_start
backup_state

db_addvolume
db_clear
db_admin
db_cons
dh_create
db_drop
db_enum
db_mi?ratecata1og
dh_off1ine
dh_onTline
db_re
db_reinstall
db_restart
db_restartinfo
db_speed
dh_state
dh_start
db_stop
db_unreg
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recover_cancel

E;ggg_ggow recover_check
traca off recover_config

trace_flush
trace_clear
trace_prot

version

ST

dhan_delete
dban_start
dhan_stop
dban_state
dbm_configset
dbm_configﬁet
dbm_getpat
dbm_setpath
dbm_version
diag_histlist
diag_pack
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recover_ignore
recover_replace
recover_start
recover_state
recover_state_c
recover_volume

show

show_Tist
show_next
service_connect
service_release
sgl_connect
sgl_execute
sgql_fetch

heck
sql_info

release

- Chep

event_list
event_set
event_delete
event_release
event_wait
exec_lcinit
exec_nipingsrv
exec_xpu
exec_load
exec_sdbinfo
exec_xload

sgl_recreateindex
sgl_release
sql_updatestat

//

f'i'leback

\

file_getfirst
file_getlist
file_getnext
file_operation
file_restore

info
info_next
inst_enum
inst_reg
inst_unreg

medium_date
medium_delete
medium_get
medium_getall
medium_Tabe

bel
medium_labeloffline

medium_put

Toad_systab
Toad_r3tab

SAPd

user_create
user_delete
user_get
user_getall
user_getrights
user_Togon
user_put
util_activate
util_connect
util_execute
util_getpage
util_putpage
util_release

package_info

param_abortsession

param_addvolume
param_checkall

param_commitsession

param_copy

param_directdel
param_directget
param_directgetall

param_directput
param_extget
param_extgetal)l

param_getdefault
param_getexplain
param_getfull
param_gethelp
param_gethistory

param_gettype
param_getvalue
param_getvolsall
param_getvolume
param_init
param_put
param_restore
param_rmfile

param_startsession

param_versions
pure_execute

The dbmcli, as the illustration makes clear, has an extensive range of functions. You can display the list

of possible commands in a dbmcli session with help. The help information contains additional
information about which parameters have to be entered and what type of logon is required.

Some commands cannot be used alone, but only make sense as part of a command sequence.
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param_directgetallnext

param_extgetallnext

param_gethistorynext
param_getproperties




dbmcli - Examples

[++]Select Command Prompt - telnet p34777

Bgﬁ???:EBGadm 96> dbmcli -u control,control -d E30 dbm_getpath IndepDataPath

/sapdb/data

BEA???:QHQadm 57> dbmcli -u control,control -d E30 param_directget RUNDIRECTORY

RUNDIRECTORY /sapdb/data/wrk/E30

824???:e30adm 98> dbmcli -u control,control -d E30 version
version,os,dbroot, logon, code, swap

“7.6.37 ,"UNIK", " /sapdb/E30/db™ ,False ,ASCII, 2

Bg&???:QSGBdm 59> dbmcli -u control,control -d E30 param_gethelp LRU_FOR_SCAN
Specification of scan performance in the data cache

p34777:e30adm 60> dbmcli -u control,control -d E30 -uSQL sape30,sap sql_execute
"select * from messages where msgno = -9026"

-9026;: 'ENG’ ; 'System error: BD Bad datapage’

8247??:e30adm 61> dbmcli -u control,control -d E30 medium_get Data_tmp

Data_tmp /tmp/E30 .backup FILE DATA 0 8 YES NO
20030612182306 20030612182306

p34777:e30adm 62> dbmcli -u control,control -d E30 db_speed

The examples show some commands that are useful for diagnosis; these are stand-alone commands
that can provide an initial overview of the situation.

In command 60, in addition to logging on with the DBM operator, you must also specify a user authorized
to access database objects.
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dbmgetf

& Telnet 141032 o | B i)

1d10832:alsadm 51> dbmgetf - help
usage: dbmgetf [<options>]
<options>:
-d dbname
-u user, pud
-U userkey
-n node
-e encryption

name of datbase)

user for authorization)
userkey for authorization)
name of servernode)
encryption method)

(
(
{
(
(
{use only with -n)
{valid methods: 'SSL’)
id (
{
(
(
{
(

file

id of database file)

name for local file - optional)
quiet mode)

list file id’'s)

DATE or LINE parameter)

<{param>
1 SHRINK or DELETE operation)

<opid>

P
&N Telnet Id1032

1d1032:alsadm 71> dbmgetf -U ¢ -d ALS -1
KNLMSG
KNLMSGARC

KNLMSGOLD KNS TRRY dbmagetf -d A1S -u control,control -k KNLMSG

BACKHIST DBAHIST dbmgetf -n p34777 -d E30 -u control,control -k DBMPRT
BACKMDF DIAGDIR

DBHPRT ANALYZER ===
DBMMDF LCTRCH#init. log |

DBHPAHT LCTRC#init.his
LCINIT EDCFGI

LCINITCHD
LCINITHIS
[« |

dbmgetf is a tool that enables quick access to log files, for instance in a telnet session. It is mainly used
internally since, in general, the GUI-supported display options are more convenient.The KnlMsg files are
automatically transformed to a readable format.

With the -n option, you can specify a computer on which you want to enable remote access.

The log files are not addressed by the names stored in the operating system, but rather by abbreviations,
which can be displayed using the -l option.
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DIAG_HISTORY

Database Studio - <Local>:DB7705 - Database Manager Configuration - SAP MaxDB Database Studio =8
File Edit Navigate Search Project Run Window Help
3~ &l viQv ¥ 7 MR 4 = 55| EE Database Stu...
(a2 Explorer (3 8% Outline = O/ [ *Database Manager Co |-) *Database Manager Lo |Z] *Database Manager Co 2 26 = m)
% s R B E
S, My Reponico) « <Local>:DB7705 OFFLINE Data: ( ) Log: ( ) Sessions: (. ) &
§ My Objects
7y .
{g) Shared Objects ¥| Show Line Numbers Search from selection v &9 v
' (= Local User Folder
8 Servers 8 Serves
a4 [ JAIS -
4 @ CONTROL s AIS z
i Database Server , CONTROL
4 (] Diagnosis Files i Database Server

DB Analyzer File

: _ii Diagnosis Files
4 (2> Diagnose History File

AIS 20080125.10-25-46  p—— (= DB Analyzer File
A15_20080731_08-54-33 => Diagnose History File
A1X_20080218_10-07-43 (=> A15_20080125_10-25-46

A1X_20080218_10-20-15

comseg.dump
AlY_20080430_14-22-09

m

&> A1Y_20080730_17-56-27 ). KniMsg
4 (& History_KnIMsg |5 knltrace =
[B) KnlMsg_20080731_08-54-35 ¢ Ll [5) tedump
) KniMsg_20080828_09-22-14 ‘ () RTEMemory_Chunk0 )
B i:m:?m?ijﬁx B Conso [5) RTEMemory_Chunk.1 X% =0
) KniMsg_20080905_17-28-54 Name & RTEMemory_Chunk. State D~
liveCache Trace o | L] RTEMemory_Chunk3 ERROR 1~
« m » « |5] RTEMemory_Chunk4 »
o /World/Local/M..32/A15/CONTROL | § Local |2} RTEMemory_Chunk.5
L |5] RTEMemory_Table.0 == —
Al1S_20080731_08-54-33 -
< m »

SAP 2011/ MaxDB 7.8 Internals — Error Diagnosis/Page 61

There is an automatic procedure for receiving important information about crash situations.

The following files do not have to be explicitly backed up after a crash since they are automatically
copied to a backup directory:
KnIMsg (knldiag), knltrace, knldump, rtedump, *.dmp, *.buf, *.stm

If the database recognizes that it is being restarted after a crash, then the necessary files are backed up
to a directory with the following naming convention:
m <DB-NAME>_<DATUM> <ZEIT>, e.g.: S10_20001114 12-09-45

The backed up diagnosis files are deleted from the original directory.

The backup directory is under the directory DiagnoseHistoryPath (DIAG_HISTORY_PATH) (which
must be configured) and is referred to as the history in the following.

You can also configure the number of histories with parameter DiagnoseHistoryCount
(DIAG_HISTORY_NUM). If you exceed this number of histories, then the oldest history is deleted when
a new backup is made.

The database can still be restarted if a backup cannot be made correctly.
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CHECK DATA / CHECK TABLE
SAPd

CHECK DATA [Options]

Checks structural consistency of the whole database. If no errors are found, ,bad flags® in the
so-called filedirectory and the root page are reset.

CHECK TABLE <OWNER>.<TABLENAME> [Options]
Checks all pointers within the specified table tree.

Mirroring

If data volumes are mirrored by means of the operating system or by hardware, the database
cannot influence which disk is used for reading pages. CHECK TABLE may not find any
errors.

Errors

If CHECK TABLE delivers an error, hardware problems must be solved and a backup must be
restored.
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Check Data (previously Verify) checks the structural consistency of the entire database. It considers
tables as well as indexes and LOB columns.

The semantics of the data model is not taken into account. Logical errors are not found, but only errors
caused by hardware defects.

Every page contains a check number. This is calculated with each read-1/0 and compared with the value
stored on the page. If the values are different, there is an error.

One typical error that may be detected is BAD DATA PAGE.

Check Table checks all dependencies and links within the specified table tree. Indexes are not taken
into account.
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CHECK Options

CHECK DATA

EXTENDED
Extended check of the key sequence

EXCEPT INDEX
Indexes are not checked

WITH UPDATE
Execution in DB mode ADMIN
Additional maintenance of the converter: page numbers with no references are removed.

CHECK TABLE

WITH LONG CHECK
Additional check of LONG columns
Share lock is set

Another diagnosis option is calling
CHECK DATA EXTENDED.

This performs a more precise check of the key lengths and checks the sequence of the primary keys on
all levels of the B* tree. Because this option is CPU-intensive, execution was not standard in older
versions. As of version 7.6.01 it is standard behaviour for CHECK DATA and CHECK TABLE, because
CPU load can now be neglected due to the performance of modern CPUs.

The option WITH LONG CHECK makes an additional check of BLOBs. As the name in older releases
suggests, a lock is set on tables while the command is executed.

To save time when checking the database, you can use the option EXCEPT INDEX. Secondary indexes
are not checked in that case.
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Consistency Checks (1)

Transactions DBACockpit, db13 Startzeit 11:21:00
i Periode (Wochen) Kalender
dbmcli: db_execute check data T
Check Table (f.e. via ‘Complete data backup
transaction db50 -> Tables/Indexes) incrarmenialdata hackup
) Enable automatic log backup
Table/NView Schema SAPA1S Disable automatic |0§ backup
Table / View Name ATAB
Log backup
Properties Definition Indexes Optimizer Statistics Exact Sizes Check opﬂmizer statistics
T Refresh optimizer/space statistics
Ty TABLE Access Rights SEL+UPD+DEL+INS+REF+IND+ALT+ Create new optimizerispace statistics
oo STETIEE (55 {® (Check database structure (all objects) <——
Check database structure (only tables)
Last Changed 24.01.2008| 112:38:50
Last Check of Table Consistency 48 Table Consistency | <
Default Sample for ¥ & Sofortstarten 3%
Update the Optimizer Statistics 20.000' Rows Va Default Sample \ Action Pad
Check database structure <(==
[ command Prompt - dbmel 4 DB75 -u controbeontral Shesk Cwihesa Snchie (ot abiee)
Execute DBM command
dbmcli on DB75>db_execute check data Refresh table statistics
0K Archive log backup files

Check complete data backup
Check incremental data backup
Check log backup

Central Calendar Log Collector

The structural consistency of the database can be checked in different ways.

If you choose 'Check database structure (all objects)* transaction db13, all B* trees, including
indexes, are checked. ,Check database structure (only tables)‘ checks only the tables.

You can also start consistency checks with the dbmcli:
- dbmcli > db_execute check data (checks all tables and indexes)

- dbmcli > db_execute check table <owner>.<tablename> (selection of a table)

Transaction db50 enables you to select a table for which ,Check Table‘ (see next slide) is then initiated.

64




Consistency Checks (2)
SACd

[ Check Database 1d1032:A15 el Database Studio (context menu):
Check Database Structure

Select the type of check database structure you want to perform.

Check Database Id1032:A1S =&

4 1d1032:A1S Data: (Wee6BM8°: | Log: [vrite mode is actiy Sessions: (W@5,00 %

Check Datab Structure
Check database structure.

© (Check database structure in operational state ONLINE.

In the ONLINE operational state, the structural consistency of all tables, indexes, LONG

columns etc. is checked. o 1d1032:A1S Data: [eeblues: Log: [vrite mode is acti) Sessions: [W€5,00 %

Check database structure and clear converter in operational state ADMIN In the ONLINE operational state, the structural consistency of all tables, indexes, LONG
= 2 columns etc. is checked.

In the ADMIN operational state, first the same checks as in the ONLINE operational state arq

executed. Using the results of these checks, the converter is updated: all the pages that the Except Indexes

database system did not read during the checks (which means that they no longer contain Indexes are not checked. This option normally accelerates the checks.

any valid data) are deleted.

Check database structure for a selected table in operational state ONLINE.

In the ONLINE operational state, you can also choose to check only one table. For this table
the system executes the same checks as when checking all data.

@ < Back Next > tart [ cancel
§ @ E < Back i Next ‘ gtan ‘ : anczl
) Console | [ Properties | 4 Search | & Actions (& Progress £3 %~ =0
1d1032:A1S Checking database structure -

1d1032:A1S Checking database structure s | ©
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In Database Studio choose ,Check Database Structure’ in the context menu of the database. There are
different choices.

A consistency check can be executed in different operational states of the database. In ONLINE state the
structural consistency of all tables, indexes and LOB columns is checked. In ADMIN mode additionally
the converter is updated; pages with no more references are deleted.

The check can be restricted to one table.

The amount of data to be checked can be restricted with the option ,Except Indexes’. As of version 7.6.01
an EXTENDED check is automatically done; so there is no more need for the database studio to provide
this as an option.

Database Studio shows in the status information (Progress) that a CHECK DATA is executed right now.
There is no feedback given if the execution was successful. In case of errors a popup is shown describing
the first error.

A check of the database structure is time-consuming and CPU-intensive. For a productive system the
check should be planned for times of low workload (f.e. on weekends) or. if possible, the check should be
done on a separate system copy.
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Consistency Checks (3)

Check Database <Local>:DB7705

Check Database Structure

Check database structure for a selected table.

4 <Local>:DB7705 Data: [ ) Log: .

s

( J

the system executes the same checks as when checking all data.
Table Name: superdba.sysmonitor

[¥] With Long Check

transaction consistency, an SQL read lock is set during the check.

[7] Catalog
Checks the consistency of the database catalog.

In the ONLINE operational state, you can also choose to check only one table. For this table, |

If the base table that is to be checked contains LONG columns, then the system checks
whether all the LONG values defined in the base table still exist. In order to ensure

Next > [

J

Cancel
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The check can be restricted to a specified table.

With CHECK CATALOG the catalog information of a chosen table can be checked.
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Consistency Checks (4) - Check Success

= dbm.prt l

2004-11-30 11:11:31 0x000009c0 0DBM  command db_execute CHECK DATA

2004-11-30 11:17:37 0x0000079¢ 0DBM  command db_execute CHECK TABLE

| dbm.prt - Notepad B b =aoy

| File Edit Format View Help

2008-09-17 10:10:41 0x00001058 INF 419 osMsry  Command ‘db_online’ has ended with return code 0. -

2008-09-17 10:15:00 0x00001058 INF 1 pBMKnl  Sending an administrative statement to the database '
0x00001058 INF 8 DBMKn] Statement: CHECK DATA

2008-09-17 10:15:00 0x00001058 INF 3 pBMKn]  Received the result of an administrative statement from the database @
0x00001058 INF 9 DBMKN]  Statement: CHECK DATA .

| 0x00001058 INF 10 DBMKnl  Returncode: O ¥

[l m 0|

——

= KniMsg

| KnIMsg.prt - Notepad
File Edit Format View Help
2008-09-17 10:15:00 RTE 10815: T27 calling Kernel_main -
2008-09-17 10:15:00 CONNECT 19633: cConnect req. (DB7705, T27, connection obj. Ox7FF81C18, Node: 'BER
2008-09-17 10:15:00 Data 82: start check database
2008-09-17 10:15:00 Data 108: cCheck database progress report: 27 of about 274 pages checked
2008-09-17 10:15:00 pata 108: cCheck database progress report: 54 of about 274 pages checked
2008-09-17 10:15:00 pata 108: check database progress report: 81 of about 274 pages checked
2008-09-17 10:15:00 pata 108: cCheck database progress report: 108 of about 274 pages checked
2008-09-17 10:15:00 pata 108: check database progress report: 135 of about 274 pages checked
2008-09-17 10:15:00 pata 108: cCheck database progress report: 162 of about 274 pages checked
2008-09-17 10:15:00 pata 85: start LOB checking
2008-09-17 10:15:00 pata 108: cCheck database progress report: 189 of about 274 pages checked
2008-09-17 10:15:00 pata 108: check database progress report: 216 of about 274 pages checked

|| 2008-09-17 10:15:00 pata 108: check database progress report: 243 of about 274 pages checked
2008-09-17 10:15:00 pata 108: check database grogress report: 263 of about 263 pages checked
2008-09-17 10:15:00 Data 79: check database finished L
2008-09-17 10:15:00 CONNECT 19651: connection released (DB7705, T27, connection obj. 7FF81C18)

'| 2008-09-17 10:15:00 RTE 10815: T27 Kernel_main returned
2008-09-17 10:21:45 Savepoint 1: savepoint (Time) started by T1
< [ [0 ]
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The successful end of CHECK DATA can be checked in dbm.prt or in file KnIMsg (knldiag).

Ifin dbm.prt a returncode 0 is delivered the CHECK DATA was successful. In the KnlMsg at the end of
the progress report a success message is written.
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Consistency Checks (5) - Error Situation

| KnlMsg.prt - Notepad (=l E s
File Edit Format View Help
11:30:07 RTE 10815: T30 calling Kernel_main
11:30:07 CONNECT 19633: Connect req. (DB7705, T30, connection obj. Ox7FF84D38, Node:'BERD00222089A.dhcp.ber.<
11:30:07 Data 82: start check database
11:30:07 pata 108: check database progress report: 27 of about 278 pages checked
| 11:30:07 pata 108: Check database progress report: 54 of about 278 pages checked
11:30:07 Data 47: check data on database object failed,KNL_BASE_ERROR=1ndex_not_accessible,RO0T=74502
11:30:07 Data 108: check database progress report: 81 of about 278 pages checked
11:30:07 pata 47: cCheck data on database object failed,KNL_BASE_ERROR=index_not_accessible,RO0T=44729
11:30:07 Data 108: check database progress report: 108 of about 278 pages checked
11:30:07 Data 108: check database progress report: 135 of about 278 pages checked
11:30:07 Data 108: check database progress report: 162 of about 278 pages checked
11:30:07 Data 108: check database progress report: 189 of about 278 pages checked
11:30:07 Data 108: check database progress report: 216 of about 278 pages checked
11:30:07 Data 108: Check database progress report: 243 of about 278 pages checked
11:30:07 Data 85: start LOB checking
11:30:07 pata 100: check database finished unsuccessfully
11:30:07 Index 4: Found not accessible index,FILE_STATE=FileNotAccessible, INTERNAL_FILENAME=0701000000¢ |
11:30:07 Index 4: Found not accessible index,FILE_STATE=FileNotAccessible, INTERNAL_FILENAME=0701000000C
< | " } »
X —
ﬁProbkmO«urred B
KnlMsg
Z9% <Local>:DB7705 Checking database structure (Time of error: 17. September 2008
11:17:40 MESZ)
Reason:
SQL error POpUp
-9407,00000000010000000001 dbm prt
100,Check database finished unsuccessfully
4,Found not accessible index
[ oK ] [ Details>> } nding an administrative statement to the database
atement: CHECK_DAT;
iceived the result of an administrative statement from the database
tement: CHECK DATA

| 0x00001058 ERR 10 DBMKN]l  Returncode: -940 |
0x00001058 ERR 5 DBMKn1 Errortext: 00000000020000000002
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If in dbm.prt a returncode unequal to O is logged, there is an error situation and the defective data object
has to be found out. The roots of the defective B* trees are listed in KnIMsg.

At the end of CHECK DATA Database Studio opens a popup showing the first errror that occurred.
Information about further errors has to be gathered from the diagnosis files.
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Consistency Checks - DBMGUI (1)

DBMGUI: Check -> Database Structure

& “Check Database Structure | ~ | ['3[1]

3 DB75
3 Check Database Structure
o Select the type of check database structure you want to perform.
Backup
Recovery -
T (= (Check datab in operational state ONLINE !
In the ONLINE operational state, the structural consistency of all tables, indexes, LONG
: Check columns etc. is checked.
& Database Structure... .
& Back (" Check database structure and clear conveiter in operational state ADMIN.
i In the ADMIN operational state, first the same checks as in the ONLINE operational state
@ Database Server are executed. Using the results of these checks, the converter is updated: all the pages that
[@D' it Filas the database system did not read during the checks (which means that they no longer
ISOUCEEE contain any valid data) are deleted.
Eh Database Trace
(G} Database Analyzer (" Check database structure for a selected table in operational state ONLINE.
In the ONLINE operational state, you can also choose to check only one table. For this
table, the system executes the same checks as when checking all data.
Configuration |

{2 DB7S < Back Next > Cancel
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In the DBMGUI, choose Check -> Database Structure. There are several options.

A consistency check can be done in various operational states. In the ONLINE operational state, the
structural consistency of all tables, indexes, and LOB columns is checked. In the ADMIN operational
state, the converter is also updated; pages that are no longer referenced are deleted.

The check can be restricted to a single table.
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Consistency Checks - DBMGUI (2)
SARS

=101 x| (51
Check database structure Check database structure
Make settings. Checking of database structure successfull finished.
In the ONLINE operational state, the structural consistency of all tables, indexes, LONG columns . .
L = Checking of database structure successfully finished.

¥ Extended

Additional checks, for example the ascending order of keys.

i
Indexes are not checked. This option normally accelerates the checks. B ICCK e S

Check datab for a sel d table
Specify table and make settings.

In the ONLINE operational state, you can also choose to check only one table. For this table, the
system executes the same checks as when checking all data.
Qwner: Isupeldba
Table name: Isysmonitor
A ot [ o0 1 g
Additional checks, for example the ascending order of keys.
. . [~ With Long Check
Different choices: [Fifys e abie sk is o e checkiad coptsats LONG Eokanass then e Sysiem chiscks
whether all the LONG values defined in the base table still exist. In order to ensure
Extended transaction consistency, an SQL read lock is set during the check.
[~ Catalog
Except Index Checks the consistency of the database catalog.
With Long Check
Catalog {3 DB75 <Back Start Cancel
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The selection options EXTENDED, EXCEPT INDEX, WITH LONG CHECK have already been
explained.

CHECK CATALOG enables you to check the catalog information of a selected table.
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Check Backup (1)

Backups are checked using a service database.
No data is written to the disks.
Service database merely occupies disk space.
Check of parallel backups is possible.
DBM command: recover_check

Check if the backup
is complete
has valid contents
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Before you overwrite the backups of one generation, you should make sure that you have an intact
backup.

Since the check of a backup is executed on a special service database which merely uses disk space for
log files, no resource bottleneck occurs.

The service database is automatically registered when a database instance is created and is stored
under the name .M<version> (e.g.: .M750019).

(In older releases, the Name _ SAPDB<SID> was used, though the name was shortened to 8 characters,
so part of <SID> was lost.)

For a restore, the processes are logged in KnIMsg (knldiag) and the I/O can be monitored with x_cons.
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Check Backup (2)

3 Database Studio - <Local>:DBT705 - Administration - SAP MaxDB Database Studio - [ESIEI=)
File Edit Navigate Search Project Run Window Help
=RCRCRIAE S MR A RIS Thi i s i 15 (R Database st |
fao Explorer 52 S Outline| = O|[sat "sQLEditor1 |} Administration | Administration 23 it
I Qajlecor|BES|SIBL B
= OMY Repesed "4 <Local>:DB7705 ONUNE Data: Log: Sessions: ¥
My Objects gEe - i ick:
{§ Shared Objects Overview DmAm!Log Area Analyzer Task ManageflAmvities Caches | P |Backup| Sna L»‘ nght CIICk‘
Local User Fold e — - —
7 Local Dserolder History.}AII:Dmekups!LogBackupszRecovuisI‘v ErrorsT: CheCK
& Seves Label Backup Type Action Start Result  Medium BaCkup
8 <aab + LOG_000000001 LOG SAVEWARM 17.092008131711 OK  DB7705.0g 2
- | (1 DAT.000000001 'COMPLETEDATA 'SAVEWARM 1709208130356 (OK  [DB7ios.dat | 2 || <—=
gl T (FSTrOSTH I R A S
S O EE . ... . ..p of Detzonse <o 55005
() DB7500 IS Check Backup of Database <Local>DBT705 A ™ (=l 3
G g\m:;i‘ Start Backup Check
-, 87705 (| Confirm your selection and start backup check.
%, DBM = :
(3 Database Server = (4 <Local>DB7705 Data: - T8 % ) Log: 003 % ) Sessions: (W 2000% )
(3§ Diagnosis Files 7 3 . -
g 1032 Ttems: 4 of & Backup history || -2 Backup History | Data Coriers | Results|
£ AlS S = Database: <Local>:DB7705
% CONTROL < l : Velsw.n: :7Diﬂ7
. »
g ';_""b"_‘s:_l""' [ S 8 Recovery Type: SELECTED BACKUP
iagnosis Files AT 8 Complete Data Backup: DAT_000000001 (374)
8 ldcilu2 | & Console| [ Properties | ® FirstlogBackup:  LOG_000000001 (0)
w2 Name ® LastlogBackup:  LOG_000000001 (374)
%, CONTROL J <Local>:DB7705
. ® SAPLU2 J <Local>:DB7705
3 Iddbatc
L
i 0 ATc | K You have the steps required to perform a backup check. Make the specified medium available and choose ‘Start',
n° | § Local | (% <t||| = Labek DAT 000000001 Medium: DET705.dat Device/File: c\backup\DBT705.dat
OR: Check Backup in the context menu
of the database @ = [ e ]
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In the Database Studio, you can execute a check of a backup by choosing ‘Check Backup’.

Then you have to select the appropriate backup medium.
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Check Backup (3)

JZ§ Check Backup of Database <Local>:DB7705

Y )

Check Backup Next

|4 <Local>:DB7705 Data: (W

I Summary l Backup History] Data Carriers [Rgsunsl

Label Medium

|| | v o aasssso0m oermssiast

> 4 LOG_000000001 DB7705.log DB7705.1q

7,48 % ) Log: { 0,03 % ) s
Device/F] I8 Check Backup of Database <local>DB7705 , [E=SIEIX)
Backup Check S fully Completed
i
"4 <Local>:DB7705 Data: (W 748 % ) Log: 003 % ) Sessions: (WM 2000% )
[s [ Backup History [ Data Carriers | Resuts |
Label Date Result Transferred Left Medium Device/File Size N¢

To continue the check backup make the specified m

© Label: LOG 000000001 Medium: DB7705.log Devi

/) DAT.000000001 1709008132749 OK  2368KB  (OKB DBTN05dat clbackup\DBTI0Sdat 278 37

J +4 RESTART 17.09.200813:32:24 OK I

I

< i

[ Continue | [ Concel |

()
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The backup check was successfully completed.

Close

A successful executiion of a Check Backup is marked with a green check mark. After the check of a
data backup you will automatically be guided to the check of the corresponding log backups.
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Examples of Problem Situations

Connect problems

Log full

DB full

Crash, Emergency Shutdown
System hanger

Restart problem
Backup-/Restore problems
System copy

I/O problems

System errors —9026, -9028
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Connect Problems: Check with R3trans

4825448 on p: /sapmnt/home1/d025448 =101 x|
p34777:e30adm 64>| setenv SQLOPT "-X*"
p34777 :e30adm 65> R3trans -d
This is R3trans version 6.07 (release 620 - 23.04.02 - 10:12:00).
2EETW169 no connect possible: "DBMS = ADABAS D —--- DBNAM

E =
R3trans finished (0012).

pP34777 :e30adm 66>|more SAPDB.21710.pct |
<htmld> <head><meta p-equiv= content-1gpe  content= text/html; charset=utf-8"><¢

/head> <body ><PRE><PLAINTEXT>

PRODUCT : SAP DB C-PreComp Runtime

DRIVER : /sapdb/programs/runtime/7301/1ib/libpcr
VERSION : 7.3.1

BUILD : 015-000-095-214

version :P_1, P_2

SQL STATEMENT : FROM MODULE : dbslada AT LINE : 5326
Statement Name : :0x000016

OUTPUT : L2U : X32|LINUX 7.3.1 Build 015-000-095-106
OUTPUT : PCR : C-PreComp 7.3.1 Build 015-000-095-214
START : DATE : 2004-04-20 TIME : 0017:45:40

END : DATE : 2004-04-20 TIME : 0017:45:40

SESSION : 1;

DATARBASE : DB_000

USERKEY : DEFAULT

SQLMODE : SAPR3

SERVERDE : E30
SERVERNODE: p34777

CONNECT "SAPXX " IDENTIFIED BY :A SQLMODE SAPR3 ISOLATION LEVEL O
TIMEOUT O

SQL STATEMENT : FROM MODULE : dbslada AT LINE : 798

Statement Name : :0x000018 i

SQLCODE: -4008 Unknown user name/password combination

SQLERRD({INDEX_5) : 1 SEC. FOR STATEMENT

START : DATE : 2004-04-20 TIME : 0017:45:40

END : DATE : 2004-04-20 TIME : 0017:45:41
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SADd

"Connect" problems can usually be reproduced quite easily with R/3trans. Call R3trans with option —d or

—X.

The Precompiler Runtime of the database creates a trace if the variable SQLOPT contains the value "-

X". The trace is written to the file SAPDB.<PID of the client process>.pct.

In this example either the user name or the password is incorrect. The user SAPXX is probably not

correct.

Check the xuser specifications with the command "xuser list". Maintain the xuser data as described in

note 39439.

With "Connect" problems, it is often helpful to have a look in the dev logs (the dev_w?* files from the work

directory in the SAP system).
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R3trans — More Examples

(3 vt -t
File Edit Format View Help
>>0utput of D:\usr\sap\so8\sum\abap\exe\R3trans.exe -d -

Cause:
Out-dated libSQLDB77.dll

The procedure entry point ?getData@SQLDBC_LOB@SQLDBCGRQEAA?AWS
SQLDBC_Retcode@PEAXOEA_J_J20_J1_N@Z could not be located in the
dynamic 1ink library 1ibsqQLpBC77.d11
D:\usr\sap\so8\sum\abap\exe\trans.log :

ERROR => DILoadLib()==DLENOACCESS - LoadLibrary( "dbsdbs1ib.d11")

4 ETW000 Error 127 =
The spec1f1ed procedure cou1d not be found."
TW000 [dbcon.c 0000] *** ERROR => cou]dn t load Tibrary

dbsdbs'hb din’

2EETW169 no connect possible: "connect failed with
DBLI_RC_LOAD_LIB_FAILED. 7] translog - Notepad @EL—E
File Edit Format View Help
< m 2
- {4 eTwoo00 [dez trec " ,00000] Try to connect (DEFAULT) on connection 0
ETWO00 [dev trc . ,00000] Mon Feb 21 16:28:17 2011
i TWO00 [gglgg % ozsogg 000] database failed
- E sdbsq #%% ERROR => Connect to database failed,
Maln cause: c“;O—AOOS (POS(1) unknown user name/password combination)
xuser data not maintained correctly 48 1.029051
ETW000 [dev grc 29620000] -> setsapdbCA(errcode=-4008)
ETWO00 [dev trc ) ,00000] -> freeconnection(con_hd1=0)
| Untitled - Notepad 21 1.029088
ETWO000 ([d v trcb o??oo] d;; sdb_free(p=000000000027C080,
" - ze=608 (1145998 es allocate
F|I§ Edit Format :ew Help — - 25000 . yt :
C:\Documents and settings\clpadm>R3trans - 40 1.029128
This ;ljs RBtE?ng version'6.14 (release 700 - 16.10.08(|5TH000 foe te @ @ 00 tatedy) oo~ e (P=0000000000264c80,
unicode enabled version ETWO000
2EETWL69 no connect possible: "DBMS = ADABAS D 40 1.029168
DBNAME = "' ETWO00 [dev trc .ggooo] } pbs1sdbconnect (rc=99)
1.0291
R3trans finished (0012). o [db1ink ,00431] ***L0G BY2=>sql error -4008 performing
DBSDBSLIB : version 700.08, patch 0.184 N [db InKesieas]
| 45 1.029225
< o ] ETW000 [dblink ,00431]  ***LOG BYO=>POS(1) unknown user
me/password combination [dblink#5 @ 431]
C n J »
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For a few years the WebAS kernel uses the MaxDB client SQLDBC instead of the precompiler. To
analyse the cause of connect problems here, too, the call of R3trans —d/-x is the adequate way to find out
what's wrong.

If a connect request cannot be executed correctly in most cases errors in the xuser data are responsible
for the problems.

R3trans —d creates a file trans.log providing more information about the cause of the problem.
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Log Full - Identification

77 | full
fus 25 D(;'L( B J <Local>:DB7705 ONLINE Date: (W8_1408% | Log: (Weeaoemems) Sessions: (W00 % ) v

ii Database Server I % Log Area Full. To empty the log area make a log backup or turn automatic log backup on.

3 Diagnosis Files

State .
DB74 Datar — 5 X
- Total: 40.960 KB Perm: 1.800 KB Temp: 168 KB Used: 1.968 KB Free: 38.902 KB
z Log ————————————| | | — —
OMLINE Total: 16.368 KB Used: 16.368 KB Free: 0 KB

B e —————
Used: 3 Free: 2

nearly full (99 percent).
2004-04-05 Log ull.
2004 -04-05 1 : SAVPOINT EZOF‘REPARE SvP: 4
2004 -04-05 :23: Pager svP(3) sStart write pata
2004-04-05 11:2 3
EIERPEEREREE ) - \sapdb\indep_data\wrk\DB74>x_cons DB74 sh act
2004-04-05 11:2
2004-04-05

: DB74

& knldiag - Notepad o =] 9|
Eile Edit Format Help
2004-04-05 11:23:37 0x890 19864 DCOM Release instance IID: {FC2F8867 6983-11D2-A97F-00A0C94311A5 }, _|
2004-04-05 11:23:37 0x890 19651 CONNECT cConnection released, T1
2004-04-05 11:23:37 Ox890 19633 CONNECT Connect req. (T13, Node ', PID:1344)
2004-04-05 11:23:37 Ox890 19863 DCOM Create instance IID:{FC2F83867- 6983 -11D02-A97F-00A0C94311A5},
2004-04-05 11:23:37 0x210 1 Log Log is full.
2004-04-05 11:23:37 0x210 2 Log Log is nearly full (99 percent). —
2004-04-05 11:23:37 0x210 1 Log Log is full.
2004 -04-05 2 Log Log is nearly full (99 percent).
2004-04-05 1 Log Log is full.
2004-04-05 42 Log LOG FULL: task 13 suspended
2004-04-05 44 Lo Savepoint requested by Tl reason 'Log_writer' (started).
2004-04-05 4 Pager svP(l) start write pata
2004-04-05 5 Pager svP(l) Stop Data_IO, Pages: 172 IO: 47
2004 -04-05 6 Pager svP(2) wait for last spTit, Taskid: 34
2004-04-05 7 Pager SvP(2) stop_wait_for last sp'ht Pages: 0 IO: O
2004-04-05 2 Log Log is nearly full (99 percent).
2004-04-05 1 Log Log is full,
2004-04-05 2 Lug is
1
Q
8

Win TASK APPL Current limeout Region
tid tvpe pid state priority cnt

0x890 User 1344 LOG FULL (246) B0 35609(s)

A Log Full situation first manifests itself in that an hourglass is displayed for all dialog users who are
performing change actions. This suggests that the database is at a standstill and the user tasks have
been suspended.

The Database Studio directly shows the state of the database next to the database name and
additionally provides information about how to handle the error situation in the graphical representation
of filling grades.

A quick glance in the DBMGUI shows that the log is 100% full, both in a bar and in text form.
Alternatively, KnlMsg/knldiag and x_cons offer the same information.

As a general rule, we recommend using automatic log backup, which usually keeps this situation from
happening.
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Log Full - Solution

SAPd

Backup of Database <Local>:DB7705 =HC)
Release the log
Log Backup
Create/select a template for backup. fu I I S Ituatlon a
4 Perform a log
+ <Local>:DB7705 Data: (W& 1408 % | Log: (eee—iff@iuitmsss) Sessions:
backup
Name © Device/File © DeviceType © BackupType O Back B
([ &IDB7705.10g _ DB7705.log FILE L0G =
|
i Backup Type
‘ Select which type of backup you want to perform.
! What type of backup you want to perform? [ ast Complete Data Backup:
‘ Labet AT_00001
el Date: 05.04.2004 11:19:55
IFs m Lonelate Data Backup Medum  DAT1
(" Incremental Data Backup Volumes: 1
Size: 240 Pages
(¢ LogBackup LogPage: 1014
-~ Activate/deactivate Last | tal Data Backup:
log backup Never
@
- Last Log Backup:
Never
3 DB74 <Back Next > Cancel
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A Log Full situation can ONLY be resolved by executing a log backup.

The Backup Wizard guides you through the required steps.

Adding a new log volume is NOT a possible way of solving the problem. As log volumes are cyclically
overwritten, the pointer is usually 'somewhere in the middle' of the device and cannot jump to a new

volume.
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DB Full - Identification

D:\sapdb\indep_data\wrk\DB74>%_c
DB74
Win  TASK

tid type
0x890 User

& knldiag - Notepad

ns DB74

APPL Current
pid state
2104 db-full

sh act

Wait
1tem

Timeout Region
priority cnt try
(]}

(197)

43554 (s)

File Edit Format Help

2004-04-05 12:51:33 Oxa24 8 Pager SVP(3) STtart write Data

2004 -04-05 Oxa24 9 Pager SvP(3) Stop Dbata IO, Pages: 1 Io: 1

2004 -04-05 OxAa24 10 Pager SVP(3) Start write Converter

2004 -04-05 1 0Ox890 19633 CONNECT Connect req. (T1l5, Node:'', PID:2532)
2004 -04-05 Oxa24 11 Pager swvP(3) Stop Converter IO, Pages: 8 IO: 8
2004 -04-035 Oxa24 53071 SAVPOINT B20SVP_COMPLETED: 18

2004 -04-05 Ox890 WRN 39 Converte DB FULLCFBM): Task 14 suspended (45 pages
2004 -04-05 Ox890 WRN 39 Converte DB FULLCFBM): ask 14 susgended 45 pages
2004 -04-05 OxA24 52024 AUTOSAVE 200 pages -> "d “\backup\db74.7log.012

2004 -04-05 Ox890 WRN 39 Converte DB FULL(FBM): Task 14 suspended (45 pages
2004 -04-05 1. Ox800 WRN 39 Converte DB FULL(FBM): Task 14 suspended (45 pages
2004 -04-05 Ox800 WRNM 39 Converte DB FULL(FBM): Task 14 suspended (45 pages
2004 -04-05 Ox890 WRN 39 Converte DB FULLCFBM): Task 14 susgended 45 pages
2004 -04-05 OxA24 52024 AUTOSAVE 696 pages -> “d:\backup\db74.log.012

2004 -04-05 OxS9438 19626 IO Async I1/0 thread stopped, ‘d:\backuph\db74
2004 -04-05 OxA24 52031 AUTOSAVE ready

2004 -04-05 Ox890 WRN 39 Converte DB FULLCFBM): Task 14 suspended (45 pages
2004 -04-05 OxX890 WRN 39 Converte DB FULL(FBM): Task 14 suspended (45 pages
2004 -04-05 OxX890 WRN 39 Converte DB FULL(FBM): Task 14 suspended (45 pages
2004 -04-05 Ox800 WRN 39 Converte DB FULL(FBM): Task 14 suspended (45 pages
2004 -04-05 0Ox890 19651 CONNECT <Connection released, T15

2004 -04-05 1. Ox800 WRN 39 Converte DB FULL(FBM): Task 14 suspended (45 ages
2004 -04-05 0x890 19633 CONNECT <Connect req. (T1l5, nNode:'', PID:2 g
2004 -04-05 Ox890 WRN 39 Converte DB FULL(FBM): Task 14 suspended (45 pages
2004 -04-05 Ox890 wWRN 39 Converte DB FULL(FBM): Task 14 suspended (45 pages
2004 -04-05 Ox890 WwWRN 39 Converte DB FULL(FBM): Task 14 suspended (45 pages
2004 -04-05 Ox890 wWRN 39 Converte DB FULL(FBM): Task 14 suspended (45 pages
2004 -04-05 Ox890 WRN 39 Converte DB FULL(FBM): Task 14 suspended (45 pages
2004 -04-05 1. OxX890 WRN 39 Converte DB FULL(FBM): Task 14 suspended (45 pages
2004 -04-05 OxX890 WRN 39 Converte DB FULLCFBM): Task 14 suspended (45 pages
2004 -04-05 OxX890 WRN 39 Converte DB FULLCFBM): Task 14 suspended (45 pages
2004 -04-05 OX890 WRN 30 Converte DB FULL(FEM) Task 14 suspended (45 pages
2004-04-05 1 Ox890 19651 CONNECT <Connection released, T15

2004-04-05 Ox890 WRN 39 converte DB FULL(FBM): Task i4 suspended (45 pages
———————————————————————————————————————————— current write pDS"It'\DrI e

| |

changed
<changed

changed
changed
changed
changed

Tlog.o012"

changed
changed
changed
changed

changed

changed
changed
changed
changed
changed
changed
changed
changed
<changed

<hanged

Ny

A DB Full situation first manifests itself to the user exactly as it does with a Log Full.

suspended and no further actions are pos

sible.

The user tasks are

Here too, the DBMGUI (without picture), KnlMsg/knldiag and x_cons provide information about the

hang situation.
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DB Full - Solution

=T
File Edit View Instance Actions Tools Help
IS5 0 |[% Q%2 ==k D |
(1 MyFolders & | Name [ State [ Data | Log |_sessions | Data Cache Hit... [ AutoLog 4|
=89 Servers 3 DB73_3 Not connected _l
= <Local j DB73_4 Not connected
di0dS 1 3pp74 Online 100% On
£ 10062 | |3 pp75 Not connected 2L
4 | » kil | »
- = g = Al V'-?l
DB74 C -V
£ D x|
Information I?ﬁ Data Volumes | [ Log Volumes |
Backup Name | Size | Type | Location = I
Recovery (HDATADODT 40960KB File  DAT_0001 -
e (g DATADO02 \AE Name: DATA0002
L@ DATAD003
':‘_"‘*_ (' DATAD004
Configuration f'@DATAOlJJS Size: | |KB vl 40.960 KB
% Backup Medium T 40,00 MB
= Location: [DAT_ 0,04 GB
8=: Parameters 5120 P. .
[ Log Settings
7 Hot Standby
ﬁ Users
‘ Mapchar Sets
a Termchar Sets
B Upgrade Syste...
i ok | cancel |
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To resolve a DB Full situation, you have to add another data volume.

To do this with DBMGUI, choose Configuration -> Volumes*

The DBMGUI generates default values for the new volume and directs the rest of the process.

Choose Administration -> Data Area -> New in Database Studio to create a new volume.

This problem can be prevented by using the AUTOEXTEND functionality. If a defined filling grade is

reached automatically a new volume is added.
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Crash of the Database: kill

knldiag Signal 9: A thread of the database has been
killed with ,kill =9*.

) Check - Diagnosis Files - Database M
2004-04-19 16:46:02 15897 11561 COMMUNIC Connected T38 local 15808
2004-04-19 16:46:03 15858 11561 COMMUNIC Connecting T39 local 15953

2004-04-19 16:46:03 15897 11561 COMMUNIC Connected T39 local 15953
2004-04-19 16:46:03 15898 11560 COMMUNIC Releasing T39

2004-04-19 16:46:03 15898 12929 TASKING Task T39 started
2004-04-19 16:46:03 15898 11007 COMMUNIC wait for connection T39
2004-04-19 16:46:03 15897 11560 COMMUNIC Releasing T38

2004-04-19 16:46:03 15897 12929 TASKING Task T38 started
2004-04-19 16:46:03 15897 11007 COMMUNIC wait for connection T3d

current write position -------—----—
e+ttt b+ Kernel EXAC bbb bbb

2004-04-19 16:46:25 ] 12847 DBSTATE Kernel exited without core anfl exit status Ox9

2004-04-19 16:46:25 0 12850 DBSTATE Kernel exited due to signal 9 (SIGKILL)
2004-04-19 16:46:25 0 12808 DBSTATE Flushing knltrace pages
2004-04-19 16:46:25 u] 11987 dump_rte rtedunp written to file 'rtedump’
2004-04-19 16:46:25 0 12696 DBSTATE Change DbState to 'OFFLINE ' (28) v
< | »
| (3 p34777.TEST 7
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The first place to look after a database crash is KnIMsg/knldiag. In this example, the database process
on Unix/Linux received signal 9. Signal 9 comes from "outside" and is not caused by the database. On
Unix you can find a short description of the signals in the file /usr/include/sys/signal.h. Linux stores these
definitions in /usr/include/bits/signum.h.

Interesting signals:

m SIGILL 4 /* lllegal instruction (ANSI). */
This signal comes from outside and implies a hardware problem.
m SIGABRT 6 /* Abort (ANSI). */
Termination without further information.
m SIGKILL 9 /* Kill, unblockable (POSIX). */
Process/thread was terminated with kill.
m SIGBUS 10 /* bus error */
Error predominantly in the bus system; usually an error in the database software.
m SIGSEGV 11 [* Segmentation violation (ANSI). */

Memory overwrite; usually an error in the database software.
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Signal 9 (Resource Problem)

B View - KnlMsgArchive [P=TEN ™5

File Edit View Help

. SQL statement cancelled -
Thread 0x1B93 Task - 2011-02-01 04:57:23 ERR RTEKernel 102: Kernel exited without core and exit status 0x9,
_FILE=RTEKernel_Termination+noPIC.cpp,_LINE=689

Thread 0x1B93 Task - 2011-02-01 04:57:23 ERR RTEKernel  98: Kernel exited due to signal 9 (SIGKILL), _
_FILE=RTEKernel_Termination+noPIC.cpp,_LINE=735

Thread 0x1B93 Task - 2011-02-01 04:57:30 ERR IPC 11287: attach_shm: shmat error, Invalid argument id 27820150 flag 00 addr 0x0

Thread 0x1B93 Task - 2011-02-01 04:57:30 ERR IPC 11299: stat_shm: id 27820150

Thread 0x1B93 Task - 2011-02-01 04:57:30 ERR IPC 11300: stat_shm: shmctl (stat] error, Invalid argument -

113.321.614 bytes Windows text

call of oom-killer
| var_log_messages.txt - Notepad r- v l [E=SREEX)

File Edit Format View Help
| | R

Feb 1 04:57:12 vsa6924 kernel: [1332567.572702] gwrd invoked oom-killer: gfp_mask-OxZOlda. order=0, oom_adj=0
Feb 1 04:57:12 vsa6924 kernel: [1332567.572711] gwrd cpuset=/ mems_allowed=0

Gl
Feb 1 04:57:12 vsa6924 kernel: [1332567.831519] 7516661 pages non-shared

Feb 1 04:57:12 vsa6924 kernel: E1332567.831525} out_of memory: kill process 7059 (kernel) score 13691826 or a child
Feb 1 04:57:12 vsa6924 kernel: [1332567.831528] Killed process 7886 (kernel)

Eaiosid

kernel process was killed
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On some operating systems tools make sure to provide resources in situations with not enough memory
for all running applications by killing some processes which are using a large amount of memory.

Under Linux, f.e. this is the so-called oom-killer (out of memory).

In the KnIMsg you will also find a crash with signal 9. For verification that an operating system tool
caused the crash you have to look into the file /var/log/messages. You will find an entry at the same time
that a process intentionally was killed because of lack of resources.

To prevent those crashes make sure to enhance the memory or reduce the number of running processes.
If you switch off the mechanism you might prevent the kill“ but the real problem of overcharging the
machine still persists.
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Analysis with Post Mortem Console

knlmsg.txt - Notepad =@
CraSh Of DB Q1 K File Edit Format View Help ul
11 ht, : 0, -
Excerpt from KnlMsg SRS e T e,

addr: 0, value: 0

> symbolic stack backtrace <
0: 1cQak13mod1fy index6FrnosQdoLMan_context_rabnknR_takl3ext
_mapping_rnQtak_mindexrecord__v_ + 0x9b

1: __l1cwakl3copy_table_ recordsGFrnOSQdDLNan context_rnMtak_all_glob
rthspoo Setd4cCiibnkifA__rnrRtak_syspointerarr_rabnknR_takl3ext
ng_bi_v_ + 0x570
22 1cKak13mod1fy6crnosqd0wan context_rnMtak_all_glob_ rngtak

. _viewscan_par_bbbrcrnitsp00_: Set4CiibnKifA__8_v_ + Ox4
x_cons Q1K show active L. L
with Post Mortem Console | ' .}

92 RTEMemory_Chunk.001c0000

File Edit Format View Help “z :\;HNM\O C wm}(nmm (,H
'] Memol " K 0l

B Administrator: Command Prompt =l E 3
Directory of C:\sdb\data\wrk\DB7902\rtedump_dir

Untitled - Notepad

SERVERDB: Q1K . RTEMemory
3 ) A RTEMemory_Chunk

ID UKT UNIX TASK APPL Current Timeout Region Wwait RTEMemory_Chunk .02 old
tid type pid state priority cnt try item RTEMemory_Chunk old

T3 1 26 Tracewr Terminated 019 2(v) -5 j RTEMemory_C ¢
T165 7 32 user 11739% Running 0 162 503871(t) v/ RTEMemory_C old
: RTEMemory_Chunk 00¢ 4
R : : ¢ R : emory_Chunk 00.0lc

Post Mortem Analysis for ServerDB Q1K using kernel _ ¢ RTEHomor- 20

Chunk ¢
Chunk . 0b 00.0ld
Chunk 0

L y_Tab Y .old
§05.10.2010 09:25 3.714 Single lnl\M ap

17 File(s) 10.514.050 bytes

2 Dir(s) 200.278.781.952 bytes free

C:\sdb\data\wrk\DB7902\r tedump dir>

To provide more analysis information after a crash situation the so-called post mortem console has been
introduced. It can only be used on UNIX systems.

When a database is started, in the sub-directory of the rundirectory rtedump_dir the files
RTEMemory_Chunk.* are created containing relevant information from the shared memory for the
runtime environment This information is also accessed when you call x_cons in running operation.

To allow x_cons commands also after crash situations these files are maintained for later analysis. If the
database is restarted the current RTEMemory_Chunk.* are copied to RTEMemory_Chunk.*.old.
Furthermore in case of a crash they are kept in the diagnose history. With the use of option —p
<archive_path> x_cons can be informed from which directory the files have to be used.

In the present example the database Q1K crashed. As first analysis step you should search for modules
from the backtrace in known problem messages. If it is not a known crash which had happened before
and was already analysed the information delivered by the post mortem console might be helpful. x_cons
can be called and look for the formerly active tasks. Via the application PID the command responsible for
the crash can be identified in the dev traces.
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Emergency Shutdown: Log 1/0 Error

knldiag

Error during write to a log volume

% Check - Diagnosis Files - Database Messages x|

17:23:45 16076 11561 COMMUNIC Conns g T38 local 16220 A

17:23:45 16115 11561 COMMUNIC Conngpted T38 local 16220

17:23:45 16079 ERR 11000 singleio User requested I/O error writing to devno 2 page 638

17:23:45 16079 ERR 34 IOMan Log volume 1 is set to bad

17:23:45 16079 11000 vdetach 'LOG_001' devno 2 T2

17:23:45 16077 12822 TASKING Thread 16168 joining

17:23:45 16168 11566 stop DEVi stopped

17:23:45 16077 12822 TASKING Thread 16169 joining

17:23:45 16169 11566 stop DEVi stopped

17:23:45 16079 ERR 14 IOMan Access error on Log volume 1 blockno 638: I/0 error regquest

17:23:45 16079 ERR 16 IOHMan EMERGENCY SHUTDOWN

17:23:45 16079 ERR 11196 DBCRASH vabort:Emergency Shutdown, IOMan Volume.cpp: 680

17:23:45 16079 ERR 11599 BTRACE ----> Emergency Stack Back Trace <----

17:23:45 16079 ERR 11599 BTRACE {0) :0x8491782 [0x41£8d260] (0x0,0x0,0x5000000¢c, 0x1)

17:23:45 16079 ERR 11599 BTRACE {2) :0x8495709 [0x41£8d280] (0x402015d8, 0x0,0x875a700,0x4002c_

17:23:45 16079 ERR 11599 BTRACE (4) :0x85d5977 [0x41£8d2b0] (0x40200001,0x2a8, 0x41£8d2e0, OxXEE

17:23:45 16079 ERR 11599 BTRACE {6) :0x84e0ca2 [0x41f8d2e0] (0x41£8d320,0x0,0x0,0x86c4382)

E]-O’J-HE 1ANT7Q FDD 11€00 RTDAF 182 s NvRE1741W2 MvdiFRASENT ntvﬂQOrH 10~ Nu? Nudlacah?f nv41iﬁrv,
lrj p34777-TEST 4
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Errors while writing to the database log are very critical, in particular if the database is not being
mirrored.

Determine the cause of the I/O error. For this example, the error has been simulated.

If the log is mirrored on the database side, then
m provide a new disk for the log volume,

m transfer the database to the ADMIN operational state and execute a restore for the volume
using:
dbmcli > db_execute restore log volume ‘<name of the volume>* ,

m start the database ONLINE.
If the log is mirrored in the system, check whether the error can be corrected in the system. If that is the
case, start the database in the ONLINE operational state after the correction has been made.
If the log is irreparable, proceed as follows:

m  Create a data backup. The backup is consistent on the basis of the last savepoint.

m  Back up the current log area. If the log area cannot be backed up, you can use the generated
data backup.

m Initialize the instance when a functional disk has been provided for the log volume. Import the
data backup and the generated log backup.
You use Database Studio (Inittialize Database or Create Database) or the Installation
Wizard of the DBMGUI to initialize it.
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Identification of a System Hanger

St o

A lot of updates on table ZZTELE occupy the

dialog processes
| Nr Typ Pid  Status Grund Start Err Sem CPU  Zeit Report Man Benutzer Aktion

Prozessiibersicht

QOB

(1@ DIA 15449 1auft ja 1 9 ZFLOCK 000 E30 Update ZZTELE

11 DIA 1410 1auft ja 20 ZFLOCK 000 E30 Update ZZTELE

(12 DIA 1411 Nauft ja 16 ZFLOCK 000 E30 Update ZZTELE

(13 DIA 1412 lauft ja 18 ZFLOCK 000 E30 Update ZZTELE

[ 1°4 DIA 1413 lauft ja 4 ZFLOCK 000 E30 Update ZZTELE

(15 DIA 1414 1auft ja SAPLTHFB 000 E30

— g ﬂig 1::: :::::: \\ d025448 on p: /sapmnt/homel /d025448 -|g|£’

18 ENO 1417 wartet P34777 :e30adm 70> x_cons E30 sh act

(18 BTC 1418 wartet

]18 BTC 1419 wartet SERVERDB: E30

111 SPD 1421 wartet

112 UP2 1423 wartet ID UKT UNIX TASK APPL Current Timeout Region Wait

tid type pid state priority cnt try item

137 6 1232 User 1411 Vwait 00 34 0(s)

I T39 6 1234 User 1413 Vwait 00 20 0(s)
T40 6 1235 User 1410 Vwait 00 37 0(s)
T60 7 1255 User 15449 Vwait 00 27 0(s)
T65 7 1260 User 1412 Vwait 00 36 0(s)
p34777 :e30adm 71>

Active tasks have the status Vwait
(SQL lock)
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This example shows a system hanger situation.

Transaction sm50 or sm66 show numerous dialog processes that are executing updates on table
ZZTELE. If transactions sm50 and sm66 are no longer usable because all dialog processes are
occupied, call the program dpmon on the operating system level. In the 'Menu' there you'll see a
comparable output.

The database console shows the respective tasks in the Vwait status. The tasks are waiting for the
release of an SQL lock.

At present no other task is active in the database; that is, the lock holder is active in the application or
waiting for user input.
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System Hanger: Who is the Lock Holder?

(v} ald B I CHE HDLHS  BE @m
Exkiusive SQL-Wartesituationen
FPexo -

Q) @&l 6w [=x]%) [a]|¢a@s[s] i) |

[ Eigenschatten~]

@, Alert-Monitor Exklusive Wartesituationen

@ 'A? Uberssiﬁt: |ITask-|D Appl-ID |Appl.-Server |Spe..|sperrart Tabellenname| Task-ID |Appl-ID | Appl -Server| Wa

< &5 Kemermhr | [[#8__]9008 [dewdim189wdfsap.corp (& |row_exclusive |ZZTELE 0 [1410 [p34777 I3
8 TaskN 48 9008 |dewdfm189.wdf.sap.corp row_exclusive | ZZTELE 65 1412 |p34777 13
B2 Thread 48 9008 |dewdfm189.wdf.sap.corp row_exclusive | ZZTELE 37 1411 |p34777 o)
EThread 48 9008 |dewdfrn189.wdf.sap.corp row_exclusive |ZZTELE 60 15449 |p34777 e

D (1 lio-Operati 48 9008 |dewdfm189.wdf.sap.corp row_exclusive |ZZTELE |39 1413 |p34777 !

@m Kritische A
< (1 sqL-Sperr

3 Wartes
Ubersi

D (2 Speicherb
&7 Quatemain

D [ Werkzeuge

Task 48 keeps the lock and belongs to
_ £} application process 9008.
I It is not known as work process.
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Transaction db50 provides more information under 'SQL Locks -> Wait Situations”. All waiting tasks are
waiting for task 48. This task belongs to application process 9008 on the server dewdfm189. The server
is not a SAP application server.

User operations generally have priority. Task 48 should therefore be forced to release the lock.
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System Hanger: What is Task 48 doing?

dJH Qe SHE ONOo0 R @

Task-Manager
) Alert-Monitor g
(] Axtueller Statu =
2 Ubersicht bbrechen Sitzung abbrechen
< (3 Kemel-Thr Lauffahige Tasks Benutzer-Tasks System-Tasks rNIa Tasks
B Taskw
B Thread B automatisches Auffrischen alle 5 @ Sekunden 19.04.2004 15:47:39
e %g""’a: ID_ [Thread-ID[Task-Typ |A.|Task-Zustand |Zustandsbeschreibung |Wart..|Warten .. [Applikation...|A ()|
= Kri;is::; 57 1230 |User Vwait 48 1411 b
39 1230 User Viwait 48 1413 p
< (] SQL-Sperr
&3 Wartes 40 [1230  User Wwait 48 1410 b
Ubersi 1255 User Viwait 48 15449 p
D (3 speichertn 6 1255  User Running 1414 P
Ll M"I’i]m[::']' 6 User Vwait 1412 o
(4]
D (] Werkzeuge =]

Task 48 is not active in the database.
Task 64 works for transaction db50.
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Under 'Current Status -> Kernel Threads -> Task Manager’, transaction db50 displays the task
activities. Task 48 is not active. The running task 64 formats the information for db50 itself.

To terminate 48, display all user tasks. Select task 48 and choose ‘End Session'.

It is not possible to terminate a command for task 48 if task 48 is not active. The lock can only be
released by terminating the transaction. If the locking transaction is not active in the database, its
transaction can be terminated by closing the session.

If a work process which is holding locks is active on the database, the termination of the command leads
to the termination of the transaction. When it receives return code -102, the SAP system rolls back the
transaction and writes a short dump.
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Standstill of the System: Eliminate Cause

\\ d025448 on p: /sapmnt/homel/d025448 k
p34777:e30adm 87> x_cons E30 sk act

SERVERDB: E30

1D UKT UNIX
tid
T37 6 1232
T39 6 1234
T40 6 1235
T60 7 1255
T65 7 1260

SERVERDB: E30

ID UKT UNIX
tid
T37 6 1232
T39 6 1234
T40 6 1235
T60 7 1255
T65 7 1260

SERVERDB: E30

ID UKT UNIX
tid

TASK
type
User
User
User
User
User

p34777 :e30adm 88> x_cons
p34777 :e30adm 89> x_cons

TASK
type
User
User
User
User
User

p34777 :e30adm 90> x_cons
p34777:e30adm 91> x_cons

TASK
type

p34777 :e30adm 92>

APPL Current

pid state
1411 Vwait
1413 Vwait
1410 Vwait
15449 Vwait
1412 Vwait

E30 cancel t48

E30 sh act

APPL Current

pid state
1411 Vwait
1413 Vwait
1410 Vwait
15449 Vwait
1412 Vwait
E30 kill t48
E30 sh act

APPL Current

pid state
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Timeout
priority

OOCOO

Timeout
priority

OO0OO0O00O

Timeout
priority

Region
cnt try

Wait
item
154
151
157
152
155

Wait
item
166
163
169
164
167

Wait
item

The action 'Terminate Command‘ in transaction db50 corresponds to the console command ‘cancel
<task>". You terminate user sessions with 'kill <task>'.

Terminating the locking transaction can take some time. MaxDB works with cooperative multitasking.
The tasks are not managed through a dispatcher instance.
Some actions only check whether the termination flag is set every 30 seconds.

In the console output, if the termination flag was set, this is indicated by an exclamation mark. If the task
remains active (in particular in the Running and I/OWait statuses), it executes a rollback of the changes
that have already been made.
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Restart Failed: Lack of Memory

) Check - Diagnosis Files - Database Messag x] w
10:25:00 19324 12931 INFO maximum cpu time: unlimited :I
10:25:00 19324 12932 INFO maximunm nuwber of processes: 0 MB
10:25:00 19324 12891 INFO maximuwn core size: 0O MB 1
10:25:00 19324 12892 INFO maximum nuwber of open files: 1024 _I knldlag
10:25:00 19324 12933 INFO maximum file size: unlimited
10:25:00 19324 12895 INFO maximum nuber of threads: 1024
10:25:00 19324 12934 INFO maximum stack size: 1 MB
10:25:00 19324 12935 INFO lockable memory size: unlimited
10:25:00 19324 12893 INFO maximun virtual memory size: 488 MB _
10:25:00 19324 12936 INFO resident set size size: 438 MB _
10:25:00 19324 12894 INFO maximum heap size: 488 MB _
10:25:00 19324 WNG 12448 MEMORY memory size needed exceeds virtual address space!
10:25:00 19324 WNG 12447 MEMORY memory size needed exceeds heap size!
10:25:00 19324 12898 ENVIRON Environment dump start
| 10:25:04 19326 ERR 11872 MEMORY Not enough memory for I/O cache wanted : 800000 kB! _
R Kernel EXIT bbb bbb bbb ,
! AP
| 10izsi0s 0 1ses =10lx]
 10:25:05 o 1198 |B004-04-20 10:24:50 19318 12898 ENVIRON Current user id 3488 effective id
i 10:25:05 0 1269 (3488
_________________________ 2004-04-20 10:24:50 19318 12898 ENVIRON Current group id 1008 effective id
1008
Kl 2004-04-20 10:24:50 19318 12898 ENVIRON cpu time unlimited
2004-04-20 10:24:50 19318 12898 ENVIRON number of processes 4096
2004-04-20 10:24:50 19318 12898 ENVIRON number of open files 1024
2004-04-20 10:24:50 19318 12898 ENVIRON core size 0 KBytes
2004-04-20 10:24:50 19318 12898 ENVIRON file size unlimited
2004-04-20 10:24:50 19318 12898 ENVIRON heap memory size 500000 KBytgs
2004-04-20 10:24:50 19318 12898 ENVIRON stack memory size unlimity
2004-04-20 10:24:50 19318 12898 ENVIRON lockable memory size unli®ted
2004-04-20 10:24:50 19318 12898 ENVIRON virtual memory size 500000 KBytes
xsel‘ver*_prt 2004-04-20 10:24:50 19318 12898 ENVIRON resident set size 500000 KBytes
2004-04-20 10:24:50 19318 12898 ENVIRON Resource limit dump completed
2004-04-20 10:24:50 19318 12898 ENVIRON Environment dump start
2004-04-20 10:24:50 19318 12898 ENVIRON LESSKEY=/etc/lesskey.bin
2004-04-20 10:24:50 19318 12898 ENVIRON MANPATH=/usr/local/man:/usr/share
Jman - /1
’IVsapdb/data/wrk/xserver_p3477?.prt"l[readunlg] 822L, B5536C 10,1 1%
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In this example the database cannot transfer to the ADMIN operational state because the operating
system cannot allocate enough memory.

The file knldiag shows an excerpt of the limitations for the user. These limitations are inherited from the

owner of the x_server pr

ocess.

When you start the x_server, make sure that the user has set sufficient limitations. On Unix/Linux, you
set limitations either with limit or ulimit, depending on the shell.
Check the limitations of the x_server process in the file <indepdatapath>/wrk/xserver*.prt.

This case can be resolved by setting the limitations correctly and restarting the x_server.
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Backup / Restore

Overview of backup activities: dbm.knl

. Backup History X
Formatted display T 0 = Wedk | /553 (Poges)] [Vohimes) [N Log Poge) [ FromPege| [Topege: 121

in DBMGUI:
Information -> Backup
History

or

in Database Studio:
Administration ->

Backup wsmost  mesawmstsess ok T
Rows 27 127
| Overview [Data Area [Log Area | Analyzer | Task Manager | Activities | Caches | P [Backup| Snapshots| € d Line|
History.‘AlllData"' kup |Log"' kup I" i IErrors“
Label Backup Type Action Start Result Medium Size Devic.. Next.. From.. ToP.. *
4 LOG_000000003 LOG SAVEWARM 0403208110348 OK  LOG 204864 KB 0 51245 76847
4 LOG_000000002 LOG SAVEWARM 0403200810340 OK  LOG 204864 KB 0 25645 51244
4 LOG_000000001 LOG SAVEWARM 04.03.2008 11:03:30 ox L0G 204864 KB 0 0 25644

(7 DAT_000000003 COMPLETEDATA  SAVEWARM 04.03.200810:17:43
-————-——----
[, [ e —— | e — | ——
|/ DAT000000002 COMPLETEDATA  SAVEWARM 1802200814712 OK  PPE  540488%6KB1  1e0135
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The file dbm.knl presents a first overview of which backups and which restore activities were
successfully executed; or for a more orderly display in the form of a backup history in the Database
Studio choose Administration -> Backup or Information->Backup History in the DBMGUI.

If any errors have occurred, the causes are noted in brief. More precise information can be found in
KnIMsg/knldiag.

Up to version 7.6 the file dbm.utl provides information about backups. As of version 7.7 the information
from dbm.utl is integrated into other diagnosis files (KnIMsg/dbm.prt).

If external backup tools (Networker, ADSM, Omniback, etc.) and the backint interface are being used,
you should also check their logs, which are described in the following.
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Example: Backup / Restore (1)

The restore from the system <SID> with backup from 15.01.01 was

killed with:

2004-01-16 20:25:53 13 ERR 54001 I/0O page 00€25008010D0200...008
2004-01-16 20:25:53 13 ERR 52015 RESTORE write/check count mismatch

2004-01-16 20:25:53 12 ERR 52012 RESTORE error occured, basis_err 30
2004-01-16 20:25:53 12 ERR 51080 SYSERROR -9026 Message not available
The restore with the backup from 16.01 was killed with:

2004-01-16 17:11:31 13 ERR 54001 I/0O page 00AA5684010D0200...203
2004-01-16 17:11:31 13 ERR 52015 RESTORE write/check count mismatch

2004-01-16 17:11:31 12 ERR 52012 RESTORE error occured, basis_err 30
2004-01-16 17:11:31 12 ERR 51080 SYSERROR -9026 Message not available
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In the present example, the restoring of a backup terminated with a system error.

First, the system attempts to repeat the procedure with various backups. It turns out that several
backups have already been affected and that a restore returns error -9026.

At this stage, the user should check the logs to see what they say about the backups, e.g. whether they
were successful, etc.
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Example: Backup / Restore (2)
SAD4

UTLPRT:

2004-01-1% 01:00:11 400BR1EOBOOO6 0000 SDB SAVE DATA QUICK TO '/nsr/sap

2004-01-19 03:48:08 400B1EOBO0O6 0001 RET RETURNCODE 0 <=
[.--1
DBMPRT :
2004-01-19% 01:00:11 0x00007227 0 DBM

command backup start nsr full RECOVERY DATA AUTOIGNORE
2004-01-19 03:49:45 0x00007227 ERR -24920 DBM

ERR BACKUPOP: backup operation was unsuccessful

0x00007227 ERR -24920 DBM

The backup tool failed with 0 as sum of exit codes.
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Looking at dbm.utl is not sufficient! The return code 0 here shows only that the backup was successful
from the database's point of view. In other words, it correctly delivered all database pages to the pipe of
the external database tool.

In dbm.prt we see that the backup could not be completed successfully. The cause is not immediately
visible in this file, but the tool has signaled that the backup failed from its point of view.

Backups that have the return code 0 in dbm.utl (that is, on the kernel side) but failed according to
dbm.prt are identified as having failed in the backup history (DBMCLI -> backup_history_list as well as
in DBMGUI). The error code, then, is the error code of the backup/restore (generally -24920).
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Example: Backup / Restore (3)

BACKEBL:

2004-01-19 03:49:44
Analyzing output of NetWorker.
Have found a completion message in the NetWorker output file
'/var/tmp/templ074470411-1" in line:
save: S6F level=full, 130 GB 02:43:44 5 files
Have found a savetime message in the NetWorker output file
'/var/tmp/templ074470411-1" in line:
completed savetime=1074470655
NetWorker has saved only 140123308032 bytes <—=
({the database kernel has saved 159754027008 bytes).
The backup size of database and NetWorker are different.

2004-01-19 03:49:44
Filling reply buffer.
Have encountered error -24920:
The backup tool failed with 0 as sum of exit codes.

Constructed the following reply:
ERR
-24920 ,ERR_BACKUPOP: backup operation was unsuccessful
The backup tool failed with 0 as sum of exit codes.
Reply buffer filled.
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The log of the backup tool provides information as to why the backup was not considered successful.

There is a big discrepancy between the number of bytes backed up by the database kernel and the
number of bytes given by the Networker which cannot be explained by rounding errors.

Here we cannot identify the cause, which could only be determined in cooperation with the Networker
manufacturer Legato. While a file system backup was in progress, the Networker failed to end the data
backup correctly when it accessed the data backup pipe.

MaxDB now ensures that file system and database backups remain separate.
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Example: Faulty Tape Devices

1st attempt: RESTORE DATA was successful
RESTORE LOG fails

The recovery of the system <SID> breaks with

2004-01-16 20:11:11 13 ERR 52015 RESTORE bad log page 98897294
2004-01-16 20:11:25 13 ERR 52608 RESTART LOCAL: failed

2004-01-16 20:11:29 12 ERR 52012 RESTORE error occured, basis err 90
2004-01-16 20:11:29 12 ERR 51080 SYSERROR -9030 Message not available

2nd attempt: RESTORE DATA fails, but is later successful with the identical
backup

Excerpt from the Backup History:
4007cDD70001 |[DAT 00210 |RESTORE |2004-01-13 23:00:20]|
2004-01-13 23:00:20|2004-01-16 12:46:10|2004-01-16 12:51:56]|
98576129 | | YES |nsr_comp

10624 0] -9026 |

4007D1BF0002 |DAT 00210 |RESTORE |2004-01-13 23:00:20]
2004-01-13 23:00:20|2004-01-16 13:01:55|2004-01-16 19:39:16|
98576129 | YES |nsr_comp

20023232 1] (o}|
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In this example, the restore of a log backup terminates with system error -9030 (bad log page).

During the attempt to repeat the restore process completely, there was already a problem with the data
backup. Subsequently, however, the data backup (with the same label) was successfully recovered.

This non-deterministic behavior suggests a problem with the tape peripherals. In such cases, checking
the tape drives and the controller and changing the defective device will solve the problem.

With luck, the problem will have been merely a read error; in the worst case scenario, the tapes will
already have been incorrectly filled.
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Data and Log Backups Using External Tools

SAPd

Database Database
Manager CLI Studio
' Database server i I f
' «————  Backup Template
3 * DBM Server
: —» Backup history __, L, Ext. Backup history
Backup Server
MaxDB-
Kernel
mumlp  Pipes : Backup tool sl Backup tool
— (Client) (Server)

. DATA ==y Main data flow
i —— Control and command data

© SAP 2011/ MaxDB 7.8 Internals — Error Diagnosis/Page 95

Backups for SAP MaxDB are always triggered by the DBM Server — either through the DBMCLI or through Database
Studio. The DBM Server is also the component which starts the external backup tool. The backup procedure works

as follows:

1. The DBM Server sends the backup command to the database kernel.

2. The database kernel creates and opens one or more pipes (as specified in the backup template used by the
DBM Server).

3. The DBM Server starts the backup client of the backup tool as soon as the database kernel opens the first pipe.
Which backup tool is to be used is also specified in the backup template.

4. The backup tool opens the pipes, transfers the data to the backup server, and stores it on tape.

5. The database kernel records the result of the backup in the backup history.

6. The DBM server requests the unique backup IDs (External Backup ID) from the backup tool and enters these in
the External Backup History (dbm.ebf). -This makes it possible to link the backup IDs generated by the
database kernel with the backup ID of the external backup tool.

7. The backup is logged in the External Backup Protocol (dbm.ebp).

External backup tools can not be used directly for automatic log backups. Automatic log backups are triggered
directly by the database kernel, which isn’t aware of the configuration of external backup tools. Automatic log
backups can only be performed to versioned files. However, the usage of a so called log staging area is supported
which can be configured in a way that the versioned files created by the database kernel are backed up to an
external backup tool. Details about this follow later in the session.
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External Backup Tools

Name . Device/File Device Type Backup Type Backup Tool Size Overwrite * | [New... || ¥
& Complete data CA\sdb\Backups\d... FILE COMPLETE DATA YES =
& Complete data Compressed C:\sdb\Backups\d... FILE COMPLETE DATA
= DataBackupBackint \\\pipe\EXPERTD... PIPE COMPLETE DATA  BACKINT
Sl:DataBackupBackintParallel  \\.\pipe\EXPERTD... PIPE COMPLETE DATA  BACKINT
& INITIALBACKUP C:\sdb\data\EXPE... FILE COMPLETE DATA e
Backup Template for Id8198:N025588 (=] E ] ﬁ Backup Template for bem00176467A-EXPERTDE [ e
| Backup Template Backup Template
| L 1d8198:ND25588 Deta: @ 333% log: [ 085% ) Sessions: [@ 0% | 4 bomDOI76467A EXPERTOB Dats: (@ | Log: [ 057 % ) Sessions: {_200%

S Name: | ndats Si Name:  DataBackupBackintParallel
| = ‘ |
Backup Type: | COMPLETE DATA > Backup Type: | COMPLETE DATA - |

Device Type: [PIPE Device Type: |PIPE -
Backup Took |BACKINT -
Backup Tock | NETWORKER - ackup Tool ]

DevicesFile | fbackup/ndatal

Device 1 Device 2

Device/File  \\\pipe\EXPERTDB.0 i

Size: 0 B
Size: 0 KB - L i
Compressed:
Compressed:
Ovenarite:
Ow 3
Block Size: 8 W Overwrite:
Block Size: 8
Encryption
Encryption

Algorithm: | NONE -
Algorithm: | NONE -

T & 0K (= I
@ oK Cancel ( ance
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Before you can perform backups, you must define the relevant backup templates. You can create and change
backup templates or template groups of parallel backup media in Database Studio in the backup section of the
Administration window by choosing Templates.

To be able to create a parallel backup template, you must set the value of the "MaxBackupMedia" parameter to
match the number of individual templates in a parallel backup template. For example, if a template group is to
comprise 10 individual templates, the value of the "MaxBackupMedia" parameter must be "10“ (or higher).

You can specify the following information for the template:

Name of the backup template. This name is freely definable and is not dependent on the storage location used
(Device/File).

Backup Type: Specify the type of backup for which this template is to be used.
Device Type: Tape, file, or pipe — if an external backup tool is to be used, the Device Type must be set to pipe.
Backup Tool: Type of external backup tool (if applicable)

Device/File: Path to a device, name of a defined pipe, or name of a file including its path. If you do not specify a
path, a file is created in the run directory of the database instance.

Size: Maximum size of the backups that can be created on this template (if you do not make an entry in this field,
files of unlimited size can be created).

OS Command: In this field, you can specify operating system commands for backups to tape.

Overwrite: This option enables you to perform successive backups to the same file, overwriting the previous
backup each time. Use this function carefully since it makes it impossible to restore one of the previous backups.

Block Size: The entry in this field defines the size of the data blocks to be written to the template. If page
clustering is used for the instance, the value in this field must be larger than a multiple of the cluster size used
(minimum block size, for example, of "64").

Autoloader: Select the Autoloader checkbox if you want to use a tape device with automatic tape swapping.

The above examples show one template which can be used for a backup to Networker and a template group
comprising of 2 single templates which can be used for a parallel backup with Backint.
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Supported External Backup Tools

Networker (NSR)
Tivoli Storage Manager (TSM)
Tools supporting the interfaces Backint for MaxDB or Backint for Oracle (BACK)
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MaxDB supports different external backup tools and backup techniques:

Networker (NSR)
Tivoli Storage Manager (TSM)

Tools supporting the interfaces Backint for MaxDB or Backint for Oracle (BACK) f.e.
m HP Data Protector >6.0 supports Backint for MaxDB

m Comvault QiNetix > 6.1 supports Backint for MaxDB
m All other external backup tools known to the market which are not mentioned here have to be

configured via Backint for Oracle. According to experience they need additional adapters from the
vendors of external backup tools.

To support one of these tools it is necessary to define pipe as Device Type of the backup template.

Some more example definitions for templates under Unix and Windows:

Windows:  First tape device: \\.\tape0
Pipe: \\.\pipe\PipeName
UNIX: Tape device, f.e.: /dev/tape0

Pipes: /backup/pipe0
Template definitions are stored in the file dbm.mmm in the rundirectory of the database instance.
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Backup History / Backup Details

inistrati N =g
SlMmoe| - @
|, bern00176467A:EXPERTDB ONLINE Data: [Aec——oae: ) Log: i 0,57 % | Sessions: (§ 200 % ) ®
Overview | Data Area | Log Area | DBA History | Analyzer | Task Manager | Activities | Caches | P. [Backup| Snapshots| C d Line|
History: |All| Date Backups | Log Backups| Recoveries | Errors | Show information for external backup tools
Size Devic.. Net.. From.. ToPag |

Label Backup Type Action Start Result Medium

'COMPLETEDATA  SAVEWARM 2009010150003 ~ -903.. DataBackupBackint ~ 0KBO 3137
(] DAT_000000033 COMPLETEDATA  RESTORE 2009010105132 OK  DateBackupBackint 155648 KB 1 3134
(7 DAT_000000033 COMPLETEDATA  SAVEWARM 2009.201010:47:58  OK

() DAT_000000025 COMPLETEDATA  SAVEWARM 28.09.201011:44:16  -917S.. DataBackupBackint

#4 LOG_000000016 LOG SAVEWARM 01.09201014:04:06 OK  LOGBACKUP
4 LOG_000000015 LOG SAVEWARM 10.08201014:25:50 OK  LOGBACKUP 6912KB 0 1040 1996
L0G  SAVEWARM 1008201014512 -903.. LOGBACKUP 0KBO 1040 199%6 ~
»

m

«

Items: 51 of 51 Backup history read pletely

w Details

Label: DATI00000003300] Log Required: - NO Device/File Device Type  Exteral Backup ID External Backu...
Backup Type: COMPLETE DATA Next Log Page: 3134 . 5 S

Action: SAVE WARM From Page: \\.\pipe\EXPERTDBpipe PIPE EXPERTDB EXPERTDB+18 \\\\pipe... AVAILABLE
Start: 29.09.2010 10:47:58 To Pag:

Finish: 29.09.2010 10:48:36 Last Save Point: 29.09.2010 10:47:57

Result: oK First Commit:

Medi DataBackupBackint Last Commit:

Size: 155.648 KB System Key: ~ 4CA2FD3D0058

Devices: 1 <l i ] ¢
» Templates
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The Backup History contains information about all successful and unsuccessful backups. Detailed information fo
each entry is available in the Details section. Here also the external backup ID is displayed, if an external backup

tool was used.
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DBMCLI Commands for Backup and Recovery

" backup start <template name> DATA|PAGES|LOG
Example:
backup start "DataBackupBackint" DATA
" backup ext ids get
Example:
backup ext ids get DataBackupBackint
" backup ext ids list
Example output:

END

AVAILABLE | EXPERTDB EXPERTDB+12 \\.\pipe\EXPERTDB_O|DATA MIGRATION|2010-09-29 10:11:40]|
AVAILABLE | EXPERTDE EXPERTDB+13 \\.\pipe\EXPERTDB_1|DATA MIGRATION|2010-09-29 10:11:40]
AVAILABLE |EXPERTDE EXPERTDB+18 \\.\pipe\EXPERTDBpipe|DATA MIGRATION|2010-09-29 10:47:58]|

recover start <template name> <backup type> [ExternalBackupID
<ebid list>] [<nnn>]

Example:

recover start "DataBackupBackint" DATA EBID "EXPERTDB
EXPERTDB+18 \\.\pipe\EXPERTDBpipe"
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When using DBMCLI, a backup of the database is done with the help of the backup_start command.

As the DBMServer recognizes the backup tool to be used from the backup template, there is no difference in the
backup command between a backup with and a backup without a backup tool.

As more than one DBMServer command is needed for displaying the External Backup Identifiers, an interactive
dbmcli session must be used.

The columns of the displayed list are separated by the pipe character (|).

The list has the following format:
<Availability>|<External Backup ID>|<backup type>|<date_time>|

If in an answer to backup_ext_ids_list or backup_ext_ids_listnext a line with a keyword CONTINUE follows the line
with the keyword OK, the next part of the list can be requested with the backup_ext_ids_listnext command.

A restore is done with the commands recover_start and recover_replace (for restoring more than one log backup).

The keyword EBID (or ExternalBackuplD) is followed by a comma-separated list of External Backup IDs. With
parallel backups, all External Backup Identifiers of the individual backup parts must be transmitted as a comma-
separated list enclosed in double quotes ("<ExtBackuplD_1>, <ExtBackuplD_2>, ..., <ExtBackuplD_n>").

Further Examples:
recover_start ADSM LOG EBID P47579_DB7_2001.03.30_15.51.20_SAVELOG_ADSM
recover_start NSR DATA EBID "NST 985877420 P47579"

recover_start BACK PAGES EBID "DB72 985963853 \\.\pipe\b1,DB72 985963913 \\.\pipe\b2"
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Relevant Log Files

SAPd

These log files might be relevant in case a backup or recovery using an external
backup tool fails:

Database Manager log file (dbm.prt)

External Backup Protocol (dbm.ebp)

External Backup Log (dbm.ebl)

External Backup History dbm.ebf

Database Messages (KnlMsg)
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The database manager log file dbm.prt contains the backup and recovery calls and — if an error occured - the error
message. Therefore this log file can (in addition to the backup history and the external backup history) be used to
check the success of a backup/recovery.

Detailed information regarding the backup/recovery can be found in the external backup protocol (or if this file has
already been overwritten in the external backup log dbm.ebl). In addition to information about the configuration
parameter of the external backup tool, dbm.ebp contains information about the commands sent to the database
kernel as well as the backup tool call. The error position makes it possible to identify which component was
responsible for the problem.

Depending of the cause of the error, it might be necessary to analyze log files of the backup tool.

In case the cause for the backup or recovery failure is not the communication with the external backup tool or
problems of the external backup tool, but in the actual processing of the data by the database kernel, the database
messages file KnIMsg should be checked for more detailed information regarding the problem.
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Example: Analysis with dbm.prt
SADd

283 DBMSrv Command 'backup_start "DataBackupBacklnt" DATA'
1 DBMKnl Sending an administrative statement tc

is being executed.

l 8 DBMKnl tement AN PIPE BLOCKSIZE 8 NO
CHECKPOINT MEDIANAME 'Da 'an“*Plnf'
ERR 3 DBMKnl Received the result of an administrative statement from the database
ERR 9 DBMKnl Statement: SAVE DATA QUICK TO '\\.\pipe\EXPERTDBpipe' PIPE BLOCKSIZE 8 NO
CHECKPOINT MEDIANAME 'DataBackupBackint'
ERR 10 DBMKnl Returncode: -903
ERR 5 DBMKnl Errortext: Host file I/O error
ERR p ) ERR COMMAND FAILED: Command 'backup start' has ended and failed with return
code
ERR ERR_BACKUPOP: backup operation was unsuccessful
ERR The | backup tool failed with 2 as sum of exit cocdes. The database request was

canceled and ended w1th error -903.
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In file dbm.prt you can see that the backup was started to a backup template called DataBackupBackint. The exact
statement sent to the database kernel is logged as well as an error messages.

Error message , The backup tool failed with 2 as sum of exit codes. The database request was canceled and ended
with error -903.“ indicates, that the backup tool caused the problem and that the database request was only
cancelled as a result of that failure. So the error analysis has to concentrate on the backup tool and its configuration.

dbm.prt is stored in the run directory of the database (default: <indepdatapath>/wrk/<SID>).
Access via DB50: Properties -> Files -> DBMPRT

Access via Database Studio: Diagnosis Files -> Database Manager Log File
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Example: Analysis with dbm.ebp |
SADd

dbm.ebp:

2010-09-29 15:00:03
Checking existence and configure
Using configuration wvariable
file of Backint for MaxDB.
Setting environment variable 'BSI_ENV' for the path of the configuration file of Backint for MaxDB
to configuration wvalue 'C:\TOOLS\parfiles\bsi.env'.
Reading the Backint for MaxDB configuration file 'C:\TOOLS\parf
Found keyword 'BACKINT' th wvalue 'C:\sdb\expertdbidbi\bin\
Found keyword 'INPUT' w value 'C:\TOOLS‘\parfiles\backint{

n of Backint for MaxDB.
BSI_ENV' = 'C:\TOOLS\parfilesh\bsi.env' as path of the configuration

bsi.env',

kint.exe'.

JB.in'.

Found 'OUTPUT' with wvalue 'C:\TOOLS‘\parfiles\backint4MAXDB.out'.

Found 'ERROROUTPUT' with wvalue 'C:\TOOLS\parfiles\bs \CAMAXDB.err'.

Found ke 'PARBRMETERFILE' with wvalue 'C:\TOOLS\parfiles\backintmaxdbconfig.par'.
Found ke TTIMEQUT SUC SS'" with wvalue '600'.

Found 'TIMECUT_FAILURE' with value '300'.

Finished reading of the Backint for MaxDB configuration file.

2010-09-29 15:00:03
Starting database action for the backup.
Reguesting 'SAVE DATA QUICK TO '\\.\pipe\EXPERTDBpipe' PIPE BLOCKSIZE 8 NO CHECKPOINT MEDIANAME
'DataBackupBackint'' from db-kernel.
The database is working on the request.

2010-09-29 15:00:04
Starting Backint for MaxDB.

Starting Backint for MaxDB process 'Ci\sdb\expertdbidbi\bin\backint.exe -u EXPERTDB -f backup -t
file -p C:\TOOLS‘\parfiles\backintmez 1fig.par —-i C:\TOOLS\parfile c
>>C:\TOOLS\parfiles\backint4MAXDB.out 2>>C:\TOOLS\parfiles\backint4MAXD

Process was started successfully.

Backint for MaxDB has been started successfully.
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This is the beginning of file dbm.ebp. You can see that variable BSI_ENV is set to C:\TOOLS\parfiles\bsi.env. Next,
the configuration parameters read from this file are listed. In case a parameter is spelled incorrectly, this would be
visible here, as unknown keywords are explicitely listed.

In this example, the configuration file is fine.

The backup request was sent to the database successfully and afterwards Backint for MaxDB was started
successfully as well.

So far, everything looks fine — however, the log file is continued on the next slide...
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Example: Analysis with dbm.ebp Il

2010-09-29 15:00:04

Waiting for end of the backup operation.
2010-09-29 15:00:04 The backup tool is running.
2010-09-29 15:00:04 The database is working on the reqguest.
2010-09-29 15:00:05 The backup tool process has finished work with return code 2.
2010-09-29 1 00:09 The s working on the regquest.
2010-09-29 19 The orking on the request.
2010-09-29 :34 The
2010-09-29 15:00:54 The working on the reguest.
2010-09-29 01:06 Canceling Utility-task after a timeout of 60 seconds elapsed ... OK.
2010-09-29 :01:07 The database has finished work on the request.

W
working on the reguest.

2010-09-29 15:01:07
Cleaning up.
[ ving cutput of Backint for MaxDB to this file.
Begin of cutput of Backint for MaxDB (C:\TOOLS\parfiles\backint4dMAXDB.out)--——-—=—=—-
Reading parameter file C:\TOOLS\parfiles\backintmaxdbconfig.par.

--- End of output of Backint for MaxDB (C:\TOOLS\parfiles\backintdMAXDB.cut)-—---------
Removed Backint for MaxDB's temporary output file 'C:\TOOLS\parfiles\backint4MRXDB.out',

Copying error output of Backint for MaxDB to this file.

—————————— Begin of error output of Backint for MaxDB (C:\TOCLS\parfiles‘\backintdMAXDB.err)-------—

The file 'C:\TOOLS\parfiles\backintmaxdbconfig.par' does not exist.
Could not open the parameter file.

7777777777 End of error output of Backint for MaxDB (C:\TOOLS\parfiles‘backint4MAXDB.err)---------
Removed Backint for MaxDB's temporary error cutput file '"C:\TOOLS\parfiles\backint4MAXDB.err".

Removed the Backint for MaxDB input file 'C:\TOOLS\parfiles\backint4MAXDB.in'.
Have finished clean up su ssfully.
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Once the database kernel and the backup tool are started, the DBMServer determines their state regularly. As you
can see, the backup tool failed shortly after it was started, error message , The backup tool process has finished
work with return code 2.“ is logged.

As a consequence of that, the database request was cancelled by the DBMServer.

In the output information of Backint for MaxDB you can find the reason for the failure: the parameter file
'C:\TOOLS\parfiles\backintmaxdbconfig.par' specified in the bsi.env file could not be found by Backint for MaxDB.
Therefore the tool could not start to work on the backup request.
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External Backup History

External Backup History (dbm.ebf)
Contains the backup history including the external backup IDs.
Is written consecutively, not cyclically overwritten.

Example output:

4CAR1BYBA0013 26| |DATA MIGRATICN|2010-09-28 11:46:51|BACK|-24920|The backup tool failed with 2 as sum
of exit coc pelNO|0|8[S|\\.\pipe\EXPERTDBpipe|0|

4CAR1BB500016 | DAT 000000027 | |DATA MIGRATICN|2010-09-28 11:54:24|BACK|-
of exit codes.|DataBackupBackint |vftPipe|NO|0|8]S|\\.\pipe\EXPERTDBpipe

4CA1D2B00019|DAT 000000028 | |DATA MIGRATICN|2010-09-28 13:34:09|BACK|-2

it codes.|DataBackupBa pParallel |vftPi MO0 8 IMINN . \pipe\EX

4CR1D2B 19|DAT 000000028 |DATA MIGRATICN|201 3 19| BACK|-24520|The backup tool failed with 2 as sum
of exit codes. |DataBackupBackupParallel|vitPipe| IMINY . Apipe\EXPERTDE_1]1

|DAT O
. |DataBackupBackint |vftP

es

20| The backup tool failed with 2 as sum
0l

20| The backup tool failed with 2 as sum

NO|O|8

4CAZF4BCO00D|DAT_000000032 | E
10:11:40|BACK| 0| | DataBackup XF
CAZF4BCOO0D|DAT_00000003Z |EXPERTDE EXPERTDB+13 \\.\pipe\EXPERTDE_l1 |DATA
10:11:40|BACK|0| | DataBackupBackintParallel |vEtPipe |NO|0|8 M|\ . \pipe\EXP
4CAZFD3D005B|DAT_ 000000033 |E RTDB EXPERTDB+18 \\.\pipe\EXPERTDBpipe|DATA
10:47:58|BACK| 0| | DataBackupBackint |vitPipe |NO|0|8|S|\\.\pipe\EXPERTDBpip

RTDE EXPERTDB+12 \\.\pipe\EXPERTDE_U|DATA N|2010-09-29

kintParallel |vEtPipe |NO|0|8 M| \\ . \pipe

010
GRATION|2010-09-29

T 1]
MIGRATION|2010-09-29
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The file dbm.ebf contains the backup history, the backup ID, external backup IDs and error messages. This file is
written consecutively and is NOT cyclically overwritten, so that the entire backup history is available for support.

If a backup tool was able to backup successfully, but could not determine the external backup ID, the backup is
entered as failed in the backup history.

dbm.ebf is stored in the run directory of the database (default: <indepdatapath>/wrk/<SID>.

Access via DB50: Properties -> Files -> BACKEBF

Access via Database Studio: Diagnosis Files -> External Backup History
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Error during System Copy

& -Initialize Database Instance =101 %]

Creation Mode
Choose the mode of the creation.

I + Create and start instance —l—l' o 5]
& Database System Administiator:
User Name: superdba BM ERR_SQL: sql _error |
BM 100, Row not found
Bassword | BM command trace_show
- BM command trace_flush
il : EM command trace_prot
: BM command db_online -f
" Create instance for recovery - " "
aneeto BM command backup_save "data" DATA RECOVERY
@ 11 you want to restore the database instance, the Installation Wizard wil start the BM command db_offline
HmmedmuumhddmmTMDmeﬁﬂm BM command db_admin -f
Administrator will be restored from the backup. BM command db_activate <::|
BM command load_systab
BM command db_offline
(3 D874 <Back Newt> Cancel | [EM command db_admin
BM command recover_start data
ZJUUS-UL=27 15:31:0Z UXUUUOUGCU U DBM command db_online
2005_1\-1 N AL D AT ALAAAAAL =A man T AOOE e e L e T |
P knldiag - Notepad =10 x|
| Fle Edt Formet Yiew Help
< 2005-01-27 15:31:02 0xDB4 54003 dynpool LOCK SupplyPoolSegments: 75 -
2005-01-27 15:31:02 0xDB4 54003 dynpool LOCK SupplyPoolsize 1 541504
2005-01-27 15:31:02 0xDB4 54003 dynpoo]l LOCK ObjColl_list size : 2816
2005-01-27 15:31:02 0xDB4 54003 dynpool LOCK ObjRreq_1i i H
2005-01-27 15:31:02 0xDB4 ERR 29 Log peIdentifier] of Datavolume (P124984.wdf.sap.corp:HOTELDE_20041223_105938
and Logvolume (P124984.wdf.sap.corp:HOTELDE_20050127_152929)
2005-01-27 15:31:02 0xDB4 19616 VOLUMEIO Detaching w DISRCUUT
2005-01-27 15:31:02 0x140 19618 vOoLUMEIO Single I/0 detach, 'DISKLOO1', UKT:3
2005-01-27 15:31:02 0x2E8 19614 DBSTATE I/0 thread for 'DISKLOOL’ o
2005-01-27 15:31:02 0xDB4 WRN 23 Admin Initialization of log for] 'restart’ failed with 'LogandpataIncompatible’ I
2005-01-27 15:31:02 0xDB4 37 Admin Kernel state: 'OFFLINE' rexcimed
2005-01-27 15:31:02 0xDB4 19620 DBSTATE Shutdown normal requested
2005-01-27 15:31:02 0x13C 19617 voLUMEIO Single I/0 attach, 'knltrace’, UKT:1
2005-01-27 15:31:02 0xDD4 19684 TASKING Tracewriter termination timeout: 1200 sec
2005-01-27 15:31:02 0x13C 19619 TASKING Releasing tracewriter
2005-01-27 15:31:02 0xDD4 19600 VERSION 'kKernel 7.5.0 Build 018-123-079-776"
2005-01-27 15:31:02 0xDD4 19654 DBSTATE SERVERDB 'HOTELDB' has stopped
-------------------------------------------- current write position -------——-mmmmmm -
4 | o
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One typical user error with system copies is to first completely install a database (including restart and
loading the system tables) and only then import a backup. This often leads to confusion when it then
turns out that it is no longer an "empty DB".

The user chose 'Create and start instance' instead of 'Create instance for recovery' in the DBMGUI.

The individual steps can be viewed in dbm.prt. We can see that db_activate was carried out, which
represents the first restart of a DB, and that only afterwards a backup was imported.

The system's reaction to this error is somewhat different than in earlier versions (<= 7.3). The system no
longer issues return code —8003 ,Log and Data must be compatible“ because the database is
immediately transferred to the OFFLINE operational state and the DBMGUI no longer receives a
message about the exact cause of the error. This ensures that the memory areas can be completely
cleared.

KnIMsg reports that the cause of the shutdown here again was LogAndDatalncompatible, albeit without
the familiar return code.

It is also noted that the DBIdentifiers of the data and log volumes do not match.
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1/0 Error: Verification

of Checksum in Index Page

@) Check - Diagnosis Files - Database Messag x w
2004-04-21 17:21:02 25783 11560 COMMUNIC Releasing T38 = °
2004-04-21 17:21:02 25783 12929 TASKING Task T38 started
2004-04-21 17:21:02 25783 11007 COMMUNIC wait for connection T38
2004-04-21 17:21:18 25744 11561 COMMUNIC Connecting T38 local 25859
2004-04-21 17:21:18 25783 11561 COMMUNIC Connected T38 local 25859
2004-04-21 17:21:18 25783 ERR 4 Data Checksum mismatch; calculated: 618008976 found: 61800000C
2004-04-21 17:21:18 25783 ERR 12 IOMan Bad page on Data volume 1 blockno 1205
2004-04-21 17:21:20 25783 ERR 4 Data Checksum nmismatch; calculated: 618008976 found: 61800000C
2004-04-21 17:21:20 25783 ERR 12 IOMan Bad page on Data voluwe 1 blockno 1205
2004-04-21 17:21:22 25783 ERR 4 Data Checksum mismatch; calculated: 618008976 found: 61800000C
2004-04-21 17:21:22 25783 ERR 12 IOMan Bad page on Data voluwme 1 blockno 1205
2004-04-21 17:21:24 25783 ERR 24 IOHMan Bad data page 60863
2004-04-21 17:21:24 25783 ERR S3000 B*TREE 070100000000000002 A7000000000000
2004-04-21 17:21:24 25783 ERR 53000 B*TREE INDEX ROOT 105515
2004-04-21 17:21:24 25783 ERR 53250 B*TREE BAD INDEX 105515 (ROOT)
2004-04-21 17:21:24 25783 ERR 53250 B*TREE BAD INDEX 105515 (ROOT)
2004-04-21 17:21:24 25783 ERR 51080 SYSERROR -9041 BD Index not accessible =
= =Iojx
File Edt View Instance Actions Tools Help
28 (30 %@ % %:v @22 L |
1540 4 | [ Name [ State [ Data ILog Sessions -
40> ',1.;34777:530 Online [ 583 | 24% | % =
K| » 4 | »
3 paaz7z-ie. | [ SR v - Ind x|
Information x
Mark the indexes to Quner -
Backup be recreated. Table Name
ndex Name *
Recovery Choose the Action. !
§J Recovery... 4| Owner Table Name | Index Name
bl -, B
Tuni
Check
Configuration
[ |3 p34777.TEST Y
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After a data page was read from a data volume, checksum 618008976 was calculated. Before writing the
block, checksum 618000000 was calculated and written to the block. Apparently the block is not situated

correctly on the disk.

This read I/O is repeated twice. If the error occurs every time, the database assumes that the block is
defective. This is a block for an index (secondary key tree). The index is marked as BAD.

Check the I/O system. If the damage to the 1/O system can be repaired, you can delete the index and

then regenerate it.

Under 'Recovery -> Index‘ , the DBMGUI displays the indexes marked as BAD. You can select the

index and recreate it.

Regardless of whether or not you are able to identify errors in the 1/O system, it is a good idea to run a

CHECK DATA in such a case.
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DB50: Recreate Index

[ Tableiview Edit Goto System Help

(-7 B ¢eea CHR DHDOY @m
Table / view information
Qs @
Status 4| [ Tablerview schema HONA
Connection: MH_MYDB Table / View Name BKPF
Database: MYDB To 10.29.14.64
Status: @@Q since 10.07.2008
15:44:36 =l Properties | on - Indexes Optimizer Statistics Exatt Sizes
2.2 -MH'"YDB, [N @ - @ Inactive Indexes ] [ﬂ Unused Indexes ] [E Bad Indexes
- [H Properties
- (B Alert Monitor @ @]
» [ Current Status Table fIndex/ Column P.  Sot  Tye C. A. U. Accesses ResetDate CreationD... | Time ]
- 2 Activity Overview ¥ MONABKPF =
» [ Configuration ¥ BKPF- 8 @ & 0 26.07.2006 09:.0617  26.07.2006 09:06:17 -
» [ Kemel Threads ° Chay U L9
» [ 10 Operations g;‘:grs ; :gg
» Uuammm:as o SR a0 MR
* B system Setings ~ BKFF~2 D@D 10 26.07.2006 09:06:17  26.07.2006 09:06:17
« [B Critical Regions . MANDT 1 ASC
~ [ Problem Analysis + BUKRS 2 AsC
» [ Performance - BSTAT 3 ASC
» [ SQL Locks 4
~ 3 saL Performance
- [B command Monitor * MANDT 1 ASC

+ [® Resource Monitor
» [ Messages
» [ Logs

indexes can take a long time, depending on the table size.

- B Indexes While an index is being restored, the associated table cannot be accessed.

« [B) Database Procedures
» [ Statistics i : .
» [ Administration Restoring indexes should therefore be performed at a time of minimal workload.
» [ Tools You should restore indexes of large tables in the background.

0 Do you want to restore the selected bad index now?

In Dialog H In the Background ]@

INS
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Corrupted indexes (different example) can directly be recreated by using transaction db50. Mark the
corrupted index and choose Restore Index.

Attention: Up to version 7.7.4 during index creation the corresponding table is locked for write
transactions.
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1/0 Error: Verification of Checksum in Data Page

@ Check - Diagnosis Files - Database Messages

X

2004-04-26 10:35:48 8865 ERR 4 Data Checksum mismatch: calculated: 89809970 found: 8980000 4|
2004-04-26 10:35:48 8865 ERR 12 IOMan Bad page on Data volume 1 blockno S51
2004-04-26 10:35:50 8865 ERR 4 Data Checksum mismatch; calculated: 89809970 found: 8930000
2004-04-26 10:35:50 8865 ERR 12 IOMan Bad page on Data volume 1 blockno 551
2004-04-26 10:35:52 8865 ERR 4 Data Checksum mismatch; calculated: 89809970 found: 8980000
2004-04-26 10:35:52 8865 ERR 12 IOMan Bad page on Data volume 1 blockno 551
2004-04-26 10:35:54 8865 ERR 24 IOMan Bad data page 60793
2004-04-26 10:35:54 8865 ERR 53000 B*TREE  0D0O0000D00000000002A7000000000000
2004-04-26 10:35:54 8865 ERR 53000 B*TREE  TABLE ROOT 75569
2004-04-26 10:35:54 6865 ERR 53021 B*TREE  BAD FILE:[ 75569 |RoOT) _,
2004-04-26 10:35:54 8865 ERR 510380 SYSERROR -9026 BD Bad datapage =l
] : o]
SQL Dialog 1 oxE AR RDE
; = (™M 3
A RGN N 3 check table test extended
select tablename, indexname, type, root
from roots where root = 75669
[[INS [Ln2, Col 31 [tn1-Ln20ofZLns
| TABLENAME | INDEXNAME | TYPE | ROOT
TABLE 75569
[7[INS [Ln1.Col18 |tLn1-Ln1of1Lns
|Rows inResut: |1 [select tablename, indesname, type. 100 ¥ | X luto Commit On ] |Intemal ] [Not Commited | |Atleast ane emor occurrec
|Aulotummit: On j[lntemal :“Nottotmitted j[Slwnenlsuooem
e
Auto Commit: On, SOL Mode: Internal, | solation Level: Not Committed
General eror;-9026 POS(1) System eror; BD Bad datapage
check table test extended
© SAP 2011/ MaxDB 7.8 Internals — Error Diagnosis/Page 108

In this case, too, a block was read whose checksum did not match with the calculated value. According
to the ROOTS view, this tree belongs to the TEST table.

In such a case, check the table with the CHECK TABLE EXTENDED statement (default as of 7.6.01).
With the option EXTENDED, the sequence of the primary keys is checked on all B* tree levels.

If CHECK TABLE does not return any errors, the table is intact. Note that in disk mirroring, depending on
the disk used for the I/O, a correct block and then an incorrect block may be returned.

If CHECK TABLE continues to return the error, you have the following options:

m Restore the database

m Delete the tables and load the data from a sister system. This can lead to data loss. When tables are
deleted, blocks that are no longer accessible remain occupied. In the ADMIN operational state, these
blocks are transferred to free space administration with a CHECK DATA WITH UPDATE.

m Download the table without reading the records of the defective blocks, delete the table and load the
downloaded records. The table data can be read in primary key sequence. The primary key values of
the records in the defective block are not specified in the selection. This method is only possible if no
index page of the B* tree has been affected. Data loss occurs.
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System Error

Diagnosis of severe errors
(-10000 < Error number <= -9000)
Sometimes the database crashes.

1. After a crash, the start procedure copies the diagnosis files to a directory. In the standard,
the parameter DiagnoseHistoryPath is set to <RUNDIRECTORY=/DIAGHISTORY. Only two

versions of these files are kept (parameter DiagnoseHistoryCount)
2. After the crash:
m Try to restart the database (with vtrace switched on)
3. Check, if the error can be reproduced (with virace switched on)
4. Inform the support group, if the cause could not be identified — open a customer message.

Diagnosis files only have to be explicitly saved if they are not automatically copied to the
DIAGHISTORY.

Settings for the collection of historical crash information can be done via the parameters
DiagnoseHistoryPath (DIAG_HISTORY_PATH) and DiagnoseHistoryCount (DIAG_HISTORY_NUM).
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Analysis Examples

Message -602 in Syslog

Zeit Typ|Nr |Man |Benutzer Tcod |MNr |Text Datum: 17.02.05
10:48:07 |DIA| 1000 |E30 SE38 |BYL [Datenbankfehler -602 erfordert Intervention durch Datenbankadministrator
10:48:07 |DIA| 1|000|E30 SE38 Bﬂ Datenbankfehler -602 beim SEL-Zugriff auf Tabelle ZZTELE_802 aufgetreten
10:48:20|DIA| 1|000|E30 SE38|ABO |Laufzeitfehler "DBIF_RSOL_SOL_ERROR" aufgetreten

10:48:20|DIA| 1|000|E3D SE38|[AB1|> Kurzdump "050217 104820 p34777 E30 " erstellt.

How can database problems be analysed using db507?
Example 1: -9026 Bad Data Page
Example 2: -9028 Bad File

How does MaxDB support do an analysis if the database can no longer be
transferred to the Online operational state (DB state Admin)?

Analyze pages
Restart record
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MaxDB system errors are "mapped" to the general error -602 in the WebAS System. So this error
number does not tell you much.

If the database is still in the ONLINE operational state or has restarted it following a crash, the
analysis can be continued with transaction db50.

If restarting the database is no longer possible, other measures are required.

110




DB50: Problem Analysis -9026 Bad Data Page

H Qe DHE nAa D QB =

G| 3 S
ABAP-1 aufzeitfehier
2
BBAPELAUTZETETERIER D0BIF_DSOL2_SOL_ERROR (4]
aufgetreten am 10.12.2001 un 09:35:44 [%
Fehlertext der Datenbank...: "System error: BD Bad datapage"
Ausldsende SOL-Anweisung...: “"select count ( * ) from zztele_9026"
Interne Aufrufcodierung....: "[DBDS/NEW DSOL]"
Bitte die Eintrage im SAP-Systemlog auswerten (Transaktion SM21).
Falls der Fehler in einem nicht modifizierten SAP-Programm vorkommt
findet sich vielleicht eine Vorabldsung im SAP-Hinweissystem.
Falls Sie selbst Zugang zum SAP-Hinweissystem haben, so suchen Sie
bitte zunachst mit folgenden Schlagworten:
"DBIF_DSOL2_SOL_ERROR"
"ZZ_SEL_9026 " bzw. "ZZ_SEL_9026 "
"START-OF -SELECTION"
Falls Sie das Problem nicht selbst 1dsen kdnnen, so senden Sie bitte
folgende Unterlagen an SAP:
1. Ausdruck der vorliegenden Problembeschreibung
Hierzu wahlen Sie bitte in der aktuellen Anzeige die Funktion
“Drucken” aus. [ |
(4]
[~]
b [502 () (000) b2l uw1019 [INS

© SAP 2011/ MaxDB 7.8 Internals - Error Diagnosis/Page 111

A short dump with error -602 'BD Bad Data Page‘ occurred during execution of the ABAP report
ZZ_SEL_9026.

The short dump thus provides more detailed information about the error than the system log and returns
the corresponding text from the database.
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DB50: Error Texts and Codes

el

Werkzeuge

Datenbankassistent: DB-{b¢ Eehiertext bestimmen
Fehler-Codes

IH C@e D@

& DB-Version | & % o om
< B E30! = Tabelle: MESSAGES
[ Eigenschaften ]
@ Alert-Monitor
@ _]Aémileller Status S —— . B ; S
Ubersicht Aktivitaten = = = = = |
, A& Uoersent A & [&[%[0[¥a) (B30 (8[¢s[@s|s) (8]
b 3 VO-Operationen SELECT * FROM MESSAGES (04.01.2006 14:34)
a0 Kritische Abschnitte "MSGNO" "LANGUAGE"!'MSGTEXT'
b 1 sqL-Sperren 9.044- ENG |System error: BD Inconsistent nodetype (4]
b U Speicherbereiche 9.043-|ENG System error: BD Fdir access not allowed [~]
g ??:;i’::é’;’:::“ngen 9.042-|ENG |System error: BD Append not allowed ]
9.041-|ENG System error: BD Index not accessible
Fi=l Erobiemanalyse 9.040- ENG E BD Dropping of fdir not allowed
® (2 Database Analyzer 9.040-[ENG |System error. BD Dropping of fdir not allowe |
b (1 sQL-Performance 9.033-|ENG |System error. Bad converter bitmap page [
< (11 Meldungen 9.032- ENG |System error: BD Bad converterpage
< ) Kern 9.030- ENG System error: BD Bad logpage
@ Aktuell 9.029- ENG |System error: BD Bad invfile
@ Alt 9.028-[ENG |System error: BD Bad file
&8 Fehler l 9.027-|ENG |System error: BD Bad fdir
&8 Abbriche <] 9.026-|ENG |System error: BD Bad datapage
[«][¥] S— 1| ~ 9.024-[ENG |System error: BD Invalid entrypos
i 9.023-|ENG System error: BD lllegal entrypos U
9 020- ENG [System error: BD Init missing =
Fehlernummer ]- 602 0040 EnC Srictom. arcor R0 _Duttar it (A
QIeh 00
Fehlertext System error 4.r [
7z % U | E30 (1) (000) b2l p34777 | INS 4

| 0 [E30 (1) 000) Pe| p34777 | INS /
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In the initial menu for transaction db50, you can find the text that corresponds to a particular number
via Utilities -> Determine error text. The text for error -602, however, is not terribly helpful as it is
too general.

Utilities-> Error Codes provides information about (system) error numbers as well as their texts by
displaying the Messages table.

lIn the present example, KnIMsg/knldiag must be utilized for further analysis.
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DB50: Problem Analysis - Messages

ald B IO CHE DDo0 BR %

a

D (] Kemel-Threads (4]
D (1 vo-Operationen  [+]
@m Kritische Abschnitte
D (] sQL-Sperren | |
g ::::::;Z‘;’s’t:f::gen Aktuelle Datenbankmeldungen (800 Kilobyte)
[ Transaktionen Zeit |PID |Typ |  MsgiD|Label  |Meldungstext
< (1 Problemanalyse 09:35:40 15 ERR 54001 liO page 00159447010D0200..00000000020D0200 |[4]
&k DB-Engpasse 09:35:40 15 ERR 54001 liO BAD DATA PAGE 1415751 [+]
D (] SQL-Performance 09:3540 15 ERR 54001 1O on DEVNO 2 DEV_OFFSET 22177
< () Meldungen 09:35:40 15 ERR 53016 IO IsapdbiSQ2/sapdata/DISKDO002
< (3 Kem 09:3542 15 ERR 54001 1O page 00159447010D0200...00000000020D0200
@Nduell 09:3542 15 ERR 54001 /O BAD DATA PAGE 1415751
09:3542 15 ERR 54001 IO on DEVNO 2 DEV_OFFSET 22177
Q Feh'ef [«]| [09:35:42 15 ERR 53016 IO Jsapdb/SQ2/sapdata/DISKDO002
3 Database Manag(3) | [0g:35:44 15 ERR 54001 O page 00159A47010D0200..00000000020D0200
JCdD L ML) |f [oa:3548 15 ERR 54001 /0 BAD DATA PAGE 1415751 A
D L SAP DB Werkzeuge 09:35:44 15 ERR 54001 IO on DEVNO 2 DEV_OFFSET 22177 =)
(D] [ (<] (]
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U 1802 (2) (000) PZ| uw1019 | INS 7

To display the messages of the database system (KnlMsg/knldiag), choose Problem Analysis->
Messages.

The error 'Bad Data Page* with error number -9026 is logged.
The root page of the affected object 1415751 is also recorded.

The position of the object is also logged. The defective object is located in Data Volume Number 2 at
position 22177.

For a more precise analysis as to what is wrong with this object, the kernel trace (Vtrace) can be useful.
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DB50: Problem Analysis - Kernel Trace

dIH e CHE IODLHO BRI @m

(VA g
Anzeige DB-Kernel-Trace
o
ML Ca—— %lalr 2lel ol (2Rl
b (3 Akdueller Status >bo2get key (23): Firrgg$ngegggggo 00410001 5A5A5445 4C455F39 303236 :E]
< (3 Problemanalyse bo2get root T 5; eok )
&k DB-Engpasse KBS 1d6445120/8 return_result
b (2 SQL-Performance >KBO5 1d6445120/8 get direct SYS1CAT key(12): 00000000 0000SAC4 00010001
b (& Meldungen >bB2get key(12): 00000000 0OOOSAC4 00010001 =
- bB2get root 4; e_ok )
> (2 Protokolle *++ opmsg: 170 page 00159447010D0200. . .0000000002000200
[ Tabelleniviews 2+ opmsg: 1/0 BAD DATA PAGE 1415751
*++ opmsg: 170 on DEYNO 2 DEV_OFFSET 22177
) Kemel-Trace *%+ opmsg: 170 /sapdb/S02/sapdata/DISKDABA2
D L Konfiguration *b15read data tab <------- 1415751; pno ddev 2: 22177
D (1 systemprifungen **+ opmsg: 1/0 page 0015944701000200. . .0000000002000200
p 2 Statistiken *++ opmsg: 170 BAD DATA PAGE 1415751
*++ opmsg: 170 on DEYNO 2 DEV_OFFSET 22177
*** opmsg: I1/0 {sapdb/S02/sapdata/DISKDOBB2
*b15read data tab <------- 1415751; pno ddev 2: 22177
*++ opmsg: 170 page 00159447010D0200. . .0000000002000200
*++ opmsg: 170 BAD DATA PAGE 1415751
*++ opmsg: 170 on DEYND 2 DEY_OFFSET 22177
*** opmsg: I1/0 {sapdb/502/sapdata/DISKDOBO2
D (3 sAP DB Werkzeuge *bi5read data tab <------- 1415751; pno ddev 2: 22177 [ |
*+» opmsg: B*TREE  BAD FILE: 1415751 (ROOT) I
KBO5 1d6445120/8 *** bad_datapage *** :
>hA7edel kow{192) - FFAAACN? A13CAA2A AARZ2AAAA B
Ze 3582,5p 8- Ze 3582,9p12 | Ze 3547 - Ze 3571 von 21183 Zeil...
L |'502 (1) (000) b2 uw1019 [ INS /.
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Using db50, a Vtrace has been created.

The root page of the affected object 141575, the volume ( DevNo 2) and the position in the volume
(22177) are logged.

In addition, an important section of the affected page is logged in the Vtrace which allows you to identify
the cause of error -9026.

Each page has one so-called header and one trailer entry, consisting of 8 bytes each. Both entries are
checked when the page is accessed.

Header entry: Page: 00 15 9A 47 01 0D 02 00
Trailer entry: Page: 00 00 00 00 02 0D 02 00

If inconsistencies appear when the header and trailer are compared, the '‘Bad data page' error is sent to
the application.

In this example we see that the first 5 bytes in the trailer differ from the header.

If the affected object is a database table, the database must be restored.
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Example -9026: Solution

Check, if the affected object is a table.

Examine volume 2, if there are hardware problems.
Remove hardware problem.

Restore of the database

CHECK DATA with transaction db13

If the affected object is an index, error -9026 could be remedied by simply deleting and recreating the
index; the cause of the problem, however, would not be solved.

The hardware must be examined in any event as such cases (-9026) can be due to hardware errors.
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DB50: Problem Analysis -9028 BD BAD FILE

JH e CHR DDLO0 HE @@

| ABAP-Laufzeitfehier

2 Debugger

ABAPELAUTZETETERIER DBIF_DSOL2_SOL_ERROR
aufgetreten am 07.12.2001 um 11:55:12

Fehlertext der Datenbank...: "System error: BD Bad file"

Ausldsende SOL-Anweisung...: "insert INTO zztele_bad values ( ? , ?2 , 2 , 2?2, ?
00 o 0

Interne Aufrufcodierung....: "[DBDS/NEW DSQL]"

Bitte die Eintrage im SAP-Systemlog auswerten (Transaktion SM21).
Falls der Fehler in einem nicht modifizierten SAP-Programm vorkommt
findet sich vielleicht eine Yorabldsung im SAP-Hinweissystenm.

Falls Sie selbst Zugang zum SAP-Hinweissystem haben, so suchen Sie
bitte zunachst mit folgenden Schlagworten:

“DBIF_DSOL2_SOL_ERROR"
“ZZ_INS_9028 " bzw. “ZZ_INS_9028 "
“START-OF -SELECTION"

Falls Sie das Problem nicht selbst ldsen kénnen, so senden Sie bitte
folgende Unterlagen an SAP:

1. Ausdruck der vorliegenden Problembeschreibung
Hierzu wahlen Sie bitte in der aktuellen Anzeige die Funktion
"Drucken” aus.

W]

[« ]

b |502 (1) (000) b2 uw1019 |INS /.
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Report zz_ins_9028 terminated with a short dump.

The cause of the error, -602 'BD Bad File‘, can be seen in the short dump.
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DB50: Problem Analysis - Messages

Al B AH @G

’ Ausgabe einer Meldungsdatei

D EHR DD IREEAEC

@
D (1 Kemel-Threads (4] Aktuelle Meldungen ;  Alte Meldungen | Fehlermeldungen
D (1 Wo-Operationen  [¥]
@m Kritische Abschnitte
D () soL-Sperren RCIRER-ST |
ol Speicherbereiche Aktuelle Datenbankmeldungen (800 Kilobyte)
& Systemeinstellungen
f Transaktionen Datum | Zeit |PID |Tyo |  MsgID|Label | Meldungstext
< (21 Problemanalyse 12-07 11.4732 15 11007 COMMUNIC wait for connection T44 [«
& DB-Engpasse 12:07 115037 15 12600 VERSION 'Kemel 7.25 Build 014-000-274-{[~]
D (] SQL-Performance 12-07 115037 15 12600 VERSION 'Kemel 7.25 Build 014-000-274-
< (1 Meldungen 12-07 115040 15 12600 VERSION 'Kemel 7.25 Build 014-000-274-
< 3 Kem 12-07 11:56:11 15 ERR 53000 B'TREE  Badfile for Root 911813
@ Awuell 12-07 11:56:11 15 ERR 51080 SYSERROR-9028 BD Bad file
@ At 12-07 115538 15 12600 VERSION 'Kemel 7.25 Build 014-000-274-
&R Fehler | [1z07 115538 15 12600 VERSION 'Kemel 7.25 Build 014-000-274-
&8 Database Manag(<] | [15-7 120036 15 12600 VERSION 'Kemel 7.2.5 Build 014-000-274-
(€] WA [17-07 120036 15 12600 VERSION _Kemel 7.25_Build 014-000-274-11]
D L SAP DB Werkesuge 12:07 120534 15 12600 VERSION _Kemel 7.25_Build 014-000-274-{[7]
(o] — (<] (]
b
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The current example has the error "-9028 Bad File*: access to the table has been blocked because a
serious error (e.g. -9026) occurred.

The root page number is recorded in KnIMsg/knldiag. You can find out the table with the root page
number.
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DB50: MaxDB Tools

G| 3ldH €EQ SHE Do BRI @m
SAP DB Assistent: DB-Uberwachung

& DB-Version | R ¥

‘wm SQL Studio [SAPR3,5Q2,10.18.112.26]

<2 (] Meldungen
File View DiectSOL Window Help

< 3 Kem

[4]
(<]

@Aktuall ﬁ ml@ll%légl _!"J ﬁ ll I AN Mode I~ 'No Timeout
Alt
gFehlev = 50

{1 SOL Studio Obj: — o S
Z-j*_j]TEI:rIeslUObi xnﬁ‘@‘@‘%‘

3 Database Managy

R, Remote SQL-Sen =€ DOMAIN ~ -
< (1 Protokolle & capr3 select * from roots where root = 3911813
[ DBA-AKtionsproto « §3 SUPERDBY
[E systemtabellen-L #-§3 SYS
ini i -] Inde:
[y Kem-Administrati a - I [— [IN_S lLn1, Col 40 [Ln_1

| ;] Sequences
1] Favoiites | TABLEID || TABLENAME | INDEXNAME | TYPE |  ROOT
| _] Owned Users 1{ 0000000000008AC2  ZZTELE_BAD ?

}-{_] Procedures

[ Tabellenviews
) Kemel-Trace
D (1 Konfiguration
D (1 systemprafungen =
D [ statistiken [+

D — €10

2 {3 SAP DB Werkzeuge
ke Database Manager (GUI)

(CRORCRCEO)

|RowsinResult: |1 Iselecl * from roots where root = 311813

| Auto Commit: On | SOL Mode: Intemal | Isolation Level: Committed | Statement successfully exec

e Database Manager (CLI) | | 2] Iﬂ — | »I

2 0L Studio I [ sAPR3 | so2 [ 101811228 4
i U | 802 (1) (000) bE] uwl019 | INS 7 |
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Until version 7.7 you will find out which database object is affected by accessing the view ROOTS.

We have already seen how commands can be sent interactively to the database using the SQL Studio.
The SQL Studio can be started directly from transaction db50.

The ROOTS table contains the root page number, the object type and the name of the database object
for all database objects.

As of version 7.8 the following command can be used to determine the database object:

SELECT t.tablename, f£.* FROM files f, tables t
WHERE (f.primaryfileid = t.tableid OR f.fileid = t.tableid)
AND f.root = 911813
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Example - Field Types in the view roots

SYS System table (not accessible)
NAMED INDEX named index
TABLE Table

SHORT STRING FILE contains the short LOB COLUMNSs
(exists for each table with LOB COLUMNS)

LONG COLUMN contains the long LOBs (OWNER, TABLENAME and
INDEXNAME not specified)
TEMP temporary table

119




DB50: CHECK TABLE

Tabellen/View-information
o

< ®P sQ2 v SAPR3
[ Eigenschatten A ZZTELE_BAD
D (L Aktueller Status ' -
<2 [_] Problemanalyse
&% DB-Engpasse
D () sQL-Performance
D (] Meldungen

< (O Protokolle Tabellenkonistenz prifen
[ DBA-Aktionsprotokol Zugrifisrechte SEL+UPD+DEL+INS+REF+IND+ALT+
[ systemtabellen-Upg

& Kern-Administration

Eigenschaften Definition Optimiererstatistiken

leugungszeit 09:40:40
jerungszeit 09:40:40
09:40:40 I
[+]
[+]
BRI WD)

U |802 (1) (000) PEl w1018 INS 7
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In the present example, we know that table zztele_bad has caused a problem; a consistency check is
triggered.

A Check Table is executed on the table.
Check Table checks the tree structure of the B* tree, header-trailer and so on.
If no inconsistencies are found, the BAD flag is retracted and access to the table is enabled.

This can happen if, for example, a Raid system reports an error but then corrects it immediately. Then
the table is consistent, but has nevertheless been set to BAD.
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SM37: Job Log Check_table

3ldH e SHR DDho0 BE @@

Job-Log zu Job CHECK_TABLE
[ Langtext T Vorige Seite £ Nachste Seite ] @
(4]
Job-Log Uebersicht fur Job: CHECK_TABLE @
Datum Uhrzeit |Nachrichtentext N-Klasse|N-Nummer |N:
07.12.2001(13:05:00|Job wurde gestartet 0o 516
07.12.2001(13:05:01 |Step 001 gestartet (Programm RSADACHT, Variante &0000000000001, Benutzername S02) 0e 550
07.12.2001|13:05:03|Tabellenprifung fir Tabelle "ZZTELE_BAD" erfolgreich beendet SADA 115
07.12.2001(13:05:04|Job wurde beendet 00 517
(4]
[~]
(0]l (<]
| 0 | 802 3) (000) P2l w1019 [INS
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The 'Check Table' executed without problems and reported no errors.

The program that had terminated with -9028 or -602 System Error can now be restarted.
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x_diagnose

Direct access to database pages (data, converter, log)

Extraction of B* trees

Administrator: Command Prompt - C:Asdb\7705\bin\x_diagnose = |

Analysis of knldump [ DIAGNOSE 7.7.95
[ 1 KERNPROT 5 DIAGNOSE VERSION
2 TYPEBUF 6 HEKINT
3 EDITBUF
4  KERNEL/DIAGNOSE 7 EXIT
Command: n
<instroot>/bin/x_diagnose

[ @ Administrator: Command Prompt - C: \sdb\7705\bin\x_diagnose -u superdba,admin -d DB7705 Tl o e |
DIAGNOSE DB7705 online mode USER: SUPERDBA
1 DIAGNOSE 3 DIAGNOSE EXTRACT

2 DIAGNOSE SWITCH 4 DIAGNOSE TYPEDATA

S5 EXIT

< instroot>/bin/x_diagnose
-u <dbm-user>,<dbm-pw> -d <SID>

F2:exit F3:end FS5:nohold F7:up F8:down

The tool x_diagnose allows you to access log pages and data pages in the database directly. With
x_diagnose, you can can export configuration or restart information from the pages.

If necessary, you can extract an entire table tree.

x_diagnose is also used to evaluate knldumps. Cache contents, converter information, lock list entries,
etc., can be analyzed at a later time.

Because improper use of the tool can be dangerous, x_diagnose should only be used by development.

In exceptional cases, pages can be repaired directly using an editing function.

Depending on the call of x_diagnose (with or without user/password combination for the database
administrator) different menus were offered.
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Diagnosis: Data Page (1)

DIAGNOSE 7.5.0

KERNPROT S DIAGNOSE VERSION
TYPEBUF 6 HEKINT

EDITBUF

KERNEL/DIAGNOSE

TYPEBUF 7.5.0
VOLUME/INPUTFILE: /sapdb/E30/sapdata/DISKD000O2
PAGES PER BLOCK : 1 REWIND WHEN CLOSING? n

F2:exit F3:end F5:nohold F7:up F8:doun

The following pages show how to extract a data page with Diagnose.
First you choose TYPEBUF.

Then you enter the volume name.

The following slides show the x_diagnose tool of version 7.5; the menus are still identical in 7.7.
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Data Page (2)

[¢+' Command Prompt - telnet p34777

TYPEBUF 7.5.0

ALL

FROM/TO

GET BLOCK
SEARCH DUMP

SCAN
NOSCAN

NODISPLAY

1
2
3
b
9
6
?
8
9

SELECT FUNCTION

F2:exit

MINBUF

BUFLENGTH
LOWER/UPPER BOUND
SEARCH PAGE

SEARCH ON LOG VOLUME
HEKINT

NEXT INPUTFILE
RETURN

F3:end F5:nohold

/sapdb/E30/sapdata/D

F7:up F8:down
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Data Page (3)

TYPEBUF 7.5.0 /sapdb/E30/sapdata/D

node:

F = node header
K = key S = key (short info: first/last key of node)
key {minbuf/maxbuf)

R = record/object

dump :
logentry (header only) D dump label
logentry F = full info
logentry (minbuf/maxbuf)

H
L
G

BD pages (converter):
B = BD full info

other pages (restartrec, log info, hostfile info, etc.):
F = full info

SELECT CHAR: fa.

F2:exit F3:end FS5:nohold F7:up F8:down

Using the SCAN menu, you can then specify what information you desire.
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Data Page (4)

TYPEBUF 7.5.0 SELECT FUNCTION /sapdb/E30/sapdata/D

ALL HINBUF
FROM/TO 1 -
GET BLOCK BUFLENGTH
- 13 LOWER/UPPER BOUND
SEARCH DUMP SEARCH PAGE

SEARCH ON LOG YOLUME
SCAN HEKINT

NOSCAN :
- NEKT INPUTFILE
NODISPLAY RETURN

1
P
3
A
9
6
1
8
9

TYPEBUF 7.5.0

BLOCK NO 21777

F2:exit F3:end F5:nohold F7:up F8:down

By specifying a block address - taken, for example, from KnlMsg (knldiag) - you come to the desired
page.
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Data Page (5)

71.5.0

LEAF 66043 perm

bottom

: 1331

nodepage . pno:
nodepage .pt2:
nodepage . mde:
nd_checksum :
: data
nodepge? . chk:
nodepge? . mde:
: 1331
]
nd_filestate:
. false

: 66044/FCO10100
: nil_pno
nd_conv_vers: 421
nd_file_vers:
nd_leaf_cnt :

nodepge? . pt

nd_bottom
nd_level

nd_sor ted
nd_right
nd_last

entries : 83
root © 60723
right ¢ 66044

66043

tab

empty
131338522

ChecksumData

empty

empty

dummy

1

Fl:hex/int F2:exit

[¢+)Command Prompt - telnet p34777

/sapdb/E30/sapdata/D

[block 217771

convvers: 421

writecnt: 1

nodepage.pt
nodepage.chk:

nodepge? . pno:
nodepge?.pt2:

nd_rec_cnt

nd_root
nd_left
nd_leaf_no
nd_str_vers :

: data

ChecksumData

66043

tab

: 83

: 60723/33ED00OO
: nil_pno
: nil_pno

nil_pno

nd_inv_usage: 0

nd_treeleavs:

F3:end F5:

nil

F7:up

nohold

F8:down
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Diagnosis: Restart Record (1)

i)
DIAGNOSE E30 online mode CONTROL

1 DIAGNOSE 3 DIAGNOSE EXTRACT
2 DIAGNOSE SWITCH & DIAGNOSE TYPEDATA

9 EXIT

=101 x|
DIAGNOSE E30 USER: CONTROE

GET DATA PERM MINBUF
GET DATA STATIC -
- BUFLENGTH

GET LOG _INFO LOWER/UPPER BOUND
GET RESTART RECORD -

SCAN HEXINT
NOSCAN -

NODISPLAY RETURN

O QO ~J ON N~ W=

You want to check the restart record.

You can access the restart record in various ways. One way is to choose KERNEL/DIAGNOSE, which
brings you to the menus displayed here.
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Restart Record (2)

DIAGNOSE E30 USER: CONTROL

RESTARTREC 21599 Savept: at 2004-09-21 09:38:45 0
00001 14 1 restartr.pno: 21599 restartr.pt : data
PAOB6 1 1 restartr.pt?2: checkpt restartr.chk: ChecksumlLogInfo
0oees 1 restartr.mde: - - - -
08181 1414 checksum . 372708 restart?.pno: 21599
08189 restart2.pt : data restart?2.pt2: checkpt
P8191 restart?.chk: ChecksumLogInfo
08192 restart?2.mde: - - - -
00017 11 rstlsConsist: false rstConfigPha: 0
00019 rstSetbEndRd0: false
PP025 1414 rstConvVers : 4952 rstPrevConvV: 4951
00033 1414 rstCurrBupVs: 4936 rstPrevBupVs: 4936
00049 1414 crSnapShotBA: 514 crConvRootBA: 39812609
00057 1414 crFdirRoot : 1 crlngDirRoot: 2
PO06S 1414 crMaxDynPno : 586214 craxStatPno: 1860
00073 crRecovIncom: false
00089 crReleaseVrs: Kernel 7.3.0 Build 020-000-084-663

i411 svpld : 068 svpReason :

svpOpenTrans: 0 svplOseqNo : 2081936

supStriDev0f: 38682 supStrtEnt0f: 3152

F1:NOHOLD F3:end F5:nohold

The last Savepoint was written on 21.09.2004.

The database is in an inconsistent state (rstlsConsist: false).
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Restart Record (3)

[¢+)Command Prompt - telnet p34777

DIAGNOSE E30

supStrtEntTp:
svpOpnTrnsRo:
supDate
svpEntryDate:
srgSession
srgSurrogate:
srgSyskey
srglrans

rstlLastDataB:
rstReleaseVe:
rstDbIdent

: 2004-09-21

30
5796179 svpHistoryRo: nil_pno
sypTime : 09:38:45

2004-09-20

svpEntryTime: 07:05:31

1 226991

0-66C0

: 0-22B6C9
: 1879216
rstlotlLogSiz: @

rstDatBupCnt: 16
Build 018-121-879-776

20646497

Kernel

7.5.0

: p34777:E30_20030612_182312

F1:NOHOLD F3:end

USER: CONTROL

FS:nohold
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Diagnosis: Loginfo Page

DIAGNOSE E30

2 at 2004-09-22 11:00:14 MAX USED OFFSET
: MinimizeSpace DeviceState: Okay

id 2 pagetype
date » 2004-09-22 time

flushmode -0 devicestate :
queuecount : 1 cycleRelaOFF:
lastknownSEQ: 2086118 lastknownOFF:
oldNotSavOFF: 12820 oldNotSavSEQ:

devspaceEnab: true autoQverwrit:
logBackupCnt: 13 redoUntilDat:
redoUntilTim: 00:00:00 clearLowOFF :
clearUppOFF : nil seqAftRedoln:

oldstKnunI0S: 1967890

USER: CONTROL

131070

: LogInfoPage
:11:00:14

0

131070
39307
1967890
false
0000-00-00
nil

nil

dbVersion : Kernel 7.5.0 Build 018-121-0879-776

dbident : p34777:E30_20030612_182312
master node : P34777

F1:NOHOLD F3:end

F5:nohold

You access Loginfo Page via the same menu (GET LOG INFO).

The DBIdent, among other things, can be determined here.
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