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Types of errors

Installation problems
Connect problems
Crash situations
Hanger situations

System errors (-10000 < error number <= -9000)
with or without crash; reproducible ?

SQL errors (e.g. wrong result sets)
reproducible effect ?

Save / restore errors
valid backup ?
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When an error occurs, the first step is to categorize it, as different types of errors call for different corrective
measures. In some of the cases described here, categorization is simple. In some cases, however, it may not
be immediately clear which of the active components is responsible for the undesirable system behavior. It
may not even be clear whether the problem has to do with the database, and thus whether the diagnosis
options described in this chapter will be helpful.

Problems arising from the installation of the software are easy to identify as such.

In an SAP environment, connection problems generally manifest themselves in that the database is, in
principle, ready for operation, but the client processes cannot get a connection.

If the database, without any conscious action having been taken, is no longer ready for operation, it may have
crashed. However, it is also possible that the database has consciously performed an emergency shutdown
due to an existing error situation.

In the SAP environment, a hang situation is indicated by the presence of an hourglass. Determining the area
in which a problem exists (lock collision, "blockage" of the system resources, etc.) is not necessarily
insignificant.

System errors are serious errors and in the SAP system are often logged as error -602. The unique error
number can be found in the knldiag file.

As a rule, transactions terminate with a short dump if an SQL error occurs.

Backup or restore problems are recognizable as such; however, problems in this area frequently are due not
to the database itself, but rather have an external cause operating system, external backup tool).




Installation

Call: sdbinst/sdbupd
Option —help lists valuable options.

Installation logs are written in <indepdatapath>/wrk.

MaxDBCPrecompiler_install-13.09.2084-11.34.10g
MaxDBRuntimeForSAPAS_install-26.07.2004-14.47. 109
MaxDBServer_install-02.03.2004-18.42.1o0g

HaxDBServer_install-29.07.2004-14.32.10og
HaxDBUninstall_install-02.12.2004-15.23.1og
HaxDBUpdate_install-01.09.20084-09.13.1og

Deinstallation of MaxDB software: sdbuninst
No deletion with operating system!

As of version 7.6, the tool SDBSETUP with GUI interface is available for all
supported platforms

© SAP 2007 / MaxDB 7.6 Internals — Error Diagnosis/Page 4

Installation of the MaxDB software is done with the tools sdbinst and sdbupd. They are available for use
after unpacking the software package provided on the Service Marketplace.

For an initial installation, sbdinst is used; overwriting an older version with a current one is done with sdbupd.
You get the call options by entering the option -help.

More extensive migration work may be necessary if you are making a big release-jump; the procedure is
described in the corresponding notes.

If you encounter problems during installation, a corresponding message is issued. The message should
inform you as to what error has occurred and how to fix it.

Installation logs are stored in the directory <indepdatapath>/wrk ; these can be useful, even at a later point in
time. The name contains the type of installation as well as a time stamp, which makes it possible to
determine the corresponding package.

sdbinst/sdbupd enable you to install individual components from the overall package. You use the —package
option to specify the component(s).

You use sdbuninst to deinstall the software. Do not delete the MaxDB software with operating system
resources under any circumstances!




Errors during the Installation

Examples (look for STDERR):

STDOUT: start extraction test run of "SAPDBBAS.TGZ"

STDERR: test run failed: cannot extract bin/dbmrfc: cannot write to /sapdb/pro
grams/bin/dbmrfc: Text file busy - no filel{s) of "SAPDBBAS.TGZ" extracted!
STDERR: maybe any sap db software is running... please stop all

STDERR: installation exited abnormally at Th, Aug 14, 2003 at 14:46:41

STDOUT: start extraction test run of “SAPDBUTL.TGZ"

STDERR: maybe any sap db software is running... please stop all

STDERR: installation exited abnormally at Th, Aug 14, 2003 at 14:48:30

WRN: try to install release "7.3.80.32" over existing "7.3.0.36"
MSG: update test: installed release newer

MSG: update from "7.3.0.36" to "7.3.080.32" not allowed

STDERR: cannot downgrade package

STDOUT: skipping package
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To quickly find errors in the installation logs, look for the key word STDERR.

A common cause of errors in Windows systems is that DLLs cannot be overwritten or -
more generally - that a component to be overwritten is still running (for example the
X_server).

In the first two cases you get the message that the database software has not been
completely stopped, so a re-installation would fail. To identify such problems ahead of time
and avoid having the installation fail half-way through, the actual installation is preceded by
a test run.

As of version 7.6.01 the option —force_extract cares for the substitution of programs and
libraries being in use by copying the existing files.

In the third example, the attempt was made to install an older version over a newer one.
This is not permitted since downward compatibility cannot be ensured, for instance when
loading the system tables.




sdbverify

elect Command Prompt - telnet p34777

PCR 72508 7.2.05.24 in /sapdb/programs

. ok
check dependencies... ok

package data is consistent
Database Kernel 7.4.03.28 32 bit in /sapdb/TEST/db

check files... failed
mode of /sapdb/TEST/db/pgm/lserver was modified
mode of /sapdb/TEST/db/pam/dbmsrv was m 3

elect Command Prompt - kel

E VERTFICATION SUMMARY :
check dependencies... ok Eebserteceng et Lo b

check rte registration of package... okfINVALID PACKAGES:
_ . YALID PACKAGES:
package data is inconsistent TNCONSISTENT PACKAGES:

TOTAL FILES:

MISSED FILES:

MODIFTED FILES:

FILES WITH MODIFIED PERMISSIONS:

h34l7l7:e3Badm 175>
7
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sdbverify is a tool that checks all installations on a computer for completeness. During the
check, any inconsistencies due to impermissible software combinations are detected.

Using the registry entries, sdbverify checks whether the status in the file system still
corresponds to the contents of the installation package.

In the example above, it is noted that the access rights (under Unix) were subsequently
changed.

The result is a summary of the installations that have been checked.

Start sdbverify with user root under Linux/UNIX.

To get an overview of the registered installations, you can also use the tool sdbregview. If
you call it with the option -I, it outputs a short list; without the option it outputs
comprehensive information about every installation.




xXinstinfo, inst_enum, db_enum

e ¢ 2: fhome/e70adm - Shell N 50l =0l x|
Session Edit View Bookmarks Settings Help

141032 :e?0adn 73> xinstinfo E70 +*
IndepData : ssapdbrdata

IndepProgramns : ssapdbsprogramns

InstallationPath ¢ ssapdbsE?0-db

Kernelversion : KERNEL 7.6.00 BUILD 026-123-123-737

Rundirectory : ssapdbrsdatasurk/E7Q

141032 :e?0adm 74> dbmcli inst_enum

0K

?.6.00.26 »sapdb-MYUEBDAV-db

7.6.00.26 »sapdbs/E70,db

7.6.00.27 #sapdb,SHADOW.~db

7.5.00.35 ~sapdb-SHADOU?S.-db

7.6.00.26 ssapdbsXYZ2-db

141032 :e?0adm ?5> dbmcli db_enum

0K

MYWEBDAY »sapdb-MYUEBDAV -db 7.6.00.26 fast ruming
MYWEBDAY ssapdb-MYUEBDAV-db 7.6.00.26 gquick offline
MYWEBDAU »sapdb-MYUEBDAV db 7.6.00.26 slouw offline
MYWEBDAU +sapdb-MYUEBDAU-db 7.6.00.26 test offline
E7Q ssapdbs/E?0/db 7.6.00.26 fast running

E7O #sapdbs/E70db 7.6.00.26 gquick offline

E70 ssapdb/E?0db 7.6.00.26 slow offline

E70 +sapdb-E?0.-db 7.6.00.26 test offline

SHADOWZ sapdb.SHADOW-db ?.6.00.27 fast offline

SHADOWZ ~sapdbSHADOW. db 7.6.00.27 gquick offline

SHADOWZ ~sapdb.SHADOW.db 7.6.00.27 slouw offline

SHADOWZ sapdb.SHADOW.db 7.6.00.27 test offline

SHADOW1 ~sapdb-SHADOW?S-db 7.5.00.35 fast rumming

SHADOW1 ~sapdbSHADOW?S db ?7.5.00.35 gquick offline

SHADOW1 ~sapdb.SHADOW?S. db 7.5.00.35 slou offline

SHADOW1 sapdbSHADOW?S- db ?7.5.00.35 test offline

XYZ ssapdbsXYZ db 7.6.00.26 fast running

XYZ ssapdbsXYZ db 7.6.00.26 guick offline

XYZ ssapdbsXYZ db 7.6.00.26 slow offline

XY2 ssapdb XYZ2-db ?.6.00.26 test offline

141932 :e70adn 76> []

«»
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The tool xinstinfo provides a quick overview of the installation paths used on a system. It
displays the "Independent Data Path" and the "Independent Program Path", or in other
words, the paths that are valid for all the databases installed on the computer. The
programs found there are always operated in the highest installed version (for example
the x_server).

If xinstinfo is called with a database name, you also get database-specific information.

Using dbmcli with the entry inst_enum, you get a list of the versions installed on the
computer (dependent paths). The command db_enum lists the databases in their
different variants (fast, quick, slow, test) as well as their current operational states.




Overview (Diagnostic and Trace Files)

System log (SM21)

ABAP Short Dump (ST22)
dev logs

SQL Trace (STO05)
Precompiler Trace
SQLDBC

appldiag
xserver_<hostname>.prt
dbm.prt, dom.utl, dbm.knl, dbm.ebp, dbm.ebl
knldiag

Event Viewer

knltrace

knldump

rtedump
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Diagnostic Files

SAP
. SQL Trace Precompiler Trace
dev Trace Vi e ——
N\ SQLDBC ‘
Application ~
— ; WebAS

| = Short —- appidiag
i bump : xserver*.prt
Runtime environ. = rtedump
dom.*
\ —
crldum MaxDB kernel knldiag

Global
memory

knltrace

a4 ©, SAR 2007 / MaxDB 7.6 Internals — Error Diagnosis/Page 9
SITOTT DUTITP

ABAP short dumps are generated by the WebAS or R/3 system when unexpected return codes occur in the SQL
environment.

dev-Trace
The Developer Traces are logs of the disp+work processes of the SAP system.

SQL Trace
SQL commands and their runtimes are logged.

Precompiler Trace
SQL trace of the order interface.

SQLDBC
Trace for the SQLDBC (SQL Database Connectivity) interface.

appldiag
If errors between the runtime environment and the kernel occur, they are entered in the appldiag file. This file is created for
each operating system user.

xserver_<hostname>.prt
If errors occur during communications via the x_server, they are entered in the xserver_<hostname>.prt file.

rtedump
If a crash occurs, the runtime environment writes its status in the rtedump file. It is an ASCIl output of the command
X_cons <SERVERDB> show all

dbm.*
Various log files for the backup environment or for logging DBM server commands.knldiag
The kernel writes information and messages to the knldiag file. It has a fixed size and is overwritten cyclically. After a crash,
it also contains the backtrace.

knltrace
This file is written by the kernel when the Vtrace is activated and following a crash. It has a predefined, fixed length.

knldump
During an emergency shutdown, the global memory is written to the knldump file. The corresponding file system should be
sufficiently large.



SM21 - System Log

Syslog: Tokale Auswertung auf p34777 ] s
Zeit Typ|Nr|Man|Benutzer Tcod [MNr [ Text Datum: 21.03.04
02:53:26(DIA) 0)000|SAPSYS 881 = Kurzdump "040321 025326 p34777 SAPSYS " erstellt.
02:53:26(DIA| 0)000|SAPSYS DB1 | Transaktions-Abbruch 80 671 { DEIF_DSQL2_SOL_ERROR 20040321025326p34777 SAPEYS 0O0G1 )
02:53:26(DIA) 0)0E0|SAPSYS REE[Ro11-Back ausfihren
02:58:11|DIA| O|DEO|SAPSYS BY4|Datenbankfehler -3005 beim FET-Zugriff auf Tahelle ALTSTLOD aufgetreten
G2:63:11|DIA| OfD0E|SAPSYS BYA|> Invalid SOL statement
02:58:13(DIA| 0)B0O0|SAPSYS REE[Ro11-Back ausfihren
02:58:13|DIA| O|DOO|SAPSYS BY4|Datenbankfehler -3005 beim FET-Zugriff auf Tahelle REPOLOAD aufgetreten
02:58:13|DIA| O|BEO|SAPSYS BYO[= Invalid SOL statement
02:58:13|DIA| O|BEO|SAPSYS ABZ|= Include 777 Zeile BOOB
02:58:13|DIA| O|BEO|SAPSYS ABB | Lautzeitfehler "DBIF_REPO_SOL_ERROR" autgetreten
02:58:26(DIA) 0)000|SAPSYS BBO[Lautzeittenler "DBIF_RSOL_SOL_ERROR" aufgetreten. L |
02:58:26|DIA[ O|0OB|SAPSYS B4 | Datenbankfehler -3005 beim FET-Zugriff auf Tabelle REPOLOAD aufgetreten
02:58:26(DIA) 0)000|SAPSYS BYA|> Invalid SOL statement
02:58:26(DIA| 0)000|SAPSYS BB2 (= Include 777 Zeile OOOO.
02:58:26(DIA) 0)000|SAPSYS ABA | Laufzeitfehler "DBIF_REPO_SOL_ERROR" aufoetreten.
02:58:26|DIA| O|BDOO|SAPSYS BY4|Datenbankfehler -810 beim OPC-Zugriff auf Tabelle REPOLOAD aufgetreten —
02:58:26|DIA| O|BDOO|SAPSYS BYB|> Connection already in use
02:58:26(DIA) 0)0O0|SAPSYS BB2 (= Include 977 Zeile QOOO.
02:58:26(DIA| 0)000|SAPSYS ABA | Laufzeitfehler "DBIF_REPO_SOL_ERROR" aufoetreten.
02:58:26|DIA| O|DOO|SAPSYS BY¥4 | Datenbankfehler -810 heim OPC-Zugriff auf Tabelle REPOLOAD aufgetreten
02:58:26|DIA| O|DOO|SAPSYS BYB|> Connection already in use
02:58:26(DIA) 0)000|SAPSYS BB2|= Include 977 Zeile QOOO.
02:58:26(DIA) 0)000|SAPSYS ABE | Laufzeitfehler "DBIF_REPO_SOL_ERROR" aufoetreten.
02:58:26|DIA| O|BOO0|SAPSYS BY2|Datenbankfehler -810 heim EXE aufgetreten
02:58:26|DIA| O|BEO|SAPSYS BYB|= Connection already in use
02:68:26|DIA| O[BOO|SAPSYS AB2|= Include %77 Zeile BOOB =
i [E30 ¢1y ooy bel[paar7 [INS 7
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Transaction sm21 displays the system log of the SAP system. The system log is not
written under the control of the database, but it does contain information about database
errors.
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ABAP - Short Dump

Kurzdump  Bearbeiten  Springen

1 Hilfe

COQ SHB NDOD BE @M

Langtext des Laufzeitfehiers

Ed ABAP Editor

<2 [ Lautzeitiehler
<2 [ Systernumugebung
Systernumgebung
Benutzer, Transaktion...
2 [ Anwendersicht

Laufzeitfehler
aufgetreten am  21.03. 2004 um

DEIF_DSOL2_SOL_ERROR
02:53:26

S0L-Fehler "-3005" bei der Ausflhrung von EXEC SOL aufgetreten

B was ist passiert?
[2] wias kinnen Sie tun?
= [ ABAP-Entwicklersicht
[2] Fehleranalyse
@ Hinweise zur Fehlerbet
@ Informationen zur Abbro
B Ausschnitt Source-Cod
B Inhalt der Systemfeldar
B Ausgewsnlte vVariablen
[E) Aktive Aufrufe § Ereignis
Arrerendungsaufrute
Arwendungsinformatio
Liste der heteiligten AB:
Liste der internen Tahe
7 {3 BASIS-Entwicklersicht

Was ist passiert?
Der Fehler ist auf der aktuellen Datenbankverbindung "E30" aufgetreten.

Was konnen Sie tun?

Motieren $ie bitte, welche Aktionen und Eingaben zu dem Fehler gefihrt
haken.

Wenden Sie sich hitte zur weiteren Bearbeitung des Problems an Ihren
SAP-Administrator.

Mit der Transaktion ST22 zur ABAP-Dumpanalyse kdnnen Sie
Abbruchmeldungen anschauen und werwalten, insbesondere langere Zeit

[+

Interne Hinweise authewahren .
Aktive Aufrufe im SAP-K [ verwalten, inshesondere langere Zeit aufhewahren.
Werzeichnis der Anwenc

ABAP-Kontrollblacke G FEmlErEnE] gET

Hinweise zur Fehlerbehehung

Fehlertext der Datenbank
Lusldsende SOL-Anweisung
Interne Aufrufcodierung. ... :

: “Invalid SOL statement”
: "FETCH NEXT "
" [DEDS/MEW DSOL]"

[][+][ <[] B
[ [ | E30 13 000y P2l p34777 INS 2
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In the SAP system, SQL errors in the database result in APAB short dumps when
unexpected return codes occur.

They are not written under the control of the database, but they can be useful for analyzing
error situations because they present a full picture of the error. SQL errors are otherwise
not logged by the database, unless the Vtrace has been explicitly activated.

You can get a list of the short dumps that have occurred with transaction st22.

The short dump itself records which program and which ABAP command within it caused
the error. You can then search for the error code in the notes.

If an unknown error occurs, it is often desirable to identify the command in "native SQL."
To do this, in a reproducible case the SQL trace must then be activated with st05. At the
same time, an analysis with the Vtrace may also be useful.

If necessary, you can find helpful information about the versions you are using in the
"Notes for error analysis".
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Dev Logs (1)
= =) W
Trace Bearbeiten Springen  System  Hilfe

& I H eEe SHE fDhoan HE @
Trace-Daten: 1d1032_E70_01 dev_w0

Loading SOLDBC client runtime ...

SOLDBC SDK Version @ SOLDEBC.H 7.6.0 BUILD @82-121-083-965
SOLDBC Library Yersion : 1ibS0LDBC 7.6.0 BUILD B26-123-123-737
SOLDBC client runtime is MaxDB 7.6.0.026 CL 123737

SOLDBC supports new DECIMAL interface : @

INFO : SOLOPT= -1 0 -t @

Try to connect (DEFAULT) on connection 8 ...

Attach to SA4P DB @ Kernel 7.6.00  Build @26-123-123-737
Database release is SAP DB 7.6.00.026

INFO Database 'EYQ' instance is running on '1d1832°

INFO : SAP DB Packet_Size = 1316872

INFO : SAP DB Min_Reply_Size = 4096

INFO : SA&P DB Comm_Size = 126976

INFO : DBSL huffer size = 126976

INFO : SAP DB MaxLocks = 3000080

INFO : Connect to DB as 'SAPETO’

Eommand info enabled

Mow I'm conhected to SAP DB

BO: 1d1832-E70, since=20060411151451, ABAP= =zunknown= (@)
Connection @ opened (DBSL handle @)

Wp  Hdl ConWame Conld ConState TX PRM RCT TIM MAX OFT Date Time DBHost
pon 0ee R{3 BeOOOAEE ACTIVE WO YES NO 080 255 255 20060411 151451 1d1632
INFO : SAP RELEASE (DE) = 700

dh_connect o.k.

Ll [ K1Y
b [E7o 1y ooty B 101032 (s | [ 7

1D

[

_Izlznmmmnnnnnnnmmmmnnnnnnnlﬂ

© SAP 2007 / MaxDB 7.6 Internals — Error Diagnosis/Page 12

The developer traces are not written directly by the database, but rather log actions of the
disp+work processes of the SAP system.

The dev logs are stored in the work directory of the SAP system and have the designation
dev_w*. You can access them directly with transaction st11.

They are active by default; only higher trace levels have to be activated explicitly. This is
generally done by the developers themselves.

However, they were included in this unit because other information relevant for the
database is also stored there.

If connection problems between the disp+work processes and the DB occur, developer
traces are often helpful.

Errors have a red background and thus are easy to find.

Among other things, it is easy to find the version of the precompiler environment being
used.
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Dev Logs (2)

& a

HeaEe SHEBE HDhon HE @

Trace-Daten: p34777_E30_00 dev_w0
L= BH % 41 Anzeige-Komponenten

G
C Wed Mar 17 16:48:180 2004

[dbd=ada.c 1563]
C s=elect 'Ping' from dual;

[dhdsada. c 19682]
& TH YERBOSE LEVEL FULL

M ***L0G RGB=> ThIRo11Back, rall back () [thxxhead.c 11369]
[dbslada.c 15248]
*** 0G BYM=> severe DB error -821 . work process in reconnect status [dhsh#2 B 877]
Reconnect state is entered hy connection
2. name = D21, con_id = BOEOB5E93 state = ACTIVE . perm = NO , reco = YES

hd1_error_on_commit_rollback: DB-ROLLBACK detected RECONNECT state
db_con_recaonnect performing the reconnect for con:
2: name = D21, con_id = Q00005093 state = IWACTIVE
Digconnecting from connection 2 ...
connection DE_0B2 is already down : sglcode=-821 (Session not connected)
00: DB_O00 p34777-E30, conn=1, since=20040309171240

REAP= <unknown= (@)
01: DB_DBE1 p34777-E30, conn=1, s5ince=20040317164309

BEAP= SAFLSADB (11126)

include= LSADBFEZ (18)
03: DBE_DO3 pwdtmO25-P31, conn=1, since=20040309171927

ABAP= SAPLSADE (10924)

include= LSADBFEOZ (18)
Wow I'm disconnected from SAP DB
Connect to D21 as SAFDZ1DB with pwdfmB22-D21

perm = WO , reco = YES

Wed Mar 17 16:48:11 2004

INFO : SOLOPT (set hy environment) =

IMNFO : SOLOPT= -1 @ -t @ -F GAPDE.2884 pct

Precompiler Runtime : C-PreComp 7.3.1 Build 015-000-095-214
Precompiler runtime is SAP DB 7.2.1.015

Try to connect as SAPDZ21DB/<=pwd=Bpwdfm022-D21 on connection 2 ...
Attach to SAP DB : Kernel 7.5.08 Build BO7-123-057-358
Database release is SAP DB 7.5 0. 087

INFO : Database 'D21' instance is running on 'pwdfmazz’

000N OO0OO00O0DO0NO0O00D000000DNDD®Dmo

[dbsh

0a7r ]

1[4][+]

1> | E30 1) (00 Pl p34777 INS o
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SQL Trace

STO5 > SQL - Trace 1

Order Interface SQL - Trace 2

1

MaxDB Kernel

© SAP 2007 / MaxDB 7.6 Internals — Error Diagnosis/Page 14

In the SAP system, you activate the SQL trace with transaction st05. The log is written by
the database interface. Along with the statements, you'll find the variables, their values and
the runtime. The Explain button in transaction st05 displays the database's Optimizer
strategy for the command.

This transaction is discussed further in the section on SAP system transactions that are
useful for error analysis.

The order interface of the database also writes an SQL trace. Up to version 6.40, the
ABAP part of WebAS uses the precompiler interface of the database. As od version 7.0,
WeDbAS uses the new interface SQLDBC. The corresponsing traces show which
commands arrive at this interface and which data is transmitted to the clients.
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STOS5 - SQL Trace

gl @ aiBe@e LHE a000 RE @

Performance Analysis

Display Trace
Saelact Trace Select Trace Function SOl Trace @) Trace List

[[JEnqueue Trace () Extended Trace List
5QL Trace | Activate Trace | ) _
— [IRFZ Trace () TraceList Sorted by Time
[1Engueue Trace | Activala Trace with Fmar | DBUﬁerTrace

[]RFC Trace Deactweﬂa Trace

Trace Period
Start Day kil .03.2084@ End Day 31.03.2004
I Starttime 11:16:03 End Time 11:18:38

[ ] Bufer Trace [ Display Trace |

EnErSQL Btaiament

vabaE x
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You can use transaction st05 to activate an SQL trace. This is useful for performance
analyses or for identifying a command that leads to incorrect result sets.

The SQL trace displays all SQL statements in the form in which they were sent to the
database.

Note that when you use the button shown here, the trace must be deactivated before being

displayed so that it can be formatted. You can display the trace directly by choosing
Performance Trace->Display Trace Without Prior Deactivation.

For a more manageable amount of information, you can restrict the display to a specific
time period or a particular user or by omitting information about specified tables.
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STO5 - SQL Trace (2)

Trace List Edit Goto m  Help
& A H I @@ SEHER Bhaxn ) EE @
Trace List

&I | DDIC information || 949 Explain | S P & 2

Transaction STOS|Work process no O|Proc.type DIA|Client 080|User E30 ;
Duration [0bj. name |Op. Recs. |RC Statement
1.308|D347T REEXEC 1 O|SELECT WHERE "PROGMAME" = 'SAPLSS0Q' AWD “"SPRSL" = 'E' AMD "OBJ_CODE" = '0O0°
745 EXECSTA e} O(COMMIT WORK OW COWWECTION 0
Transaction SESSION_MANAGER |Work process no 1(Proc.type DIA|Client QOB User Ez20
Duration |0Obj. name |0Op. Recs.|RC Statement
49 386 |D347T REEXEC 1 O(SELECT WHERE "PROGNAME" = 'MENUSOOO' AWD "SPRSL" = 'E' AND "0OBJ_CODE" = '0B0Q°
17.175 | AGR_USERS | REOPEN OSELECT WHERE "MANDT" = 'GO00°' AND “UNAME" = 'E3@°
41.024 | AGR_USERS |FETCH 22 100
16.244 |USR21 REEXEC 1 O(SELECT WHERE "MANDT" = 'G00' AND "BNAME" = 'E38' AMD ROWMUM == 1
3.276|CVERS RECPEN OSELECT FROM “"CVERS" ORDER BY "COMPOWNENWT"
360 |CVERS FETCH 2 100
1.609|Y_ADDR_USR| REOPEN O|SELECT WHERE "CLIENT" = '@0@8°' AMD "ADDRNUMBER" = 'D000010885' AND "PERSNUMBER" = '
232 174 |V_ADDR_USRE|FETCH 1 0]
9.099 |WWWPARAMS | REEXEC 1 O(SELECT WHERE "RELID" = 'MI' AWD “0BJID" = *SESS_IMAGE' ANWD “"MAME" = ‘wersion' AND
GO5 |LICENSE REEXEC 1 OSELECT FROM MLICHECK
869 |LICENSE RECFEN O(SELECT FROM MLICHECK
399 |LICENSE FETCH 2 100
164 |AGE_USERS | REOPEN O(SELECT WHERE "MANDT" = 'OO00° AND “"UNSME" = 'E3@°
3.730|AGR_USERS |FETCH 22 100
Transaction ?|Work process no 1|Proc.type DIA|Glient GQ00(User E30 = |
AL [ |[4][*]

[ I | E30 (1) (0omy pI4TTT | INS 7
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The list of commands identifies which transaction was started, which work process is
affected, its type, as well as the client and user.

The command list contains

- information about the duration of the command, where the long-running ones are
marked red,

- the affected database object,

- the number of records found,

- the return code of the database and
- the statement.

The statement can be expanded by double-click. It is also possible to insert parameter
values in the placeholders so that the statement can be used directly for further testing, for
example in the SQL Studio.

The 'Explain’ button displays the execution plan of the Optimizer.
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Precompiler Trace (1)

SQL — Trace of the order interface:

Profile parameter

dbs/ada/sql_trace = 0 no trace
1 short trace
2 long trace

Environment variable

SQLOPT = -F file name
-T short trace
-X long trace
-Y statement count
Irtrace

irtrace —p all —t <trace type>
irtrace —p <prozess-id> -t <trace type>
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The order interface trace is set for Disp+Work processes using a profile parameter. On Windows systems,
after changing the profile parameter, only the work process has to be restarted. On Unix systems, the
SAP system or the affected application server has to be restarted. The trace files are stored in the work
directory of the SAP instance. The name is comprised of the process ID of the work process and the
ending pct.

Other tools that utilize the order interface read the environment variable SQLOPT. Unless otherwise specified
with the -F option, the trace file is written to the current directory. The name is comprised of the name of
the corresponding C module and the ending pct.

You can use irtrace to activate the trace without needing to restart the system/application server.

The tool gives you the following options for changing the trace:
m Activate/deactivate/switch trace for a particular process:
irtrace —p <process id> —t <trace type>

m  The following trace types are available:
long
short
off

m Activating/deactivating the trace for all interface processes on the application server:
irtrace —p all —t <trace type>
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Precompiler Trace (2)

PRODUCT : liveCache C/C++ Precompiler Runtime

VERSION : 7.1.4

BUILD : 032-000-055-840

version :P_1, P_2

SQL STATEMENT : FROM MODULE : dbslada AT LINE :
OUTPUT : LzZU : NT/INTEL 7.1.4 Build 032-000-055-840
OUTPUT : PCR : C-PreComp 7.1.4 Build 032-000-055-840
START DATE : 2001-07-13 TIME : 0013:01:01

END : DATE : 2001-07-13 TIME : 0013:01:01

SESSION :1;

SQLMODE : SAPR3 AT DATABASE : DB_000

SERVERDB : S10

SERVERNODE :

OPTION-CONNECT :
CONNECT ''SAPR3

TIMEOUT O

SQL STATEMENT : FROM MODULE : dbslada AT LINE :
START DATE - 2001-07-13 TIME - 0013:01:01

END : DATE : 2001-07-13 TIME - 0013:01:01
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" IDENTIFIED BY -A SQLMODE SAPR3

4186

ISOLATION LEVEL O

6390
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SQLDBC

Runtime library libSQLDBC for the development of database applications and
interfaces

Version-independent runtime library libSQLDBC.dIl or libSQLDBC.so
Version-dependent, e.g. libSQLDBC76.dll

Runtime library libSQLDBC_C.dll for the support of native C applications
Stored in directory <indep_program_path>/pgm

Software Development Kit SQLBDC SDK
Header file SQLDBC.h for C++
Header file SQLDBC _C.hfor C
Static and dynamic link libraries for C and C++
Stored in directory <indep_program_path>/sdk/sgldbc

sgldbc_cons
Creation and control of traces
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SQL Database Connectivity (SQLDBC) is a runtime environment for the development of
database applications and database interfaces for MaxDB. Through SQLDBC,
applications can access MaxDB database instances, execute SQL statements and edit
data. SQLDBC is comprised of the three abovementioned components, which are part
of the standard and stored in the said directories.

As of version 7.0, WebAS uses SQLDBC.

Traces can be created either directly with sgldbc_cons or using transaction db50.
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sqgldbc _cons

Configuration and creation of traces for the SQLDBC interface

Properties of the traces:
sqldbctrace <pid>.prt
The trace files are overwritten cyclically.

Traces storage in the following directories:
<user_home>\Application Data\sdb  (Windows)
<user_home>\.sdb (UNIX, Linux)

Trace types:
SQL: SQL statements (sufficient for most analyses)
Short: method calls
Long: method calls with call parameters (most comprehensive trace)
Packet: communication packages

Syntax: sqgldbc_cons [<command>] [<option>]
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sgldbc_cons is a tool for the configuration and control of traces.

The trace files contain a file name of the form sqgldbctrace-<pid>.prt, where <pid> is the process ID. It is also
possible to choose a name; %p in the name is replaced by the process ID. Traces are stored in the
directories <user_home>\Application Data\sdb (Windows) and <user_home>\.sdb (UNIX, Linux). When
the configured trace size is reached, the trace is cyclically overwritten.

Possible commands for sqldbc_cons:

TRACE SQL ON/OFF: Turns the SQL trace on/off

TRACE PACKET ON/OFF: Turns the PACKET trace on/off

TRACE SHORT ON/OFF: Turns the SHORT trace on/off

TRACE LONG ON/OFF: Switches the detailed LONG trace on/off

TRACE OFF: Switches all SQLDBC traces off

TRACE FILENAME <file_name>: determines the name of the trace file

TRACE SIZE <size>: defines the size (in Bytes) of the trace file

SHOW ALL: displays the configuration of the traces and current information
about the traces

SHOW CONFIG: displays the configuration of the traces

SHOW TRACESETTINGS displays current information about the traces

Possible options for sgldbc_cons:

-f: forces the execution of the command

-h: Help information

-p <pid>: executes the command only for the process with the process ID <pid>
-V: displays detailed information (verbose)

(These options cannot be combined, but only used individually.)
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SQLDBC Trace

Trace-Dateien auf d\sapdbidatatwrk

Dateiname |Ielzt.Ar|c1 1Uhrze|t 1 GrUBe|
sgldbctrace-2000 prt |13.04 2006 1048893 59.748
sgldhctrace-216 prt 12.04 2006 13:38:19 43944
sgidbctrace-4988 prt |31.01.2006 16:04:05 1.570 |
sgldhctrace-9004 prt 19:62:43 320562 ¢
sgldbctrace- 16596 prt |26.01.2006  11:24:44 34.7683 500
sgldhctrace-17260 pri 11.24:42 24.318.939
sgldhctrace-18616 prt 11:24:41 | 154 402 950
sgldbctrace-36928 prt |25.01.2006  20:51:06 605828
soldictrace- 11796 port 20:43:95 17475
sgldbctrace-7452 prt 20:36:56 1.004 239
sqldictrace-39052 prt 20:31:39 4 669
sgldhctrace-30008 pri 19:43:45 476 407
sqldbctrace-44016. art 19:02:09 1.068
soldictrace-8944 prt 16:00:28 8.269
sqldbctrace-5340 prt 16:27:03 441
sqldictrace-28028 prt 16:18:00 217
sgldbctrace-21440 prt |05.01.2006  18:42:41 242 027
sgldbctrace-39828 pri 18:35:14 96.578
sgldbctrace- 13644 prt (01122008 12:13:00 8.143
sgldbctrace-35652 prt |28.11.2005  15:08:05 1858

= (=)=
Springen System _ Hilfe

[V} A H (@@ SEREIDDO0(EHEE | @

SQLDBC-Trace

S Aufiischen

t swihoft || [ 0 50C [ g hot [ 9 Lona | 1 Paket || [@ston on ever-1040n ||[&1]| [ & [F ] [ F 2] [ Bl@ n[@a][E =

server Aktive Prozesse aut Server pwdt2763_S70_50

Server-Name |Rechner | [ W[t | FiD[Status | cpPu[ Zeit|Benuzernamen [Report [#ktion [Tabelle [Server-Name [waitint

pwdf2763_570_50 pwdf2763 || 0 DIA 216 wartet 78:49 ml

1s3101_570_00 153101 | | 1DIA 10300 |lauft 16:44 570 SAPLTHFB
| | 2DA 8960 |wartet 1:35
|| 3 DIA | 11676 wartet 001
| | 4 DA 7912 |wartet 001 [
| | §uPD 7616 |wartet 13 =
|| B ENC 9796 |wartet 0:36 (=]

B e — =l e

8 Y s 1 )

:EXECUTE 'C_0015' 2006-01-31 14:52:42 648000 [0x0G294C00]
PARSE ID: DE10ECES 00010901 54002000 [1]

SOL COMMAND: 'SELECT * FROM "D342L" WHERE "PROGNAME" = ? AND "STATUS" = 7 AND "TYPE" = 7 AND "BLOC

TYPE" , "BLOCKNR" WITH LOCK ISOLATION LEVEL 1'

INPUT PARAMETERS

APPLICATION

I T AT L I DATA

1 AsCII 40 40 ' SAPLSXPT .

2 ASCIT 20 20 15004 i

3 AsCII 1 1 '

4 INT4 4 a8 1

RESULT COUNT

CURSOR NAME: 'C_0815'

FETCH BUFFER START: 1

FETCH BUFFER END : 1
GET RESULT SET [Bx38284CH0]

CURSOR NAME: 'C_O015' [OxB8293EF&] =
:BIND COLUMN 2006-01-31 14:52:42 664000 [Ox08293EFE] B

T AT L I ] P =
QD I I

dnsapdbidatatwrikisoldbctrace-5004 prt [e1,8p1

|ze 7156 - ze 7179 von 7237 Z¢

| 570 (1) ooy B | pweiz7e3 [INs |

L7
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In transaction db50, choose the path Tools-> SQLDBC Trace.

Activating the trace involves three steps:

m Selection of the desired process

m Selection of the trace type (SQL, Short, Long, Packet)
m Specification of trace size (Go to-> Maximum File Size)

To switch the trace off, select the process and press the button Switch off.

Via menu itemGo to-> Trace Directory you can choose a trace file name that differs from

the default.

To display the trace, select the trace file and press the button Display File.
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appldiag

Example:

06.01 12:53:46 18286 -11205 sqglexec: system error, not enough space

06.01 12:58:25 18286 -11205 sglexec: system error, not enough space

06.01 18:46:23 19025 -11109 database ‘S10’ is not running

07.01 11:47:37 10959 -11987 sql33_con_msl: task limit

07.01 11:47:59 12031 -11987 sql33_request: connection broken, kernel
cleared

08.02 13:11:07 18899 -11987 connection closed by communication partner

08.29 13:13:13 —11987 comseg given away, assuming timeout

ID of the process
causing the error
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The file appldiag contains error messages that can occur during communication between
the applications and the runtime environment.

The file appldiag or <pid>.dia (SAP WebAS) is stored in the directory

<indepdatapath>/wrk/<unix user> (UNIX)
<indepdatapath>\wrk (NT)
/usr/sap/<SID>/D*/work (SAP WebAS)

The <indepdatapath> can be determined using the following dbmcli command:
dbmcli —d <SID> -u <dbm-user>,<password> dbm_getpath indepdatapath

Under Windows/NT, appldiag is only activated if the environment variable is set to
DIAGFILE=yes.

The file appldiag can get very large since it is not cyclically overwritten.

If this file already exists, further messages are added to it; otherwise it is created.
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xserver_<hostname>.prt

1oy i
File Edit Format Help

Directory Jsapdbsdataswrk a
Mame: xserver_p3d47F7.pro i
Ccate PID Typ MsgID Label Message-Text

2004 -03-09 1504 12902 XSERVER started, 'xX32/LINUX 7.5.0 Build 010-111-066-035

2004-03-0%9 1504 12904 =SERVER Serwice port is 7210

2004-03-09 1504 12922 EMNVIRCON Command 1ine argumants

2004-03-09 1504 12923 ENvIRON command T1ine argument dump completed

2004-03-09 1504 12898 ENVIRON Resource Timit dump start

2004-03-09 1504 12898 ENVIRON Started by user id 1724 group id 79

2004-03-09 1504 12898 ENVIROM cCurrent user id 3488 effectiwve id 3488

2004-03-09 1504 12898 ENVIRON Current grou? id 1008 effectdive 4d 1008

2004-03-09 1504 12898 ENVIRON cpu time unlimited

2004-03-09 1504 12898 EMVIRON number of processes 4096

2004-03-09 1504 12898 ENVIRON number of open files 1024

2004-03-09 1504 12898 EMNVIRON core size 0 KBytes —
2004-03-09 1504 12898 EMVIRON file size unlimited

2004-03-09 1504 12898 EMVIRON heap memory size unlimited

2004-03-09 1504 12898 ENVIRON s=tack memory size unlimited

2004-03-09 1504 12898 ENVIRON Tockahle memory size unlimited

2004-03-09 1504 12898 ENVIRON wirtual memory size unlimited

2004-03-09 1504 12898 EMNVIRON resident_set size unlimited

2004-03-09 1504 12898 ENVIRCON Resource Timit dump completed

2004-03-09 1504 12898 ENVIRON Environment dump start

2004 -03-09 1504 12598 ENVIRON LESSKEY=/etc/lesskeay.bin

2004 -03-09 1504 12895 ENVIRON DIR_LIBRARY=/Usr sap/E30/5vs exa/run

2004 -03-09 1504 12898 EMNVIRON MMNTPSERWVER=N2wS

2004 -03-09 1504 125898 EMNVIRON INFODIR=,usr/sharesinfo:  usr/Tocal info

2004 -03-09 1504 125898 ENVIROMN MANPATH=/0pT sgnomesman: /usr s sharesman: /u

2004 -03-00 1504 12898 ENVIRON srA1R6 /man: Susr S local sman

2004 -03-09 1504 12898 EMVIROMN KDE_MULTIHEAD=Talse

2004-03-0%9 1504 12898 ENVIRORN HOSTHAME=p34 777

2004 -03-00 1504 1258958 ENVIRON MKEYSYMDE=Usr A1 RE T by ey S ymDE

2004-03-09 1504 12898 EMNVIRON SAPDBHOST=p34777

2004 -03-09 1504 12898 EMVIROMN dbms_type=aDa

2004-03-0% 1504 128%8 ERNVIROMN HOST=p34777

2004 -03-09 1504 12898 EMNVIRON TERM=xTarm

2004 -03-09 1504 12898 EMNVIRON SHELL=Sbinstcsh

2004-03-09 1504 12898 ENVIRON PROFILEREAD=Tru=

2004 -03-09 1504 1258928 EMWVIROMN HOM_MANAGED=/"var SrunS<dmet 1 S xdmet -0

2004 -03-09 1504 12895 ENVIRON Gs_LIB=/share/fonts

2004-03-09 1504 12898 EMNVIRON GMNOME_PATH=/0pt ‘gnome:  usr

2004 -03-09 1504 125898 ERNVIRON GTK_RC_FILES=Setc gtk gtkrc: homese30adm

2004-03-09 1504 12898 EMNVIROMN Sogtkrc

2004 -03-09 1504 12898 EMNVIRON KDEHOME=/homee30adm/. kde

2004 -03-09 1504 12898 EMVIROMN MORE=-51

2004-03-0% 1504 12898 ENVIRORN DENAME=pP34777:E30

Z004-03-09 1504 12898 ENVIRON HKSESSTON_IS_UR=yes

2004-03-09 1504 12898 ERMNVIRON JRE_HOME= usr 1ib/javasjre

2004 -03-09 1504 12898 EMVIROMN USER=230acdm

2004-03-09 1504 12898 EMNVIRON GROUP=sapsys

2004 -03-09 5 1504 128958 ENVIROMN LS _CoLOoRS=ho=00:Fi=00:di=01; 34 : Th=00; 36: -
< | vz
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The file xserver_<hostname>.prt contains error messages involving the x_server. The x_server is used for
remote communication and starts vserver processes for each new user who connects to the database
remotely.

If multiple database software versions are installed on a computer, the x_server must always be started with
the highest version. You can display the highest version with

X_server =V

You can display the possible options for installing, starting and stopping with
X_server —h
The xserver_<hostname>.prt is stored in the directory <indepdatapath>/wrk .

This includes a time stamp, a process ID, in the label the affected software component and an explanatory
message text.

If a return code is reported by the operating system, its meaning can be determined with

XSysrc <rc>

The start information (see slide) also contains additional information about operating system settings that are
significant for database operation.
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dbm.prt

& dbm.prt - Notepad B =101 x|

Eile Edit Format Help

<

Date Time Tib(hex)  Typ MsgID Label Message
[...]
0x000049%9 ERR -24964 DBM
2003-08-06 09:43:17 0x000049a0 DEM command Toad_r3ta
2003-08-06 0%:43:18 0x00004%9a0 ERR -24964 DBM
0x000049a0 ERR -24964 DEM
2003-08-08 0x00005322 0 DEM
2003-08-07 0x00002d00 0 DEM command param_startsession
2003-08-07 0x00002d00 0 DBM command param_abortsession
2003-08-07 0x000062a2 0 DBM
2003-08-07 0x000062a2 0 DBM command backup_Tlabel
2003-08-07 0x000062a2 ERR -24988 DBM ERR_SaL: sgl_erraor
0x000062a2 ERR -24988 DBM
2003-08-08 07:40:11 0x00006h48 0 DBM
2003-08-08 07:41:35 0x00006b48 ERR -24988 DEM ERR_SGQL: sgl error
0x00006b4 8 ERR -24988 DEM
2003-08-08 07:41:57 0x000080b70 0 DEM
2003-08-13 143:23 0x00001574 0 DBM
2003-08-13 0x00001574 0 DBM |
2003-08-132 0x00001574 0 DBEM
2003-058-14 0x0000264 5 0 DEM command param_startsession
2003-058-14 0x0000264 5 0 DEM
2003-08-14 0x00002645 ERR -24974 DBM ERR_XPSESSION: param session active
2003-08-14 0x0000264 5 0 DBEM command param_put CACHE_SIZE 21000
2003-08-14 0x0000264 5 0 DBEM command param_commitsession
2003-058-14 0x00002645 ERR -24973 DBEM
[...]
2003-10-24 0x00004 782 0 DBM command db_off1ine
2003-10-24 0x000040b4 6 0 DBM command db_clear
2003-10-24 0x00004hb49 0 DBM command db_start
2003-10-24 0x00004had 0 DBM command db_warm
2003-10-24 0x00004ec3 0 DBM command file_getfirst
2003-10-24 0x000042c3 ERR -24994 DEM ERR_RTE: runtime environment error
0x00004ec3 ERR -249%4 DBM
2003-10-24 11:45:44 0x00004e6F 0 DBM command dban_stop
2003-10-24 11:45:44 0x0000426T ERR -24964 DEM
0x00004e6f ERR -24964 DBEM 256,dbanalyzer -d E30 -u *,% -stop
[...1
2003-11-27 0x0000200L 0 DBM
2003-11-27 0x00002005 0 DBM command wtil
2003-11-27 0x00002009 0 DBM command wtil
2003-11-27 0x0000200d 0 DBM
2003-11-27 0x00002011 0 DBM command wtil
2003-11-27 0x00002015 0 DBM command wtil
2003-11-27 0x00002019 0 DBM command wtil

32512,/sapdb/EEO/Eb/b'in/x]oad -5 INTERMAL -n p34777 -d E30 -u SUPERDBA,* -b /sapdb/E30/db/

ERR_EXECUTE: error in program execution
32512, /sapdb/E30/db/binsxToad -5 INTERMAL -n p34777 -d E30 -u SUPERDBA,¥ -b /sapdb/E30/db/
command hackup_save "Data_tmp" DATA RECOVERY

command backup_media_put “save_data" "d:i\tmph\data" FILE DATA O O No NO "
-903,Host file 1/0 error,could not open devspace

command backup_sawe "Data" DATA RECOVERY

-903,Message not available,Could not open devspace

command backup_save "Data_tmp" DATA RECOVERY

command sgl_updatestat * ESTIMATE SAMPLE 1000 ROWS

command sgl_updatestat ¥ ESTIMATE SAMPLE 20000 ROWS

command sgl_updatestat ¥ ESTIMATE SAMPLE 20000 ROWS

command param_directput CACHESIZE 21000

ERR_XPCHECK: param check failure/reguest

1,05 error: 'nNo such file or directory’

ERR_EXECUTE: error in program execution

command util_execute diagnose monitor CLEAR
_execute diagnose monitor READ OFF
_execute diagnose monitor TIME OFF
command util_execute diagnose monitor SELECTIVITY 100

execute diagnose monitor DATA ON
execute diagnose monitor ROWNO 255 100
execute diagnose monitor OFF
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The Database Manager log dbm.prt comprises the command history of the Database
Manager. All change actions and all actions that return error messages are logged.

Because messages show the exact date and time, they can easily be referenced against

the outputs of other log files.

If errors occur in the action being executed, they are marked ERR.

The file is stored in the run directory (default: <indepdatapath>/wrk/<SID>).

Access via DBMGUI: Check -> Diagnosis Files -> Database Manager Log File

(DBMPRT)

Access via DB50: Problem Analysis -> Messages -> Database Manager
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dbm.utl

B 1d1032_e70_dbm.utl.txt - Notepad - o] x|
Eile Edit Format Yiew Help

Date Time Message-Text ‘J
2006-03-20 18:07:58 441EE16E0001 0000  ICl CREATE INSTANCE SYSDBA SUPERDEA

2006-03-20 18:15:05 441EE16ECQQ0L OO0 RET RETURNCODE

2006-03-20 18:17:11 441EE3270004 Q000 SHT SHUTDOWN

2006-03-20 18:17:19 441EE39F0001 0000  REQ SET LOG WRITER OFF

2006-03-20 18:17:1% 441EEZSF000L QOO RET RETURMNCODE Q

2006-03-20 18:17:19 441EE35F0003 0000  RST RESTART

2006-03-20 18:17:20 441EE3ZSF0003 0001 RET RETURMNCODE Q

2006-03-20 18:41:58 441EE0660004 0000  SHT SHUTDOWN

2006-03-20 18:42:07 441EES6F000L 0000 RECQ SET LOG WRITER ON

2006-03-20 18:42:07 441EE26F0001 QOOL RET RETURNCODE Q

[zl

2006-03-24 17:25:21 442410710003 0000  SDE SAVE DATA QUICK To ' /sapdb/E70/saparch/EP0_COM' FILE BLOCKSIZE 8§ NO CHECKPOINT MEDIANAME
2006-03-24 17:25:21 442410710003 Qoo RET RETURMCODE -3503

2006-03-24 17:25:40 Q000 SDE SAWE DATA CANCEL

2006-03-24 17:25:40 0001 RET RETURMNCODE -104

2006-03-24 17:25:40 442410840004 0000  SDE SAVE DATA QUICK To ' /sapdb/E70/saparch/EF0_COM' FILE BLOCKSIZE 8 NO CHECKPOINT MEDIANAME
2006-03-24 17:33:46 442410840004 0000 RET RETURNCODE Q

2006-03-24 17:33:46 442410840004 0002  TAP DATE..wuuurveernnn 2006-03-24

2006-03-24 17:33:46 44241p840004 0003 TAP TIME..... 17:25:40

2006-03-24 17:33:46 44241p840004 0004 TAP SERVERDE... ETO

2006-03-24 17:33:46 44241p840004 0005 TAP SERVERMODE. ... Tdl032

2006-03-24 17:33:449 44241D840004 0006  TAP KERMEL VERSION.... Kernel 7.6.00 Build 018-123-119-055

2006-03-24 17:33:46 442410840004 0007  TAP PAGES TRANSFERRED. 856784

2006-03-24 17:33:46 442410840004 0008 TAP PAGES LEFT....vuus 4]

2006-03-24 17:33:46 442410840004 0009  TAP NO OF VOLUMES..... 1

2006-03-24 17:33:46 44241p840004 0004 TAP MEDIA MAME........ Full

2006-03-24 17:33:46 442410840004 QO00BE  TAP TAPE MAME......... Ssapdb/ETO/saparch/ETO_CoM

2006-03-24 17:33:46 442410840004 000C  TAP TAPE ERRORTEXT.... UNDEF

2006-03-24 17:33:46 442410840004 000D TAP TAPE LABEL........ DAT_ 000000002

2006-03-24 17:33:46 442410840004 OO0E  TAP IS COWSISTENT..... TRUE

2006-03-24 17:33:46 442410840004 000F TAP FIRST IO SEQUENCE. 128017

2006-03-24 17:33:46 442410840004 0010  TAP LAST I0 SEQUEMNCE.. UNDEF

2006-03-24 17:33:46 442410840004 0011 TAP DESTAMPL DATE..... 2006-03-24

2006-03-24 17:33:46 44241p840004 0012 TAP DBSTAMPL TIME..... 17:25:40

2006-03-24 17:33:46 442410840004 0013  TAP DESTAMPZ DATE..... UNDEF

2006-03-24 17:33:49 44241p840004 0014 TAP DESTAMPZ TIME..... UNDEF

2006-03-24 17:33:46 442410840004 0015  TAP BD PAGE COUNT..... 856760

2006-03-24 17:33:46 442410840004 0016 TAP TAPEDEVICES USED.. &l

2006-03-24 17:33:46 442410840004 0017  TAP DE_IDEMT.......... 1d1032 :E70_20060324_172540

2006-03-24 17:33:46 442410840004 0018 TAP Max USED DATA PHO 4]

2006-03-24 17:33:46 442410840004 Q010 TAP COMNV PAGE COUMT... 464

2006-03-24 17:34:37 44241F500005 0000  SHT SHUTDOWN

2006-03-24 17:35:41 44241FpD000L QOO0 RST RESTART

2006-03-24 17:35:45 44241FDD000L 0001  RET RETURNCODE 0 v
< | H
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All commands sent to the database kernel by the utility task are logged in the file dbm.utl.
The file is written by the database kernel.

This file contains detailed information about backup and restore processes, configuration
changes such as the addition of volumes, information about update-statistics processes

and so on.

In dbm.utl you can see whether operations have been successful from the point of view of

the database kernel. When using external backup tools, it is important to take account of
the corresponding log files as well, since errors can also occur on other levels during the
transfer of backup information from the kernel to the tools.

The file is stored in the run directory of the database (default: <indepdatapath>/wrk/<SID>).

Access via DBMGUI: Check -> Diagnosis Files -> Utility Statements (UTLPRT)

Access via DB50: Problem Analysis -> Logs -> Kernel Administration
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dbm.knl

-Igix
File Edt Format Help
3ED2141D0003 HISTLOST 2003-05-26 15:43:57 a
JEESFATE0004 |DAT Q0001 | SAVE wWARM|2003-06-10 17:34:19]2003-06-10 17:34:19|2003-06-10 17:34:21|2003-06-10 18:39:15 20081 NO |Data
SEEBS1540002 |DAT_OO000L|RESTORE  |2003-06-10 17:34:1%|2003-06-10 17:34:19|2003-06-12 16:42:28|2003-06-12 16:53:37 20981 N |Data_tmp
3EEBS4 7A0004 HISTLOST 2003-06-12 16:55:54
3EEBS4E7000L|DAT_00002 | SAVE COLD|2003-06-12 16:56:22|2003-06-12 16:56:22|2003-06-12 16:56:57|2003-06-12 17:01:46 21057 MO |Data
JEESBGFZ0001|DAT_00003| SAVE COLD|2003-06-12 17:06:03|2003-06-12 17:06:03|2003-06-12 17:06:28|2003-06-12 17:10:58 21586 MO |Data
3EEBBABA000L HISTLOST 2003-06-12 17:22:30

LOG_00000| SAVE WARM| 7 2 2 2 2003-06-12 17:22:40|2003-06-12 17:25:15 b3l il
SEEBSEBG0002 HISTLOST 2003-06-12 17:25:38

LOG_00000| SAVE waRM|? % 2 2 2003-06-12 17:38:34|2003-06-12 17:38:38 o -1

LOG_Q0000| SAVE WaARM|? 2 2 = 2003-06-12 17:41:112003-06-12 17:41:15 -1 -1
JEEBABEEQQ03 | DAT_00004 | SAVE WARM|2003-06-12 18:23:10|2002-06-12 18:23:10]2003-06-12 18:23:12|2003-06-12 18:34:05 1354 NO |Data_tmp
3FZOBEETO004 | DAT_00005 | SAVE wWARM|2003-07-29 17:12:40|2003-07-29 17:12:40(2003-07-29 17:12:43]2003-07-29 17:23:17 287309 NO |pata_tmp
3FZAQLG90006]|L0G_00001 | SAVE wARM|2003-06-12 17:22:48|2003-06-29 02:12:56(|2003-08-01 07:38:01(2003-08-01 07:58:44 0 103014 Lag

3FZAQL970007|LOG_00002 | SAVE WARM|2003-06-28 02:12:56|2003-07-16 07:33:39]2003-08-01 07:58:47|2003-08-01 07:59:35 103015 206147 Lag
3FZA04430008|LOG_00003 | SAVE WARM|2003-07-16 07:38:39|2002-08-01 08:10:00]2003-08-01 08:10:11]2003-08-01 08:11:05 206148 312572 Lag

3F2FA40A0003 | LOG_00004 | SAVE WARM|2003-08-01 08:10:01|2003-08-05 14:36:16|2003-08-05 14:36:42|2003-08-05 14:37:32 312573 388723 Log
3F30C9840004 |LOG_00005 | SAVE WARM|2003-08-05 14:36:16]|2003-08-06 11:25:41|2003-08-06 11:26:12|2003-08-06 11:27:15 388724 466692 Log
3F3110E40006|DAT_00006| SAVE wWARM|2003-08-06 17:24:52|2003-08-06 17:24:52(|2003-08-06 17:24:55]2003-08-06 17:39:47 542088 NO |Data_tmp =
3F3337BB0007 | DAT_00007 | SAVE WARM|2003-08-08 07:40:12|2003-08-08 07:40:12]2003-08-08 07:40:14|2003-08-08 07:41:35 540071 MO |Data
3F3338250008|DAT_00008| SAVE WARM|2003-08-08 07:41:57|2003-08-08 07:41:57|2003-08-08 07:41:58]2003-08-08 07:56:27 540076 MO |Data_tmg
3F67A44 80003 | LOG_00007 | SAVE WARM|2003-08-06 15:06:45]|2003-09-17 02:00:55|2003-09-17 02:01:12|2003-08-17 02:02:07 520823 745096 Log

3FC37CLA0003|L0G_00008| SAVE WARM|2003-09-17 02:00:55|2003-11-25 16:57:49(2003-11-25 16:38:14(2003-11-25 16:59:12 749097 1007218 Log
401687F70004 [LOG_0000%| SAVE WARM|2003-11-25 16:57:49(2004-01-27 16:46:42|2004-01-27 16:47:03|2004-01-27 16:48:04 1007219 1247063 Lag

SFI0FDBOO00T | LOG_00006 | SAVE wWaRM| 2003-08-06 11:25:43|2003-08-06 15:06:45|2003-08-06 15:07:12|2003-08-06 15:08:07 466693 529822 Log

404074040003 | LOG_000L0| SAVE wWARM|2004-01-27 16:46;42 2004-02-28 12:00:29|2004-02-28 12:00:36|2004-02-28 12:01:30 1247066 1399578 Lag
404FOFQB0003 [DAT_Q0009| SAVE wWARM|2004-03-10 13:50:37|2004-03-10 13:50:37(2004-03-10 13:50:41(2004-03-10 14:05:44 1435357 NO [Data_tmp

-
1| | oy

Two examples of complete lines:

|LOG_00000|SAVE WARM|? 2|2 ?  |2003-06-12 17:22:40|2003-06-12 17:25:15| -1 BT
| ] 0 -123|
3F3337BB0007|DAT_00007|SAVE WARM|2003-08-08 07:40:12|2003-08-08 07:40:12|2003-08-08 07:40:14|2003-08-08 07:41:35] 549971| INO |Data
| 0 0 -903|Could not open dev
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The file dbm.knl contains a list of the backup and restore actions that have been executed.

You can identify what type of backup (DATA, LOG) was executed, in which time period the execution took
place, up to which log page number the data was backed up, which medium was used and whether any
errors occurred.

Because of the length of the output line, the file is somewhat difficult to work with; it is therefore a good idea
to get a formatted display of the backup history with the DBMGUI. Errors are noted at the end of the output
line.

When using external backup tools, it is important to observe their logs as well, which are described in the
following pages.

The file is written by the database kernel and stored in the run directory (default: <indepdatapath>/wrk/<SID>)
abgelegt.

Access via DBMGUI: Information -> Backup History or Check -> Diagnosis Files -> Backup History
(BACKHIST)

Access via DB50: Problem Analysis -> Logs -> DBA History -> Backup/Restore (Kernel)

Because of the length of the output line, the file is somewhat difficult to work with; it is therefore a good idea
to get a formatted display of the backup history with the DBMGUI or transaction DB50. Errors are noted at the
end of the output line.

The transactions presented on the next few pages, db12 and db13(c) use this information about backups to,
for example, propose a recovery procedure.
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DB12 - Overview

@ 1H @0 CHE N0 AR QB
SAP DB Overview hackup status

Databasze backups

Alert information

Time
isti : 19.02. 2001
‘ Last successiul database hackup | 18.03.2004 14:18:08 iLast Update Stalistics i
Age of this Statistic : 1127
Lpdate Statistics age allowed 30

‘ Overview of all backup actions |

Flease make an Update Statistics as soon as possihlel

Database Log

Status of databasze log

Database Optimizer Statistics Datahase Consistency Checks

| History of check database ohjects

History of Update Statistics |

- D]sw0mom b useens NS/
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SAP transaction db12 can be used to get an overview of backup and restore actions that
have been executed.

Here you can also get information about the scope and frequency of Update Statistics
operations as well as a history of consistency checks.
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DB12 - Recovery Report (1)

Recovery-Bericht
AC& Recovery mit inkrementellen Sicherungen A% Recovery ohne inkrementelle Sicherungen
[+]
System BLA I
Datenbank, DB Server GAP DB FUDFO445 Recovery-Bericht
Datum, Zeit 22.03.2004 16:01:47
Letzte erfolgreiche, komplette Datensicherung:
| Lakel | Action | Eegin of Action | End of Action | RC | Medianame | Yolumes | Pagecount | Last Savepoint
| DAT_@oo7a | SAVEDATH |13 a3 2a04 ao:e1 16 |13 03 2004 oo:19:55 | a | WEEKLYE1 | 7 | 1216880 |13 03 2004 ap a1 e
Folgende Logsicherungen wurden seit der ausgewdhlten, kompletten Datensicherung durchgefihrt
und werden fOr ein Recovery ohne inkrementelle Pagesicherungen hendtigt:
| Label | Action | Begin of Action | End of Action | RC | Medianame | Yolumes | Pagecount | Last Savepoint
LOG_B08a6 AUTOLOG |13.083.2004 02:13:11 (13.03.2004 02:13:25 a Autolog_ 1 10816
LOG_pogar BUTOLOG |13.83.2004 23:38:03 (13.03. 2004 23:38:18 a Autolog_ 1 10016
LOG_Boges BUTOLOG [14.03. 2004 21:10:87 (14.03. 2004 21:10:23 o Lutolog_ 1 10816
LOG_E086e9 BUTOLOG |15.03. 2004 11:083:18 [15.03. 26004 11:603:39 o hutolog_ 1 186816
LOG_@osia BUTOLOG |15.83. 2004 11:30:28 (15.03. 2004 11:30:36 a Autolog_ 1 10816
LOG_@o811 BUTOLOG |15.083.2004 19:688:14 (15.03. 2004 19:08:30 a Autolog_ 1 10816
LOG_@ogi2 AUTOLOG |16.83. 2004 09 55:06 (16.03. 2004 09:55:27 a Autolog_ 1 10016
LOG_E0813 BUTOLOG |16.03. 2004 10:16:156 [16.03. 26004 10:16:29 o Lutolaog_ 1 186816
LOG_E0814 BUTOLOG |16.03. 2004 19:29:33 [16.03. 2604 19:20:47 o Lutolaog_ 1 186816
LOG_Bog1s BUTOLOG |17.083.2004 09:108:55 (17.03.2004 09:11:10 a Autolog_ 1 10816
LOG_Bog16 BUTOLOG |17.083.2004 21:38:51 (17.03. 2004 21:39:05 a Autolog_ 1 10016
LOG_Boa17r BUTOLOG [18.03. 2004 11:19:20 (12.03. 2004 11:19:45 o Lutolog_ 1 10816
LOG_Eo81:8 BUTOLOG |18.03. 2004 22:39:26 (18.03. 2004 22:39:4 o hutolog_ 1 186816
LOG_@os1g BUTOLOG |19.083. 2004 14:09:30 (19.03. 2004 14:08:46 a Autolog_ 1 10816
LOG_pogza AUTOLOG |20.083.2004 04:34:30 (20.03. 2004 04:34:49 a Autolog_ 1 10816 L_|
LOG_@og21 BUTOLOG |20.083. 2004 21:108:35 [20.03. 2004 21:10:53 a Autolog_ 1 10816 L=
=
[ I IL«][v]
[ [ [ BLA (13 900y Pl PWDFO445 | INS 0
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The recovery report presents an ordered list of backups.

It is generated when the DBM parameter DBATL is set to 1. For further information, see the Note
431508.
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DB12 - Recovery Report (2)

nta  Bearbeiten

200 e DHE Dnan DE QB

Recovery-Bericht

Systen e

Datenbank, DB Serwver G&AP DB PWDFO445 Recovery-Details

Datum, Zeit 22.03.2004 16:09:05

Die schnellste Methode, Ihr System zu restaurieren, ist die folgende
Lakel Actian Medianame Wolumes Pagecount Last Savepoint First Commit Last Commit First
DAT_Boa7a RESTORE WEEKLY®@1 T 1216880 [13.03.2004 gE:a1:aa

LOG_BOB806E RESTORE Autolog_ 1 10016 12.03.2004 07:49:03 [13.03.2004 02:13:1
LOG_@osa7 RESTORE Autolog_ 1 10016 13.03.2004 02:13:11 |13.03.2004 23:38:03
LOG_@ogng RESTORE Autolog_ 1 10016 13.03.2004 23:38:03 |14.03.2004 21:10:a7
LOG_Bosng RESTORE Autolog_ 1 10016 14.03.2004 21:108:87 |15.03.2004 11:03:18
LOG_@og1e RESTORE Autolog_ 1 10016 16.03. 2004 11:03:18 |15.03.2004 11:30:28
LOG_B0811 RESTORE Autolog_ 1 10016 15.03.2004 11:30:28 [15.03.2004 19:08:14
LOG_@6812 RESTORE Autolog_ 1 10016 16.03.2004 19:08:14 |16.03.2004 09:65: 06
LOG_@6813 RESTORE Autolog_ 1 10016 16.03. 2004 09:55:06 |16.03.2004 10:16:15
LOG_B0O814 RESTORE Autolog_ 1 10016 16.03.2004 10:16:15 |16.03.2004 19:29:33
LOG_@B6815 RESTORE Autolog_ 1 10016 16.03.2004 19:29:33 |17.03.2004 059:10:55
LOG_BO816 RESTORE Autolog_ 1 10016 17.03.2004 09:10:55 [17.03.2004 21:38:51
LOG_@B6817 RESTORE Autolog_ 1 10016 17.03.2004 21:38:51 |18.03.2004 11:19:29
LOG_@o818 RESTORE Autolog_ 1 10016 18.03.2004 11:19:29 118.03.2004 22:39: 26
LOG_Bo319 RESTORE Autolog_ 1 10016 18.03.2004 22:39:26 |19.03.2004 14:09:38
LOG_@ogze RESTORE Autolog_ 1 10016 19.03.2004 14:08:30 |20.03.2004 04:34 30
LOG_Bog21 RESTORE Autolog_ 1 10016 20.03.2004 04:34:30 | 20.03.2004 21:10:35
LOG_@Bog2z RESTORE Autolog_ 1 10016 20.03.2004 21:10:35 |21.03.2004 14:44: 46
LOG_@o823 RESTORE Autolog_ 1 10016 21.03.2004 14:44:46 |22.03.2004 02:09:37
LOG_Bog24 RESTORE Autolog_ 1 10016 22.03.2004 02:09:37 |22.03.2004 15:10:38

[« [«[¥]

[ U | BLA ) 200y P2 | PWDFO445 | INS 00
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If different database backups are available, the system can automatically determine the
corresponding log backup.

If, alongside the log backups, incremental data backups are also performed, the recovery variant likely to be
fastest can be proposed here.

Alternatives can also be useful if, for example, one of the tapes returns an error because it
has been rendered unreadable due to external influences.
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DB13

= BB
Protokalle  Bearbeiten  Springen  System  Hilfe
& B3 A HS@@IERE DT O08 | EE @
Jobs: DBA-Einplanungskalender
G aktualisieren |[FE5 Tag ‘ Woche H|T§| honat ||E§ Einstellungen sichern | Legende ‘
DEA-Einplanungskalender | @D etalls 2ur Aktion | 47 Bearbeiten | T Liischen | (IHinzufiigen | Eptusiinen | Z2Auswahl der Muster | flBersiriqung | [liDakumentation |
System E7O0 e .
B Juli 2006, Kalenderwoche 28
Kategorie E30 ‘IMomag, 10 |Dienstag, 11 |meoch 12 |Donnerstag‘ 13 |Freitag, 14 |Samstag, 15 |Sonntag, 16 |
ETO
Kalender-1D oy
Einpl-Madus Lakal ] 312 Eg
o ion anzeigen
O0GE | ooy | ull e fon
(242526 27 22l 20l 30l 311 22] vollstandige Datensicherung = H] ] 101
MOl 5 12 19 26 3 10 17 24 31 7 1 05:00 Geplanter Start /15,07 2005 (03:00°08
(DI} 6 13 20 27 4 11 18 25 1 8 06:00 Status Eingeplant
[ML 7 14 21 28 5 [12]19 26 2 9 o700
DOl 8 15 22 29 & 13 20 27 3 10
[FRI @ 16 23 30 7 14 21 28 4 11 os.00 DataBackup
[SA|10 17 24 1 & 15 22 20 5 12 09:00
SOl11 18 25 2 9 16 23 30 & 13
i [T J[«][+] ||10:00 AutalogOn
11:00 Tag(e) um 00:00 01:00 02:00 03:00 04:00 05:00
06:00 0700 08:00 09:00 10:00 11:00
1200 1z:00 1300 14:00 15:00 16:00 17:00
1300 1800 []19:00 [20:00 [21:00 []22:00 []23:00
Aktions-Pad 1400
ollstandige Datensicherung |E| 1500 m [ ) m D Fi 5 5
Inkrementelle Datensicherung B 1600
Automatische Log-Sichetung aktivieren 1700 ] .
= iederhalungszeitraum
Automatische Log-Sicherung deaktivie 1800 Start |15.07.0006 un  |63:80:00]@ Kein Ende
Log-Sicherung 1900 Endenzch |8 |Ausiihrungen
Tahellen fir Update statistics markieren 20:00 el LN 00.00: 50
Update statistics fir markierte Tabellen 2100
Aktion alle 1 Wochen am saturday ausfihren
Alle Optimiererstatistiken aktualisieren 2300
Datenbankstruktur prifen 2300
Datenhankstruktur prifen (nur Tabellen)
DBEM-Kommando ausfiihren
Tabellenstatistik aktualisiaren [=]
Versionsdateien archivieren [+]
@ Aktion wurde zum Kalender hinzugefigt D| ET0 {13 {0013 ‘ 1d1032 ‘ INE ‘ ‘ i
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dbl13 is the scheduling calendar for backups, Update Statistics runs and consistency
checks. A weekly schedule can be used to plan the regular execution of activities.

Transaction DB13C is no longer required with WebAS 7.0 since transaction DB13 allows
scheduling of activities for various instances. Integrate an instance with transaction
DB59. Double-click to go to the database monitoring and via Tools -> DBA Planning
Calendar to transaction DB13. Now the new instance will henceforth be known in
transaction DB13.

If an error occurs during an action, it is displayed with a red background.

The causes of errors can be determined with the familiar diagnosis files. The job logs may
also contain information that is useful in this regard.
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dbm.ebp
SAPd

External Backup Protocol (dbm.ebp)
Is created by each action using a supported backup tool.

Is overwritten with every start of the DBM server, if it communicates with an external backup
tool.

Contents
Configuration values
Commands of the database kernel
Call of the backup tools
Returncodes of the backup tools and of the database kernel
Output of the backup tools
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For diagnosing problems with backups using external backup tools, the log file dbm.ebp
plays a decisive role.

It is stored in the run directory of the database (default: <indepdatapath>/wrk/<SID>.
Using the DBMGUI, you can access the file as follows:

Check -> Diagnosis Files -> External Backup Protocol
Zugriff via DB50: Eigenschaften -> Dateien -> BACKEBP

Note that this file is overwritten after each start of the DBM server when it communicates
with the external backup tool. A new DBM server is started with each dbmcli call, to name
one example.

In addition to information about the configuration parameter of the tool, dom.ebp contains
information about the commands sent to the database kernel as well as the backup tool call.
The error position makes it possible to identify who was responsible for the problem.
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dbm.ebl (1)

External Backup Log
Contains a summary of the last <n> dbm.ebp files.
The number is configurable.

2004-01-16 18:10:51 _I
—————————— start of a new external backup tool action ——————————————————
2004-01-16 18:10:51
setting enwiramment wariable 'TEMP' for the directory for temporary
files and pipes to default "',
setting enviramment wariable 'TMp' for the directaory for temporary files
and pipes to default "'
Using connection to Legato's Metworker with save, recover and mminfo.
2004-01-16 18:10:51
Checking existence and configuration of Metworker.
setting emvironment wariable 'NSR_EMV' for the path of networker's
configuration file to default ' shsrsapdbsens . 1
Found Networker setting for 'HSR_HOME': ' Jopt/nsr’.
Found Netwopker setting for 'MSR_HOST': ‘hgesloo’
Found Networker setting for 'HSR_FULL': 'SAVEDTHCHE'.
Found Networker setting for 'HSR_EXPIRE': '30 days'.
Found Networker setting for 'HWSR_IGWOREERROR': 'WSR serwer hgesl0o.
sz.gesis.
de: busy'.
Found MNetworker setting for 'HWSR_IGWOREERROR': 'sawve: waiting 30
seconds the
n retrying' .
Found Networker setting for 'NSR_SIZEROUWDUP': 'WORMAL' .
Found Networker setting for 'HNSR_SIZEROUWDUP': 'WORMAL'.
Using metworker programs:
Joptsnsr fsave’
CSoptnserecover !
'Soptmse mminfo!
“heck passed successfully.
| | .z
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Because the file dbm.ebp is promptly overwritten, there is a summary of it called dbm.ebl.
This log file contains the last <n> logs, the number of which can be configured with the DBM
parameter DBM_EBLSIZE. The file dbm.ebl is stored in the run directory of the database
((default: <indepdatapath>/wrk/<SID>).

Access via DBMGUI: Check -> Diagnosis Files -> External Backup Log

Access via DB50: Properties -> Files -> DBMEBL

32




dbm.ebl (2)

& Backup-Fehler.tzt - Notepad

File Edit Format Help

=1alx

-]

2004-01-16 18:10:51
Checking medium,.
Check passed successfully.

2004-01-16 18:10:51
Preparing restore.

constructed Metworker <all
1074124952
-c hgessq0l -iv Shnsrssapdb/pipeser’ .

Created temporary file ' Avartmpsremplor4273051
Metworker.

Created temporary file 'Avarsompsremplor4273051
for networker.
pPrepare passed successtully.

‘optsnsrrecover -y

2004-01-16 18:10:51
creating pipes for data transfer.
Creating pipe '/nsr/sapdb/pipesar’
al1] data transfer pipes have been created.
a1l data transfer pipes have been created.

Done.

2004-01-16 18:10:51

starting database action for the restaore.
Requesting 'RESTORE DATA QUICK FROM ' /nsr/sapdb

BLOCKSIZE 8§ M

EDIANAME 'nsr_full from db-kernel.

The database s working on the reguest.

2004-01-16 18:10:51
starting Hetwarker.

Starting Metworker process ' Jopt/nsr/recover -
10741240092
-c hgessqol iy Ansrssapdb/pipeser =»Svar tmpstempl
2rxAvar SLmpstempl
074273051-1".

Process was started successfully.

2004-01-16 18:10:51

waiting for en

—

4]

2
2004 -01-16

"2004-01-16 20:27:45

of the
$10:51
1051

restore operation.
The backup tool s running.
The database s working on the

d
18
18

2004-01-16
2004-01-16

2004-01-16
2004-01-16

18
18

10
10

56
56

The backup tool
The datahase is

is running.
working on the

2004-01-16
2004-01-16

18
18

H
11

06
06

The backup tool
The datahase is

is running.
working on the
The database has finished work on the
reguest.
Receiving a reply from the database kernel.
]

Got the following reply from db-kerpel:
sqL-Code 1-0026 <£E::j

2004-01-16 20:26:54

20:26:54

The backup tool 9= running.

2004 -01-16 20:27:00 The backup tool 9= running.

The backup tool 95 running.
2004 -01-16 20:27:54 Canceling tool after the timeout
of 60 seconds elapsed.

Tryinﬁ to break pipe 'Ansr/sapdb/pipeser’.

Pipe has been broken successfully.

The pipe '/msr/sapdb/pipeser’ was removed.

2004 -01-16 20:27:57 The backup tool s running.

.é004—01—16 20:28:50 The backup tool s running.

reguast.

reguast.

reguast.

Metworker has been started successfully.

4]
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knldiag

Meldungsdatei  Bearbeiten  Springen em  Hilfe
& alaH @@ CHEISTOoa | EE e
Ausgabe einer Meldungsdatei

[ ——
~ BP E30 Aktuelle Meldungen k Alte Meldungen k Fehlermeldungen |
Eigenschatten
3l Alert-Monitor
3 gAk‘tuellerStatus @ @ @ 2 m‘“—"ﬂl}|$|E]|||EI||§|Elaalﬁll
> Dgg‘;?”a“’“ Aktuelle Datenbankmeldungen (800 KB)
L 3 SQL—::'erTormance Daturm Zeit FID Typ MsglD|Label Meldungstext
= [ Meldungen 2004-05-14 132855 |61 12769 [INFO Starting SERVERDB.  'E30° [=]
= 25 Kemn 004-05-14 132855 |61 12770 [INFO SERVERNODE: 134777 [+]
BR aktuell 2004-05-14 [1328:55 611 12773 [INFO Diate: 0004-05-14 =
B At 20040514 132855 611 12771 [INFOI Process ID: 10671
£ Fehler 2004-05-14 132855 611 12772 [INFO Cwner.  ‘e30adm’
5B Database Manager || [Z004-05-14 (132855 611 12781 INFO Version:  ‘32EBIT Kemnel'
R Remote SQL-Server | [2004-05-14 (13:28:55 |61 12781 [INFO Version:  ®3LINUX7.4.3 Build 032-121-068-842'
b [ Protokalle 20040514 |13:28:55 |61 12806 |INFO Machine: 1686
[ID Tabellenrviews Z004-05-14 132855 |61 12780 |INFO DEROOT.  feapdbidatabwrkiE30"
) Datenbank-Trace Z004-05-14 (132855 611 12780 [INFO LD_LIBRARY_FATH: TsapdbiE30dbilib:/sapdb/E30/dbis ap’
IBIEHPEE AR 20040514 [1328:65 |61 12831 |INFO FRadriUm cpU time: unlimited
E g :fa':‘r'fhi?:”” 20040514 [13.28.55 |61 12032 |INFO madmum number of processes. 0 MB
2004-05-14 |13:28:55 B11 12891 |INFO maximum core size: 0 MB
2004-05-14 |13:28:55 611 12882 |INFO maximurm number of open files: 1024
2004-05-14 |13:28:55 611 12933 |INFO masirmurm file size: unlimited
2004-05-14 (132855 B11 12895 |INFO maximurm number of threads: 1024
2004-05-14 132855 611 12934 [INFO maximum stack size: 1 MB
2004-05-14 |13:28:55 611 12935 |INFO lockable memaory size: unlimited
2004-05-14 |13:28:55 611 12833 |INFO maximurm virtual memaory size: unlimited
2004-05-14 (132855 B11 12926 |INFO resident set size size: unlimited
2004-05-14 |13:28:55 B11 12894 | INFO maximum heap size: unlimited
I 0 werasuge 2004-05-14 [13:28:55 B11 12898 [ENVIROM  |Environment dump start
0040514 132855 611 12808 [ENVIRON | LESSKEY=feteilesskey bin —
20040514 [13:28:55 611 12898 [EMNVIROM | DIR_LIBRARY=/usrisap/E20/SY Siexeirun %
] I [+
[+ | E30 (13 (00D pI4TTT NS o
g o

The knldiag file contains messages that occur during communications between the
MaxDB kernel and the runtime environment. This file is recreated each time the database instance
is started. The previous file is renamed knldiag.old. The messages - apart from the header
(start messages) - are overwritten cyclically.Error messages are recorded in knldiag but
also - due to the risk that they will be overwritten there - in the file knldiag.err. This file is
written continuously.

The file knldiag is stored in the run directory of the database ((default:
<indepdatapath>/wrk/<SID>).

Location, size and name of the file can be changed with the setting for the parameters
_KERNELDIAGFILE and KERNELDIAGSIZE.

Access via DBMGUI: Check -> Diagnosis Files -> Database Messages

Access via DB50: Problem Analysis -> Logs -> Kernel Administration
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Stack Backtrace in knldiag

B9 Check - Di is Files - Database M |X||
2004-04-28 17:26:48 19849 ERR 11599 ETRACE ——-——» 3ymbolic Stack Back Trace <--—— ;I
2004-04-25 17:26:458 19549 ERR 11599 ETRACE 0: 0Ox05491782 eo670_CTracedtack +0x001:2

Z0D4-04-25 17:26:48 19549 ERR 11599 ETRACE Jraid/sapdb/E30/db/ pom/ kernel

Z004-04-25 17:26:49 19549 ERR 11599 ETRACE Frameinfo [0x40fedZa0] (0x0,0x0,0x5000000c, Ox1)

2004-04-258 17:26:49 19549 ERR 11599 BTRACE 1: 0x05435708 wvabort +0x0019

2004-04-28 17:26:49 19849 ERR 11599 ETRACE fraid/sapdb/E30/db/ pomd kernel

2004-04-25 17:26:458 19549 ERR 11599 ETRACE Frameinfo [0x40fedzZS0] (0x402015d0, 0x0,0x875a700,0x4002dd51)

Z00D4-04-25 17:26:48 19549 ERR 11599 ETRACE Z: 0x035d5877 RTE_Crash FRCZ0SAPDEErr HMessagelist +0x00L7

Z0D4-04-25 17:26:48 19549 ERR 11599 ETRACE Jraid/sapdb/E30/db/ pom/ kernel

2004-04-258 17:26:49 19549 ERR 11599 BTRACE Frameinfo |pElcimc i oL OO el DedOfadtal Q=0EAE0F

2004-04-28 17:26:49 19549 ERR 11599 BTRACE 3: Ox084elcal Iqult,EVEct,or_lZIOHan_Volu.mE1R18IOI‘Ian_IKernelPagEsRCZDIOMan_CJ.uster4
2004-04-28 17:26:459 195459 ERR 11599 ETRACE S raid/ sapciree T e T T

2004-04-25 17:26:458 19549 ERR 11599 ETRACE Frameinfo [0Ox40fedzZel] (0Ox40fed3z0,0x0,0x0,0x56c4382)

Z004-04-25 17:26:45 19549 ERR 11539 ETRACE 4: 0x056174b3 WritePages 21I0Man SinglelogbeviceiR1SIOMan IKernelPagesRCIOICHan
2004-04-258 17:26:49 19549 ERR 11599 BTRACE fraid/sapdb/E30/db/ pom/ kernel

2004-04-28 17:26:49 19549 ERR 11599 ETRACE Frameinfo [Ox40fedS550] (Ox4283119c,0x2,0x42afc938, 0x40£fedE33)

2004-04-28 17:26:49 19549 ERR 11599 BTRACE 5: 0x084d58h9 WriteLogPages_ 13I0Man ManageriRtllIOMNan PagesliZgLog PageRC18Log Cl
2004-04-25 17:26:458 19549 ERR 11599 ETRACE Jraid/sapdb/E30/db/ pom/ kKernel

Z0D4-04-25 17:26:48 19549 ERR 11599 ETRACE Frameinfo [0x40fedS90] [0x4E2a31195,0xZ,0x4Zafcd38, 0x40fedsss)

2004-04-258 17:26:49 19549 ERR 11599 BTRACE 6: 0x085686b69 FlushPages 10Log WriterRt11TOMan Pages1ZS8Log Page +0x003d
2004-04-25 17:26:458 19549 ERR 11599 BETRACE Sraid/sapdh/E30/ db/ porn kerne 1

2004-04-28 17:26:49 19849 ERR 11599 ETRACE Frameinfo [0x40fedg94] (Ox42a30ed0,0x2,0x42afco38, 0x40fedece)

2004-04-25 17:26:49 19549 ERR 11592 ETRACE 7: 0x08567e75 PreparelndFlushPageVector 10Log WricerbRZI1Log Rawbevicelterator +C
Z0D4-04-25 17:26:48 19549 ERR 11599 ETRACE Jraid/sapdb/E30/db/ pom/ kernel

Z004-04-25 17:26:49 19549 ERR 11599 ETRACE Frameinfo [0x40fedfd4] (Ox4Zafec9lc, Ox4E2afc9535,0x5000000c, 0x84aZc29)

2004-04-258 17:26:49 19549 ERR 11599 BTRACE 8: 0x08587806 Run  10Log Writer +0x05d6

2004-04-28 17:26:49 19849 ERR 11599 ETRACE fraid/sapdb/E30/db/ pomd kernel

2004-04-25 17:26:458 19549 ERR 11599 ETRACE Frameinfo [0Ox40fed7a4] (Ox4ZafeSlc,0xz2101,0x40fed830,0x30)

Z00D4-04-25 17:26:48 19549 ERR 11599 ETRACE 9: Ox0832757Z khSe0LogWriter +0x00Za

Z0D4-04-25 17:26:48 19549 ERR 11599 ETRACE Jraid/sapdb/E30/db/ pom/ kernel

2004-04-258 17:26:49 19549 ERR 11599 BTRACE Frameinfo [Ox40fed544] (Ox42afe91c, Ox2, 0x40fedB594, 0x852c554)

2004-04-28 17:26:49 19549 ERR 11599 BTRACE 10: Ox08104£47 ak%lrun non_ user process +0x004f

2004-04-28 17:26:459 195459 ERR 11599 ETRACE fraid/sapdb/E30/db/ pom/ kernel

2004-04-25 17:26:458 19549 ERR 11599 ETRACE Frameinfo [0x40fedSc4] (0x2,0x401das98,0x40fedSL4,0x5104L50)

Z0D4-04-25 17:26:48 19549 ERR 11599 ETRACE 11: Ox0510558d aS%lmainprogam with allocator +0x0041 J
2004-04-258 17:26:49 19549 ERR 11599 BTRACE fraid/sapdb/E30/db/ pom/ kernel

2004-04-28 17:26:49 19549 ERR 11599 ETRACE Frameinfo [Ox40fedS£4] (Ox40feda34,0x5,0x401db3le, 0x401das93)

'};I]Flﬂ—ﬂﬂ—'?ﬂ 17:+7?R=40 10240 FRR 1154099 RTRACF 17« NvNR4Z324AN O d41mveatsdl ] lamratarindral 1 Mainnryare H0w01 00 I _"LI

© SAP 2007 / MaxDB 7.6 Internals — Error Diagnosis/Page 35

When the database crashes, support often needs to know at which point in the source
code the database was when the crash occurred.

On Unix/Linux, this information is usually generated from a core dump with a debugger. On
Windows, this information is found in the file drwtsn32.log, but only if Dr Watson is
registered as the system debugger.

Core dumps can be very large. Writing a core dump delays the crash of the process.

For that reason, when a crash occurs the MaxDB kernel automatically writes the backtrace
stack and values of the CPU register to the knldiag file.

If the problem is due to an error in the database software, the cause can usually be found
using this information.

In the present example we see a simulation of an 1/O error during writing to a log volume. It
is not a software error.
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Event Viewer

SAPd

Under WINDOWS NT important messages are additionally written to the event log.

Example:

1 Event Yiewer - Application Log on \WP28121

Log “iew DOptions Help
Date

|Suurce

|Catcgury

(@ 15.02.99

Sapoui

MNone
il
Fast

@ 150293 144958

@150293 143209 ADABASDRE2Y  Fast 18144
@ 150293 135816 ADABASDRE2Y  Fast 18144
@150293 133330 Sapgui Marne 42
150299 10:20017 liveCache: Loa Fast 18285
150299 10:16:28 liveCache: Loa Fast 18239
150299 1016:23 liveCacheLoa Fast 19083
@&150299  10:16:23 liveCache: Loa Fast 18081
150299 10:16:22 liveCache: Loa Fast 18285
150299 10:09:38 liveCache: Loa Fast 18239
150299 10:09:34 liveCache:Lca Fast 19083
69150799  10:09:34 liveCache:lca Fast 149081
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Event Detail
D ate: 15.02.99 Ewent ID: 18144
Timne: 14:53:46 Source:  ADABAS:DBE2S
Uszer dliz5448 Type: Error
Computer: P28121 Categony: Fast
Description:
[4DABAS - DbE2 : |

-ERROR TID: O<11E PID: 0x153 MsglD: 18144
Devspace 'C:ADBE2ILOG', position 2082 was marked as bad

Deta: %) Bytes: € Wiords

4 of

Cloze I Previous Hest Help |

If the file knldiag has already been overwritten, you may still find useful information here.

36




knltrace (1)

SQL Manager (AK)

Data Access Manager
Communication Base Layer (KB)

VTRACE ON

Data Access Manager VTRACE FLUSH

Base Data Layer (BD)

v

knltrace

'y

trace_prot

ABKMNSTX | A = AK virace

B = BD vtrace

K = KB vtrace

M = Message buffer
N = Net vtrace

S = Strategy

T = Time vtrace

X = SWITCH output
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The kernel trace, or Vtrace, is used for analyzing executed SQL statements.

When you activate Vtrace, you specify which areas of the kernel the file knltrace is written from. Generally a
default setting is taken.

The kernel trace is not active by default. The default trace has a minimal effect on system performance. Each
UKT writes to its own main memory buffer, precluding collisions during trace writing. If you select other
options, however, writing the trace can be resource intensive and should be done only where needed for
problem analysis.

For the trace output, you specify the levels or modules of the kernel for which the logs are to be extracted.

Data concerning strategies and times is only output if the options OPTIMIZER or TIME, respectively, are
active for the Vtrace.

The SWITCH output contains data from the trace of a so-called slow kernel. A slow kernel is a special
MaxDB debugging kernel. It is only used upon the special request of development or support.

The Vtrace can be activated for a single user session (FOR SESSION).

To prevent cyclical overwriting, the writing of the trace can be switched off automatically when a specified
error code occurs (STOP ON ERROR).
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knltrace (2) - Procedure

m Switch on the VTRACE

m Execute database action
(as single database user, if possible)

m VTRACE FLUSH
m Switch off the VTRACE

m Convert the file to ASCII format
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Switching the Vtrace on or off as well as flushing it can be done with the dbmcli, the DBMGUI
or with transaction db50. Flushing the Vtrace can also be done with the SQLSTUDIO.

Required dbmcli commands:

Activate:

dbmcli —d <SID> -u <dbm-user>,<password> trace_on default
Flush:

dbmcli —d <SID> -u <dbm-user>,<password> trace_flush
Deactivate:

dbmcli —d <SID> -u <dbm-user>,<password> trace_off

Evaluate:

dbmcli —d <SID> -u <dbm-user>,<password> trace_prot <Optionen>
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DBMGUI Kernel Trace (1)

-
| | Database Manager 1Ol =i
File Edit Yiew Instance KernelTrace Help
ooleoe |8 ®|. = =
t— Databases 3 a

545 DE72S 510
Information & Check - Kernel Trace - S10 <]
Backup Optionz Igdvanced I Protocol l
Recoverny Mark the kernel trace options I e | e
T and switch them ON/OFF. LRI EzselpHon
Chack . Includes Index, Lock, Long, Pages, Standard, Table
5 Daotab Selected options: O @ ndex Interfaces according accesses to indexes
alsbase Default O @ Lock Lock collisions and their elimination
Ep Backup O ®Long Accesses ko LOMG columns
Ewent Monitar O @ Pages Lo
[ﬂ) Server O @ standard Beginning of all parts of the packet interface
% Files O @ Table Accesses bo primary data
% Kerne! Tiace Oe Ob].ects Accesses to ob].ects {includes add, get, alter, free)
[0 @ Chjects add  Accesses o objects
[ @ objects get Accesses ko objects o
[0 @ chjects alter  Accesses to objects
[ @ cbjects free  Accesses to ohjects
O @ select Complete message buffer of SELECT, GET, FETCH, SELECT ROW and LINION
O @ nsert Complete message buffer of INSERT
=g o o e i

Configuration I

e~ X B

Database [ Error Code|Selected Items on| [ Date/Time |
Msas -4 ¥SERNER. might be inactive 12.07,2001 17..,
|3 510 S10onp2EE1E
™~ T D—T- U THIeTTrrS = TOr DIy roSTST=ay

You can administer the database kernel trace with the DBMGUI.

Unless otherwise specified by development or support, the default Vtrace is sufficient.

You can also activate information about DELETE, INSERT, UPDATE, SELECT and
Optimizer operations.

The Vtrace can be activated and deactivated, flushed, initialized and displayed using the

buttons. During initialization, all information in the trace buffer is deleted.
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Kernel Trace (2)

= o
File= Edit View Instance KernelTrace Help
SIS =R - AP -
t— Databases
Information & Check - Kernel Trace - S10 <]
Backup Options | Advanced I Protacol l
Recovery Set the session to be traced
Tuning and/or et the emor. Tracing .
Chack \é\léllcitrosp when the error [~ Trace session: |All Sessions | (0000 <= Session <= FFFF]
EE Database ™ Stop on ermor: I [-32000 <= Error <= 32000]
Eg Backup
Ewent banitor
[131 Server
PR Files
% Kemel Trace
Conliguration I v |i|| x |

| lE.IE'.sthtion

¥SERYER might be inactive

| Drate] Time |
12,07.2001 17...

| Error Code
@ 545 -4

Database

|3 510

510 on p2EE1E 4
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TRACE SESSION
The Vtrace can be activated for particular database sessions. To do so, however, the
database session must be known.

The ouputs of
x_cons <SID> show active and
SELECT * FROM TRANSACTIONS
are helpful in this regard.

STOP ON ERROR

You can set the Vtrace so that it is automatically switched off when a certain error occurs.
This is useful when you want to reproduce a particular problem and know which error will
occur. This function prevents relevant information from being overwritten.
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Kernel Trace (3)

-
| | patabase Manager 1Ol =i
File Edit View Instance KernelTrace Help
S =2 R P
t— Databases a a

545 DE72S 510
Information & Check - Kernel Trace - 510 <]
Backup thionsl Advanced : Protocol |
Recoverny tark the options for = I |
Tuning generating the kernel trace Option Name
Chack protocal. O [a] Order Interface (AK)
. O [b] Record Interface (BD)
Databaze The kemel trace protocal will
be generated on the server. O [k Show Message Block (KE)
Ep Backup Choose Instance -> Check -» | [[1 [m] Message Block
Ewent Manitar Files ta display the kemel O [e] MoEntrypos Cutput
trace protocol.
[13) Server O =1 Strategy
% Files Alternatively use the O [ Time
command lins tool DEMGETF [ [x]  Switch Cutput (Slow Kernel)
[h Kemel Trace and the key KNLTRCPRT.
Configuration I v | e |E| ﬁ]
Database | Error Code | Descridclear | Drate] Time |
Msas -4 ¥SERNER. might be inactive 12.07,2001 17..,
|3 510 S10onp2EE1E
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On the Log tab, you can sort the information from the knltrace file and extract desired
areas to an ASCII file.

You specify the layers or modules of the kernel for which you want to extract the trace outputs; DEFAULT:
abkmx.

Data concerning strategies and times is only output if the options OPTIMIZER or TIME, respectively, are
active for the Vtrace.

The SWITCH output contains data from the trace of a so-called slow kernel. A slow kernel is a special
MaxDB debugging kernel. It is only used upon the special request of development or support.
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Kernel Trace (4)

| | patabase Manager

File Edit Wiew Instance Files Help

5o @0 e |8 e B

t— Databases

545 DETES 510

Ewent bdanitor
[ﬁ) Server
) Files

& Kemel Trace

—————————— from entry 1.6 to 50.8197 {from page Ll to 50} ———-—————-mo—m

===== TEH ===== idld7457Z8
RECEIVE: ascii, full_swap, 70Z05-DEM
(1.6 page 1}
ok f RETUBN ESECMENT 1
=sglstate: '0O0000°

1.6 page 1
{1l segment, len: 40}

(0 parts, len: 407
BEQUEST: ascii, full_swap, 70205-DEM

(1.102 page 1}
dhs SEGMENT 1

{1 seqment, len: 80}

(1 part, len: 30}
session_sqlmode, user_cmd
command PART {1 arguuent, size: 32232}

Information E Check -File - 810 - Kernel Trace Protocol 13.07.2001 10:35:53 - B
Backup | 3
Recoverny
Turing wxx KERNPROT 7.2.5 2001-07-13 09:34:35 wxx
Check
L) Database Input File: D:iInstroot_Sl0%wrkiZl0iknltrace. dat
Eg Backup

Configuration I

ClH DEE S

Database

| Error Code

| Description | Drate] Time

@ 545 -4

¥SERYER might be inactive

12,07.2001 17..,

|3 510

510 on p2EE1E

4

© SAP 2007 / MaxDB 7.6 Internals — Error Diagnosis/Page 42

You can display the contents of the Vtrace via the menu path ,Check -> Files -> Kernel
Trace Protocol’

Even if you can find the evaluated error using the search function, it is all but impossible
for a customer to form an independent interpretation of this trace. Errors can be found here
only with knowledge of the source code. Thus the trace file should be provided to

development.
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DB50: Problem Analysis - Kernel Trace (1)

Datenbank-Trace Bearbeiten &

H o CHE ODLO BAR @M

Datenbank-Trace

~ BF E30
Eigenschaften
B Alert-Manitor

Trace starten/stoppen k Erweiterte Optionen setzen k Trace auswerten/anzeigen |

e Datenhankkonsole
= Datenbank-Trace

= 53 Aktueller Status @ 1 Trace ein | 1 Trace ein (Level) |@ Trace aus |ﬁ Trace init |
A Ubersicht Akthitaten M | Status|Komponente Le...|Beschreibung
b O Kernel-Threads @ |DEFAULT DefaultIncludes Index, Lock, Long, Pages, Standard, Ta
L g l#iﬁt_igcpheer?ﬂtlbnsncilitte | @ |NDEX Index Interfaces according accesses to indexes
b 1 5QL-Sperren [ @ |[LOCK Lock,Lock collisions and their elimination
[ @ |[LONG Long Accesses to LONG columns
I [ speicherbereiche
Systemeinstellungen LI| @ [PAGES FEFERIIO) pages
AN — [ @ |[STANDARD Standard,Beginning of all parts of the packet interface
b & Problemanalyse [ @ |TABLE Taple,Accesses to pr|m§ry daFa
b 1 Kanfiguration 0| @ |OBJECT Ohijects Accesses to objects (includes add, get, alter, fre
B 1 Statistiken [ @ |OBJECTADD Ohjects add Accesses to objects
[ @ |OBJECTGET Ohijects get,Accesses to objects
[1] @ |OBJECTALTER Ohijects alter Accesses to objects
[ @ |OBJECTFREE Ohijects free Accesses to ohjects
| @ |[SELECT Select,Complete message buffer of SELECT, GET, FET
[ @ [NSERT Insert,Complete message buffer of INSERT
_____ [ @ |UPDATE Update Complete message buffer of UPDATE
< (3 Werkzeuge ]| @ |[DELETE Delete,Camplete message huffer of DELETE
Iz Database Manager (GUI) []| @ |ORDCER Order,Complete arder packet
e Datahase Manager (CLI) 1] @ [OPTIMIZER Optimize, Optimizer output
T SOL Studio o] | T

[ ENY]

[l

b [ E30 (1) @0y b=l p34777 | INS

7
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Administering the kernel trace (vtrace) can also be done with transaction db50.

Initialize Trace: If you want to be sure that only subsequent database actions are
logged, choose Initialize Trace.

Activate Trace: To activate the trace, first choose your trace options, (usually default
options) and then Activate Trace.

You can activate more trace options while the trace is running by selecting them and
choosing Activate Trace again.

Then the program that received the short dump, for example, is restarted.

The "Status" column shows whether the trace is currently activated, and with which
options. The activated options are displayed in green.

43




DB50: Problem Analysis - Kernel Trace (2)

Datenbank-Trace Bearbeiten Springen

@ ala B QCHE DDLOD FAE @m
Datenbank-Trace
¥ BPE3D Trace starten/stoppen ' Erweiterte Optionen setzen k Trace auswertenfanzeigen

Eigenschaften

Alert-Manitor
< 3 Aktugller Status Optionen sichem

2 Ubersicht Aktiitaten Trace einschalten
P @ Kernel-Threads ® fur alle Sitzungen
b (3 ¥O-Operationen

o0 Kritische Ahschnite O nur fir die Sitzung mit NMummer E]

P [ 5QL-Sperren

I [ speicherbereiche e o
Systerneinsteliungen @i el
Transaktionen
@ automatisch bei Fehlercode -3017

> (3 Problemanalyse
> [ Konfiguration
b (3 statistiken

< (3 Werkzeuge
Iz Database Manager (GUI)
e Database Manager (CLI)
I S0IL Studio
e Datenhankkonsole
= Datenbank-Trace

| b [ E30 (1) @0y b=l p34777 | INS y
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On the ‘Set Adabced Options’ tab, you can determine whether the kernel trace should be
written only for a selected session and whether it should be stopped automatically in
case of a selected error code in order to prevent overwriting.

44



DB50: Problem Analysis — Kernel Trace (3)

Datenbank-Trace Bearbeiten =

H o CHE ODLO BAR @M

Datenbank-Trace

~ BF E30
Eigenschaften
Alert-Monitar
= (3 Aktueller Status
2 Ubersicht Aktiitaten
3 Kernel-Threads
[ 1¥o-Operationen
oo Kritische Abschnitte
1 50L-Sperren
(3 speicherbereiche
Systemeinstellungen
Transaktionen
> (3 Problemanalyse
> [ Konfiguration
b (3 statistiken

7 ¥

v

Trace starten/stoppen k Erweiterte Optionen setzen

" Trace auswerten/anzeigen |

< (3 Werkzeuge
Iz Database Manager (GUI)
e Database Manager (CLI)
I S0IL Studio
e Datenhankkonsole
= Datenbank-Trace

@ @ Puffer durchschreiben |Iﬂ Trace auswerten G Trace anzeigen |Ei|
M |Filter |Beschreibung
[a] Order Interface (AK)
[B] Record Interface (BD)
[K] Show Message Block (KB)
[ |[m] Message Block
1 1[e] Mo Entrypos Output
1151 Stratedgy
It Time
1] Switch Output (Slow Kernel)
Datel der Trace-Auswerfung | E30. prt
Auswertung vom: 22.06. 2005 14:22:18
Groze der Auswertungsdate: 11.748 Byte

b | E30 (1) oon) bl | p3d777 | NS

7
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When the program you want to check has been terminated, the Vtrace has to be flushed
so that the information in the buffer is written to the disk.

Flush Trace Buffer : To analyze the trace, choose ,Fluch Trace Buffer'.

Format and Display Trace : To format and display the trace in a legible form, first select
the desired layers and then Analyze Trace'

Display Trace : Immediate display can be effectuated with Display Trace.

As the resulting file <SID>.prt can attain a considerable size, you can use the right-hand
button to save to a local file.

The extracted trace is then read and analyzed by support and development.
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knldump

Contains the global memory, e.g.:
Lock lists, data cache, catalog cache, ...
Administration structures of these caches

The file is created in the following ways:
DIAGNOSE: by a user with DBA rights
dbmcli: db_stop —dump
when the database crashes

The file ‘knldump’ might become very huge. It contains binary data which can be
transferred to a readable form with DIAGNOSE.
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In case of crash or hanger situations due to manual interventions, the database generates
a dump that contains the information from the global memory.

UNIX: No dump is written if the database crashes due to a UNIX signal.

The file knldump is stored in the run directory of the database ((default:
<indepdatapath>/wrk/<SID>).

If there's not enough memory here, for example, you can change the location and name of
the file with the parameter _ KERNELDUMPFILE.

As this is a binary file, displaying it with the DBMGUI or transaction db50 is not useful.
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rtedump (1)

Status of the runtime environment in case of crash
X_cons <SID> show all
helps to identify previously active tasks
detailed information about the individual tasks
region statuses, suspend reasons, counter statistics

Additional analysis for knldiag output
No formatting necessary (legible file)

Storage in run directory
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If a crash occurs, the status of the runtime environment is recorded in an rtedump.
The data corresponds to that in the output of x_cons <SID> show all

The file can be viewed directly in a system editor; no further formatting with a tool is
required.

The file rtedump is stored in the run directory of the database ((default:
<indepdatapath>/wrk/<SID>). Location and name of the file can be changed with the
setting for the parameter  RTEDUMPFILE.

Access via DBMGUI: Check -> Diagnosis Files -> Runtime Environment Dump
(RTEDUMP)

Access via DB50: Properties -> Files -> RTEDUMP
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rtedump (2)

Example:

Identification of the active
task (status "Running")

Detailed information
about this task

Identification of the
affected application server

If necessary, additional
information in the system
log as well as in the dev log
tell you more about the
triggering command.
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P rtedump2.txt - Notepad -0l x|
Eile Edit Format Yiew Help
[ewe] . J
1|E416:| 1la OxF28 User 7324% RUnning < 027
Task Type stack used stack free
T41l6  User Q2.4 G31.6
[...]
T416 a User { pid = 7924 5]
remote_node T DDATHLOL remote_pid T 7924
dispatcher_cnt: 59788780 command_cnt 111549217
exclusive_cnt @ 40499417230 self_susp_cnt @ 141816
Resume count 0 total 42518% History [ T5947 TH548 TH48 ]
self_read_io : 0 dev_read_Jo T G522
state_vwait 1 1291 state_vsleep @ 337791 state_wsus 1 425189
prio_total_cnt: 10443 from_oth_ukt: 10080
]
==> WP auf DDATHLOL # pid 7924
MiNusFNsaphIPZADO0workdev_wlé. old <
DIA 16 660 JI=9BUG
ZIZI Bv4 Datenbankfehler 800 beim FET-zZugriff auf Tabelle
EQUI_ADDR aufgetreten
C Fri Feb 03 10:36:41 2006
C WWW ERROR =»> SOL FETCH C_0%1 on connection DE_QOQ0, ro=800 (Implicit
SERVERDE restart (connection aborted))
[dbsTadd. ¢ 4831]
C  SELECT i FROM "EQUI_ADDR" WHERE "CLIENT" = 7 amnD
"POST_CODEL" LIKE 7 OR "POST_CODEL" LIKE 7 OR "POST_CODEL" LIKE 7 )
AND  ROWNUM <= 7
| vl 4

In addition to the information from knldiag , the output of rtedump can be of use in
analyzing crashes. This can be the case for a variety of reasons as this dump contains
a plethora of information from the runtime environment. But these special cases will not

be discussed further here.

An example is shown on the slide. rtedump can help identify the command that caused a

crash by determining the tasks that were active at the time. They are in the x_cons

<SID> show task part of the output and marked "Running". In the detailed information
for each individual task you'll find the application server under “remote_node”. In the
system log or the dev logs of this application server, commands are logged that led to
some problem. Even if it cannot be guaranteed that the identified command was solely

responsible for the crash, it is still worthwhile to try to reproduce the crash and (for

instance with activated traces) determine the cause of the error.
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* bad, *.cor

Dump of corrupt pages
Checksum error: *.bad
Problem with page content identified: *.cor

Storage in run directory

Formatting done with x_diagnose
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If corrupt pages are identified, they are written to the file system so they can be subjected
to further analysis.

A corrupt page is dumped as a *.bad file if the 1/0 check found an error while importing a
page.

A *.cor file is generated if a content problem is identified with the available context
knowledge while working with a page in the cache.

The files are generated in the run directory of the database ((default:
<indepdatapath>/wrk/<SID>.

As these are binary files, display with DBMGUI or transaction db50 is not useful.
Evaluation is done with the tool x_diagnose.
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DB50 - Access to Diagnosis Files

Eigenschatten Bearbeiten Springen 2 Hilfe

@ DHE ano0 I BREm @ m

Eigenschafien
=)

=~ BF E30 Mame der Datenbankverbindung E20
ETETERETEN DE-Name Fan
=L Alert-Monitor
= DB-Si 34777
= {3 Aktueller Status ener B ;
22 Unarsicht Aktivitaten Betriebszustand k Werzeichnisse Dateien |

I 3 Kernel-Threads
[» [ Wo-Operationen || & F I B IIEI%FMQ'QUEQI@“'
=B Kritische Abschnitte
[» 1 saL-Sperren Dateitibersicht
b [ speicherbereiche Datei-10 Dateinarme Grike| Daturn Zait Beschreibung Diateityp
Systemeinstellungen KNLDIAG knidiag 810,681 |22.03.2004 |15:39:37 |Database Messages ASCI
MERSAAIIER KMNLDIAGERR knidiag.er 285640 |09.03.2004 |16:44:56 |Database Errors Ascll
b g PEISHRERELSD KNLDIAGOLD knidiag.old 810,681 |09.03.2004 [13:10:20 |Database Messages (OLD) ASCI
E = :fa:‘ﬂsgﬁiz?m KNLTRC knitrace 5177.344 |22.00.2004 150754 |Database Trace BINARY
UTLPRT dbm utl 810,234 [10.03.2004 [14:06:03 |Utility Statements ASCI
BACKHIST dbm kni 7537 10032004 |14:06:03 |Backup History ASCI
BACKMDF dbm madf 3646 (10032004 |13:60:42 |Backup Media History ASCI
DBMPRT dbrm.prt 815106 (19.03.2004 (11:40:10 |Database Manager Pratocol ASCI
DBMMDF dbm.mmm 724 |07.08.2003 |16:56:30 |Database Manager Media ASCIH
DBMPAHI E30 pah 50428 [13.02.2004 |14:41:30 |Database Paramater History ASCII
LCINIT Icinitlog 1130 |26.05 2003 |16:44:31 |LiveCache Intialisation ASCI
LCINITGMD cinit 16478 |24.04 2003 |20:58:07 |LiveCache Intialisation Script ASCII
LCINITHIS Icinit his 1130 |26.052003 |16:44:31 |LiveCache Intialisation History ASCI
INSTPRT dbmins 698 452 |27.022004 [14:33:24 |Installation Protacal ASCII
KNLTRCPRT E30prt 686129 [19.08.2003 [15:0558 |Kernal Trace Protacal ASCI
> o e rzougn DBAHIST dbahist prt 638 [10.032004 |14:06:03 |DBA Action Log ASCII
DIAGDIR File 128 [09.03.2004 |16:44:56 |Diagnose Histary DIRECTORY
ANALYZER analyzer 1383 |22.03 2004 (000221 |DB Analyzer File DIRECTORY

[ IE3D(1)(DDD) p34777 INS o
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With SAP transaction db50, error diagnosis can be performed for a running (online)
database using the SAPGUI. Which tool you use is a matter of personal preference;
however, this redundance is often useful, for instance if only certain activity types or not all
passwords for the various access types are available to you.

db50, then, also allows simple access to all diagnosis files of the database via the menu
option Properties and the Files tab. Here you see an unarranged list; the actual contents of
the most important diagnosis files are still located on the various menu paths.

Using transaction db59, you can administer multiple MaxDB and liveCache instances from
a SAP WebAS.
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dbmcli

nmand Prompt - telnet p34777

p3&ill:e3Badm 87> dbmcli -help
usage: dbmcli [<options>] [[-c] <DBMServer-Command>]
<options>:
-u username ,passwd  (DBH user)
-U [userkey] (default DBMUSR)
—-ulUTL [username,passwd] {UTILITY session)
-uSQL [username,passwd] {SQL session)
-uSRY (Service session)
2 {show version of server)
dbname {set dbname)
dbroot {set dbroot)
node {name of servernode)
inputfile {Default stdin)
inputfile {Default stdin)
outputfile (Default stdout)
protocolfile {writes subsequent protocol)
{local mode, don’t use with -n)

-5

<DBMServer—Command> :
Evervything after the options will be sent to DBMServer.
For more information about the DBMServer-Commands use
the DBMServer-Command help.

p34117:.e30adm 88>
p34117:.e30adm 88>
ndatll:e3B0adn 88>
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dbmcli is used for line-based database administration work; the name is an acronym for
Database Manager Command Line Interface.

It can be useful for short ad hoc queries in a telnet session or for use in scripts. For more
extensive administration tasks, the DBMGUI is preferable as it initiates the action and does
not require precise knowledge of the command sequences, which can be very complex.

Commands are sent to the DBM server, which processes the requests; the commands that
have been sent are logged in the file dbm.prt .

The dbmcli allows you to open a utility or an SQL session, which means that SQL queries
can be sent to a database in the online operational state.

51




dbmcli

archive_stage
archive_stage_repeat
autolog_cancel
autolog_off
autolog_on
autolog_show
autorecover

backup_cancel
backup_ext_ids_forget
backup_ext_ids_get
backup_ext_ids_Tist

backup_history_listnext
backup_history_open
backup_ignore
backup_replace
backup_start
backup_state

trace_show
trace_on
trace_off
trace_flush
trace_clear
trace_prot

varsion

=
backup_ext_ids_Tlistnext
backup_history_close
backup_history_date
backup_history_1ist

‘-\\\\\\\\

recover_cancel
recover_chack
recover_config
recover_ignaore
recover_replac
recover_start
recover_state
recover
recover_voluma
release

T

\

state_

show

show_11st

show_next

service_caonnect
a service_release
sgl_connect
sgl_execute
sgl_fetch
sgl_info
sgl_recreateindex
sgl_release
sgl_updatestat

//’

check

\

SADd

user_create
user_delete
user_get
user_getall
user_?etrights
user_Togon
user_put
util_actiwvate
util_connect
util_execute
util_getpage
util_putpage
util_release

package_info
param_abortsession
param_addvoTume
param_checkall
param_commitsession
param_copy
param_directdel
param_directget
param_directgetall
param_directgetallnext
param_directput
param_extget
param_extgetall
param_extgetallnext
param_getdefault
param_getexplain
param_getfull
param_gethelp

£41 e>

load_systah
Tload_r3tab

param_gethistory
param_gethistorynext

db_addwoTume

db_clear

db_admin

db_cons

dh_create

dh_drop

db_enum

db_migratecatalog

GG dhan_delete
db_onTine dban_start
db_re dban_stop
dbh_reinstall dban_state
db_restart dbm_configset
dh_restartinfo dbm_configget
db_speed dbm_getpatﬁ
db_stata dbm_setpath
db_start dbm_version
db_stop diag_histlist
db_unreg diag_pack

event_Tist
event_set
event_delete
eyvent_release
event_wait
exec_lcinit
exec_nipingsrv
axec_xpu
exec_Toad
exec_sdbinfo
exec_xload

file_getfirst
file_getlist
file_getnext
file_operation
file_restore

medium_date
medium_delete
medium_get
medium_getall
medium_Takel

infa medium_labeloff1ine
info_next medd um_put
Tnst_enum

inst_reg

inst_unreg
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param_getproperties
param_gettype
param_getwvalue
param_getvolsall
param_getvolume
param_Tnit
param_put
param_restore
param_rmfile
param_startsession
param_versions
pure_execute

The dbmcli, as the illustration makes clear, has an extensive range of functions. You can
display the list of possible commands in a domcli session with help. The help information
contains additional information about which parameters have to be entered and what type

of logon is required.

Some commands cannot be used alone, but only make sense as part of a command

sequence.
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dbmcli - Examples

lect Command Prompt - telnet p34 777

th???:eBBadm o> dbmcli -u control,control -d E30 param_directget RUNDIRECTORY
RUNDIRECTORY /sapdb/data/wrk/E30
th???:eBBadm 98> dbmcli -u control,control -d E30 version

uersion os, dbroot logon, code, swap

“7.4.3" . "UNIX" /sapdb/ES@/db ,False ,ASCIT,?

BE&??? e30adn 59> dbmcli -u control control —-d E30 param_gethelp LRU_FOR_SCAN
Specification of scan performance in the data cache

p34777:e30adm 60> dbmcli -u control,control —-d E30 -uSQL sape30,sap sql_execute
"select = from messages where msgno = -9026"

‘System error: BD Bad datapage’
83&??? e3ﬁadm 61> dbmcli -u control,control -d E30 medium_get Data_tmp
Data_tmp FAtmp/E30 . backup FILE DATA 0 8 YES NO
20030612182306 20036612182306
8%&???:e3@adm 62> dbmcli -u control,control -d E38 db_speed

034777 :eI0adn 63> A
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The examples show some commands that are useful for diagnosis; these are stand-alone
commands that can provide an initial overview of the situation.

In command 60, in addition to logging on with the DBM operator, you must also specify a
user authorized to access database objects.
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dbmgetf

lect Command Prompt - telnet p34777

p3&i7l:e30adm 82> 11
dbmgetf -help
usage: dbmgetf [<options>]
<options>:
dbname  {name of datbase)
-u user,pwd {user for authorization)
node {name of servernode)
id {id of database file)
file {name for local file - optional)
{quiet mode)
{list file id’'s)
<param> (DATE or LINE parameter)
<opid> {SHRINK or DELETE operation)

nmand Prompt - telnet p34777

p34 {71 :e30adm 84> dbmgetf -d E38 —u control,control -1

KNLDIAG

KNLDIAGERR

KNLDIAGOLD

KNLTRC

UTLPRT

BACKHIST

BE%E?F dbmgetf -d E30 -u control,control -k UTLPRT

DBMMDF

DBMPAHT dbmgetf -n p34777 -d E30 -u control,control -k KNLDIAG
B | C THIT

LCINITCHD

LCINITHIS

INSTPRT

KNLTRCPRT

DBAHIST

DIAGDIR

ANALYZER

a4
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dbmgetf is a tool that enables quick access to log files, for instance in a telnet session. It
is mainly used internally since, in general, the GUI-supported display options are more
convenient.

With the -n option, you can specify a computer on which you want to enable remote
access.

The log files are not addressed by the names stored in the operating system, but rather by
abbreviations, which can be displayed using the - option.
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DIAG_HISTORY

1! Database Manager -0l x|
File Edit Wiew Instance Actions Tools Help

S50 | %8 (%[ -dmRoE |

-] My Folders | [Mame [ State [ Data | og | Sessions | Data Cache Hit... | fwto Log |
=B Servers [Bp34777EIN  Oniine EEE W -+ R | 0x On
B <Locak
H 1oz7
o -8 poawE ||
43 Hot-Standbys
Lo Al =l
(3 p34777:E30 Ell
Infarmation
Backup
Reco v [} Database Messages A5CI S15KE  03.01.2006 16:57:20  KNLDIAG
T uning [} Database Erars &
Ehech [C) Diatabase Messages (OLD] & | 1) Check - Diagnosis Files El
% Databasze Structure: ﬁ Utility Statements [ File |0
aBacku Histaor L) E =
B Backup DAL FOLDER
RS e [ B ackup Media Histary A OLDER
Shahass [ Database Manager Protocol &) (3020051215 _23-21-43 FOLDER
0 Diagnosis Files [#) Database Manager Media A
EE Databaze Trace [} D atabase Farameter Histary A
@ Databasze Analyzer 3 LiveCache Initialization Script
[€] Installation Protacal & - =
ﬁ E.ermel Trace Protocol Ao IE: Check - Diag Files El
[} DB Action Lag A5CI File ID
[£) Database Trace BINARY 34 L
3 "bad" file for problem analysis  BINARY .
[ knidiag B00KE  31.08. 2004 15:35:21
[ rtedump 105KE  31.08.2004 12:40:15
|3 p2a777E20 4
Configuration I
[ |5 p24777E30 e
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There is an automatic procedure for receiving important information about crash situations.

The following files do not have to be explicitly backed up after a crash since they are
automatically copied to a backup directory:
knldiag, knltrace, knldump, rtedump, *.dmp, *.buf, *.stm

If the database recognizes that it is being restarted after a crash, then the necessary files
are backed up to a directory with the following naming convention:

u<DB-NAME>_<DATUM>_<ZEIT>, e.g.: S10_20001114_12-09-45
The backed up diagnosis files are deleted from the original directory.

The backup directory is under the directory DIAG_HISTORY_PATH (which must be
configured) and is referred to as the history in the following.

You can also configures the number of histories (DIAG_HISTORY_NUM). If you exceed
this number of histories, then the oldest history is deleted when a new backup is made.

The database can still be restarted if a backup cannot be made correctly.
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CHECK DATA / CHECK TABLE
SAPd

CHECK DATA [Options]

Checks structural consistency of the whole database. If no errors are found, ,bad flags” in the
so-called filedirectory and the root page are reset.

CHECK TABLE <OWNER>.<TABLENAME> [Options]
Checks all pointers within the specified table tree.

Mirroring

If data volumes are mirrored by means of the operating system or by hardware, the database
cannot influence which disk is used for reading pages. CHECK TABLE may not find any
errors.

Errors

If CHECK TABLE delivers an error, hardware problems must be solved and a backup must be
restored.
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Check Data (previously Verify) checks the structural consistency of the entire database. It
considers tables as well as indexes and Long columns.

The semantics of the data model is not taken into account. Logical errors are not found,
but only errors caused by hardware defects.

Every page contains a check number. This is calculated with each read-1/0O and compared
with the value stored on the page. If the values are different, there is an error.

One typical error that may be detected is BAD DATA PAGE.

Check Table checks all dependencies and links within the specified table tree. Indexes are
not taken into account.
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CHECK DATA - Options

EXTENDED
Extended check of the key sequence

WITH LONG CHECK (former WITH SHARE LOCK)
Additional check of LONG columns
Share lock is set

EXCEPT INDEX
Indexes are not checked

WITH UPDATE
Execution in DB mode ADMIN
Additional maintenance of the converter: page numbers with no references are removed.
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Another diagnosis option is calling
CHECK DATA EXTENDED.

This performs a more precise check of the key lengths and checks the sequence of the
primary keys on all levels of the B* tree. Because this option is CPU-intensive, execution is
not standard. As of version 7.6.01 it is standard behaviour for CHECK DATA and CHECK
TABLE, because CPU load can now be neglected due to the performance of modern
CPUs.

The option WITH LONG CHECK makes an additional check of BLOBs. As the name in
older releases suggests, a lock is set on tables while the command is executed.

To save time when checking the database, you can use the option EXCEPT INDEX.
Secondary indexes are not checked in that case.
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Consistency Checks (1)

Transaction db13, Actions
dbmcli: db_execute check data

Check Table (f.e. via
transaction db50 -> Tables)

Alktion einplanen fir Do. 22.04.2004
Starzeit 11:21:00
FPeriode (ochen) Kalender
Aktion

(Complete data backup

SUPERDEA
CHMREFRT

Eigenschaten | Definiion | Indizes | Optimiererstatistiken |

4G Tabellenkonsistenz |

ncremental data backup

. +Enahle automatic log hackup

 +Disable automatic log backup

Log backup

(1 Check optimizer statistics <
(' Refresh optimizetispace statistics

i Create new optimizerispace statistics

Eigenschaften
Typ TRELE Zugriffsrechte SEL UPD

mmand Prompt - dbmcli -d DB75 -u control,control

dbmcli on DB75>db_execute check data

— E"-_"i_i'_-"iCheck database structure (all objects)
1 Check database structure {only tables)

o (B Sofortstarten | 3§
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The structural consistency of the database can be checked in different ways.

If you choose 'Check database structure (all

objects)’ transaction db13, all B* tress,

including indexes, are checked. ,Check database structure (only tables)‘ checks only the

tables.

You can also start consistency checks with t

he dbmcli:

dbmcli > db_execute check data (checks all tables and

indexes)

dbmcli > db_execute check table <owner>.<tablename> (selection of a table)

Transaction db50 enables you to select a table for which ,Check Table* (see next slide) is

then initiated.
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Consistency Checks (2)

DBMGUI: Check -> Database Structure

i!{l:heck Database Structure )
{4 DB75
. Check Database Structure
Information
Select the type of check database structure vou want to perform.

Backup
Recovery <

Tuning + Check database structure in operational state OMLINE :

In the OMLIME operational state, the structural consistency of all tables, indexes, LOMG
Check columng ete. is checked,

% Databaze Stucture...
(™ Check databasze structure and clear converter in operational state ADMIN,

@ Backup.. Ir the &0 MIN operational state. first the zame checks az in the OMLINE operational state

[Ei Databaze Server are executed. Uzing the results of these checks, the converter iz updated: all the pages that

%j Dfiegmasis s the database system did not read during the checks [which means that they no longer
contain any valid data) are deleted.

& Database Trace

@ Database &nalyzer {~ Check databaze stucture for a selected table in operational state OMLINE.

In the OMLIME operational state, you can also choose to check only one table. For this
table, the system executes the same checks as when checking all data.

Configuration

i3 DB7S < Back I Mest » I Carcel
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In the DBMGUI, choose Check -> Database Structure. There are several options.

A consistency check can be done in various operational states. In the ONLINE operational
state, the structural consistency of all tables, indexes, and Long columns is checked. In the
ADMIN operational state, the converter is also updated; pages that are no longer
referenced are deleted.

The check can be restricted to a single table.
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Consistency Checks (3)

SAPd

i!{l:heck Database Structure

Dlﬁerent ChOIceS Check database structure -
EXtended ake setings.

Except Index In the OMLIME operational state, the structural conzsistency of all tables, indexes, LONG columnz

With Long Check etc. iz checked.
Catalog

| checks, for example the ascending order of keys.

[¥ Except Index
l Indexes are not checked. This option normally accelerates the checks.

i!{l:heck Database Structure

Check database structure for a selected table
Specify table and make settings.

In the OMLIME operational state, you can alzo choose to check only one table. Forl
system executes the same checks az when checking all data.

Dhrer: Isuperdba

Table name: Isysmonitor

3 DB75 ¢<Back [ St | Cancel |

Additional checks, for example the ascending order of keps.

[~ With Long Check
If the baze table that iz to be checked containg LONG columns, then the spstem checks

whether all the LONG values defined in the base table stil exist. In order to ensure
transaction consistency, an SOL read lock is set during the check.
[~ Catalag Check database stucture

Checks the cansistency of the database catalog, (Checking of database structure successfully finished.

: I::> Checking of databage structure successfully finished. <::|
3 DB75 ¢<Back [ St | Cancel |
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The selection options EXTENDED, EXCEPT INDEX, WITH LONG CHECK have already
been explained.

CHECK CATALOG enables you to check the catalog information of a selected table.

A database structure is very time-consuming and CPU-intensive. In your production
system, plan a check only for times in which the database system has a light load (for
instance on weekends), or perform the check on a separate system copy.
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Consistency Checks (4) - Returncodes

dbm.utl | Check - Diagnosis Files - Utility Stat t
Z004-11-29 15:32:43 41AE330E0001 0000 R3T REITART
2004-11-29 15:32:47 41AB330BO0O0O1 0OO01 RET RETURNCODE u]
Z004-11-30 10:35:01 41AC3F79000Z 0000 REQ CHECK DATL
Z2004-11-30 10:35:06 41AC3F720002Z 0001 RET RETURNCODE 0; <—=
Z004-11-30 11:11:32 41AC47540003 0000 REg CHECK DATA EXTENDED EXCEPT INLDEX
2004-11-30 11:11:32 411C47540003 0001 RET RETURNCODE (o)
| |
dbm.prt 2004-11-30 11:11:31 0X000009¢0 0DBM  command db_execute CHECK DATA
2004-11-30 11:17:37 0x0000079c 0DBM  command db_execute CHECK TABLE

IE]

J= |
_'IJ

kn |d|ag 0 Check - Diagnosis Files - Database M

[...1

[...1

[...]

l

2004-11-30 13:
2004-11-30 13:
2004-11-30 13;
2004-11-30 13:

2004-11-30 13;:
2004-11-30 13:

2004-11-30 13:

2004-11-30 13:

53:
53:
53
53:

53:
53:

53:

53

59
59
59
59

59
59

59

59

0x710
OxSE4
0xSE4
O0xS8E4

0xS5E4
0xSE4

OxSE4

ox710

53000
53022
S3022
53022

S530z22
530zz

53022

53000

CHECE Start check tables and indexes
E+*TREE Check Catalogl: 44664 (Root)
E*TREE Check Catalogi: 59552 [(Root)
E+*TREE Check Index: 29560 (Root

E*TREE Check Table: 14594 (Root)
E*TREE Check Table: 59332 (Root)
E*TREE Check Long: 44751 (Root)
CHECE Check data finished =successfully <=

e

il
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You can check whether CHECK DATA was successful in the files dom.utl, dbm.prt or in

knldiag.

If a non-zero return code is returned, an error has occurred and the defective data object
must be determined. The roots of the defective B* trees are listed in knldiag.
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Check Backup (1)

Backups are checked using a service database.
No data is written to the disks.
Service database merely occupies disk space.
Check of parallel backups is possible.

Check if the backup
is complete
has valid contents
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Before you overwrite the backups of one generation, you should make sure that you have
an intact backup.

Since the check of a backup is executed on a special service database which merely uses
disk space for log files, no resource bottleneck occurs.

The service database is automatically registered when a database instance is created and
is stored under the name .M<version> (e.g.: .M750019).

(In older releases, the Name _ SAPDB<SID> was used, though the name was shortened to
8 characters, so part of <SID> was lost.)

For a restore, the processes are logged in knldiag and the I/0O can be monitored with
X_cons.
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Check Backup (2)

atabase Manager

File Edit View

Instance  CheckMedium  Help

_{oi x|

5o ®0e| 8%

t— Databases e
545
Informatian B cCheck-Backup -S10
Backup Narne | Location | Device Tyvpe | Backup Tvpe | Modified | Size (KE) | Overwrite |
Encovety E:":Bkcj t*:g Fb“:g'ﬁgﬁct':g the [ Frest Parallel Complete  22,06,2001 15:10:03
Tuning P ' ERtanen WA kanan TAPF Crmnlete N5.NA.ZOM 173:19:03
Check =l LOG =S E
Databaze Backup Type: ElLos diitempisy_log  FILE Log 10.07.2000 13:47:37
Log Elroccosewiglangermedienname  hier FILE Complete #2.06.2001 15:06:52
Ewent bdanitor Locatio:
0D Server Modifed:
% Files d:\temphav_log
o kanel Trace 10.07.2000 13:47:37
| 1]
@ | P W | &
o .
Configuration I L
Database | Error Code | Description | Drate] Time |
@s10 -24983 sql error [backup_restore_check "LOG" LOG 001]; -903,Message not available,.,  13.07.2001 13...
545 -4 ¥SERMER might be inactive

12.07.,2001 17...

|3 510

510 on p2EE1E 4
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®

In the DBMGUI, you can execute a check of a backup by choosing ‘Check -> Backup'.

Then you have to select the appropriate backup medium.
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Check Backup (3)

atabase Manager 2

12.07.,2001 17...

=10l
File Edit View Instance CheckMedium Help
e oe|a|x|w =
t— Databases a a
545 DE72S 510
Information Check - Backup - S10 [ %]
Backup Mediurn | Location | Transferred | Status |
Recoverny Please specify the log file - :
Tuning number for backup check. koG Idiltehblsy. log
Check =l L0G
Databaze B e
Eg Backup Log
Ewent bdanitor Locatio:
0D Server Modifed:
% Files d:\temphav_log
[é Kemel Trace 10.07.2000 13:47:37 Location: d:\temphsv_log
Log File: 43
@ .
Configuration I el

Database | Error Code | Description | Drate] Time |
@s10 -24983 sql error [backup_restore_check "LOG" LOG 001]; -903,Message not available,.,  13.07.2001 13...
545 -4 ¥SERMER might be inactive

|3 510

510 on p2EE1E

4
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Then, with log backups, you can also specify the version number.

You start the check with the start button.
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Check Backup (4)

| | patabase Manager 1

=10l
File Edit View Instance CheckMedium Help
oeoe|a|x|%: =
t— Databases a a
545 DE72S 510
Informatian B cCheck-Backup -S10 &
Backup Mediurn | Location | Transferred | Status |
Gocoien) Eheckicomplsted. VL0G  diitemplsv_log.043 2304 KB transferred {100%)
Tuning
Check
Database
Eg Backup
Ewent bdanitor Check Result | Walue |
9 Server Label LOG_00043
% Files Beginning 13.07.2001 13:46:45
[é Pt T e Media Marne LOG
Pages 2558
volurnes 1
From Page 3689757
To Page 3690024
First Commit 14.05.2001 09:24:07
Last Cornmit 14.05.2001 09;26:55
Configuration I .&
Database | Error Code | Description | Drate] Time |
@s10 -24983 sql error [backup_restore_check "LOG" LOG 001]; -903,Message not available,.,  13.07.2001 13...
D545 -4 ASERVER might be inactive 12,07.2001 17...

510 on p2EE1E 4
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When the check is finished, the result is displayed in the DBMGUI.
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Examples of Problem Situations

Log full

DB full

Crash, Emergency Shutdown
System hanger

Restart problem

System copy

I/O problems

System errors —9026, -9028
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Connect Problems: Check with R3trans

d & on p: fsap 0 o [ 4]
p34777 :e30adm B4> | seteny SOLOPT "k |

p34777 :e30adm 65| R3trans —d

This is R3trans version b.07 lrelease b20 - 23.04.02 — 10:12:007).

ZEETW16Y no connect possible: "DBMS = ADABAS D —-— DBNAM

E = --"
R3trans finished (0012).

p34777 1e30adm 66| more SAFDE.Z17°10. oot |

<htmlr<head:<meta http-eguilv="Lontent-Type" content="text html; charset=otf-5"><
Ahead><body ><{PRE>{PLAINTEXT>

PRODUCT : SAF DB C-FreComp Runtime

ORIVER : Ssapdb/programssruntimes 7301 11b/1ibpor

WERSIOM @ 7.3.1

BUILD : 015-000-085-214

wverslion :P_1, P_Z

SQOL STATEMEMT @ FROM MODULE : dbslada AT LIME : 5326
Statement Mame : :0x000016

QUTPUT & LZU  : ®3Z2ILIMUX 7.3.1 Build 015-000-095-105
OUTPUT @ PCR : C-PreComp 7.3.1 Build 015-000-0585-214
START @ DATE @ Z004-04-20 TIME : 0017 :45:40

EMD : DATE @ 2004-04-20 TIME : 0Q017:45:40

SESSION 1

OATABASE @ DB_000

USERKEY : DEFAULT

SQOLMODE 1 BAFPR3

SERVERDE : E30
SERVERMODE : p34777

COMMECT "SAPRX " IDEMTIFIED BY :4 SQLMODE SAPR3 ISOLATIOM LEVEL O
TIMEOUT o

SQL STATEMEMT @ FROM MODULE : dibslada AT LIME : Z@<'3

Statement Mame : :0x000013

SOLCODE:  —40038 Unknown user namespassword comblnatlon

SOLERRO(INDEX_5) : 1 SEC. FOR STATEMEWNT

START @ DATE @ Z2004-04-20 TIME : 0017 :45:40

END : DATE @ 2004-04-20 TIME : 0017:45:41
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"Connect" problems can usually be reproduced quite easily with R/3trans. Call R3trans
with option —d or —x.

The Precompiler Runtime of the database creates a trace if the variable SQLOPT contains
the value "-X". The trace is written to the file SAPDB.<PID of the client process>.pct.

In this example either the user name or the password is incorrect. The user SAPXXis
probably not correct.

Check the xuser specifications with the command "xuser list". Maintain the xuser data as
described in note 39439.

With "Connect" problems, it is often helpful to have a look in the dev logs (the dev_w* files
from the work directory in the SAP system).
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Log Full - Identification

State x
DE74 Diata: | — 5% |
F Total: 40960 KB Perm: 1.200 KB Temp: 162 KB Used: 1.962 KB Free: 32.002 KB
hg Log: e ———————— | ————————— e ————
OMNLIME ) :'_I'otal: 16.365 KB Used: 16.3658 KB Free: 0 KB

B ———————————— L2 |
Used: 3 Free: 2

D:ssapdbMindep_dataswrk\DB74>x_cons DB74 sh act
SERVERDB: DB74

1D UKT Win TASK APPL Curr‘ent Timeout Region
tid tupe pid sta priority cnt trv

T13 7 @x89@ User 1344 LOG FULL {246) B0
& knldiag - Notepad il o e |
Eile Edit Format Help
2004 -04-05 OxBS0 19864 DCOM Release instance IID:{FC2F8867-6983-1102-A97F-00A0C54311A5}, _j
2004-04-05 OxE90 19651 COMNECT Connection released, T13
2004 -04-05 Ox390 19633 COMMECT Connect reg. (Tl3, Node:'' 47
2004 -04-05 Ox890 19863 DCOM Create instance IID: {FC2F886? 6983—11D2 —ASFF-00A0C94311 A5,
2004 -04-05 0x210 1 Log Log is full.
2004 -04-05 0x210 2 Log Log is nearly full (9% percent). =
2004 -04-05 0x210 1 Log Log is full.
2004-04-05 0x210 2 Log Log is nearly full (99 percentl.
2004 -04-05 0x210 1 Log Log is full.
2004-04-05 0xX890 WRN 42 Log LoS FULL: task 13 suspended
2004 -04-05 Ox740 44 Log Savepoint requested by Tl reason 'Log_writer' (started).
2004 -04-05 Oxaz2d 4 Pager svwP(1l) start write Data
2004-04-05 Oxazd 5 Pager SWPCL) Stop Data Io, Pages: 172 Io: 47
2004 -04-05 Oxaz2d & Pager svP(2) wait for Tast spTit, Taskid: 34
2004-04-05 QxAZd 7 Pager SWPC2D Stop wait for Tast sp'l'lt, Pages: 0 IC: O
2004-04-05 0x210 2 Log Log is nearly full (9% percent).
2004 -04-05 0x210 1 Log Log is full.
2004-04-05 0x210 2 Log LDg is nearly full (99 percent).
2004 -04-05 0x210 1 Log Log is full.
2004 -04-05 OwA2d 53070 SAVPOINT B2OPREFARE_SVP: 4
2004 -04-05 OxaZd 8 Pager SWP(3) sStart write Data
2004 -04-05 Qxazd 9 Pager SVP(3) Stop Data Io, Pages: 1 Io: 1
2004 -04-05 OxAZd 10 Pager SWP(3) start write cConverter
2004 -04-05 Qxazd 11 Pager SVP(3) Stop Converter IO, Pages: 8§ Io: 8
2004 -04-05 OxA2d 53071 SAVPOINT B2OSWP_COMRPLETED: 4

current write FIDS'ITZ'IDI"I ****************
all | 3
e

A Log Full situation first manifests itself in that an hourglass is displayed for all dialog users
who are performing change actions. This suggests that the database is at a standstill and
the user tasks have been stopped.

A quick glance in the DBMGUI shows that the log is 100% full, both in a bar and in text
form.

Alternatively, knldiag and x_cons offer the same information.

As a general rule, we recommend using automatic log backup, which usually keeps this
situation from happening.
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Log Full - Solution

Release the log full situation:
Perform a log backup

#’Backup Database Instance 5

Backup Type
Select which type of backup you want to perfarm.

“what type of backup you want to perfarm? |} 35t Complete Data Backup:

Label: DAT_00001
" Complete Data Back Date: 05.04.2004 11:1%:55
SEhse Medum  DATT
" Incremental Data Backup olumes: 1
Size: 240 Pages
{+ Log Backup LogPage: 1014
Activate/deactivate automatic Last Incremental D ata Backup:
log backup Mewver
Last Log Backup:
Mever

2 DB74 < Back I Mewt » I Cancel
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A Log Full situation can ONLY be resolved by executing a log backup.

The Backup Wizard guides you through the required steps.

Adding a new log volume is NOT a possible way of solving the problem. As log volumes
are cyclically overwritten, the pointer is usually 'somewhere in the middle' of the device and
cannot jump to a new volume.
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DB Full - Identification

D:\sapdbixindep_datahwrk\DB74>x_cons DB?4 sh act
SERVERDB: DB74

Win  TASK APPL Current Timeout Region Hait

tid  tupe pid state priority cnt try

0:890 User 2104 db-full (197)
& knldiag - Notepad =10oi =]
File Edit Format Help
2004 -04-05 Oxn2d 5 Pager SWP(3) Start wWrite Data :d
2004 -04-05 Oxazd 9 Pager SVP(3) Stop Data IO, Pages: 1 Io: 1
2004 -04-05 Oxazd 10 Pager SWP(3) Start write Conwverter
2004 -04-05 Ox820 19633 COMWECT Connect req. (Tl5, Mode:'', PID:2532)
2004-04-05 Oxaz2d 11 Pager SWP(3) Stop Converter Io, Pages: 8 Io: 8
2004-04-05 Oxazd 53071 SAVPOINT BZ0OSVP_COMPLETED: 18
2004 -04-05 0x590 WRN 39 Conwverte DB FULLCFBM): Task 14 suspended (45 pages changed
2004 -04-05 OxS20 WRHN 3% Converte DE FULLCFBM) : Task 14 susgended 45 pages changed
2004 -04-05 OxAZ4 52024 AUTOSAVE 200 pages —-»> "dibackupsdb?a.log.olz”
2004-04-05 OxB90 WRN 39 Conwverte DB FULLCFBEM): Task 14 suspended (45 pages changed
2004-04-05 0x890 wRMN 39 Conwerte DB FULLCFBM): Task 14 suspended (45 pages changed _ 4
2004 -04-05 0x590 WRN 39 Conwverte DB FULLCFBM): Task 14 suspended (45 pages changed
2004 -04-05 Ox890 WRN 39 Converte DE FULLCFBM): Task 14 susgended 45 pages changed
2004 -04-05 OxAZ4 52024 AUTOSAVE 6989 pages —-»> "dibackuphdb?a.log.olz”
2004-04-05 0x54 8 19626 IO Async I/0 thread stopped, 'd:isbackuphdb?4.log.olz’
2004 -04-05 Oxaz2d 52031 AUTOSAVE ready
2004 -04-05 0x590 WRN 39 Conwverte DB FULLCFBM): Task 14 suspended (45 pages changed
2004 -04-05 0x890 WRN 39 Conwverte DB FULLCFBM): Task 14 suspended (45 pages changed
2004 -04-05 0x890 WRN 39 Conwerte DB FULLCFBEM): Task 14 suspended (45 pages changed
2004-04-05 0xB90 WRN 3% Conwerte DB FULLCFEM): Task 14 suspended (45 pages changed
2004 -04-05 Ox890 15651 COMMECT Connection released, TI15
2004 -04-05 0x590 WRN 39 Conwverte DB FULLCFBM): Task 14 suspended (45 pages changed
2004 -04-05 OxE90 19633 CONMECT Connect red. (T15, Mode:'', PID:2532§
2004 -04-05 0xB90 WRN 39 Conwerte DE FULLCFBM): Task 14 suspended (45 pages changed
2004 -04-05 0x890 WRN 39 Conwerte DE FULLCFEM): Task 14 suspended (45 pages changed
2004-04-05 0x890 wRMN 39 Conwerte DB FULLCFBM): Task 14 suspended (45 pages changed
2004 -04-05 0x890 WRN 39 Conwverte DB FULLCFBM): Task 14 suspended (45 pages changed
2004 -04-05 0x590 WRN 39 Conwverte DB FULLCFBM): Task 14 suspended (45 pages changed
2004 -04-05 0x890 WRN 39 Conwverte DE FULLCFEM): Task 14 suspended (45 pages changed
2004-04-05 0x890 WRN 39 Conwverte DE FULLCFBEM): Task 14 suspended (45 pages changed
2004-04-05 0x890 wRMN 39 cConwerte DB FULLCFBM): Task 14 suspended (45 pages changed
2004 -04-05 0x890 WRN 39 Conwverte DB FULLCFBM): Task 14 suspended (45 pages changed
2004 -04-05 OxS90 19651 COMMECT Connection released, TL1S
2004 -04-05 0xB90 WRN 39 Conwverte DE FULLCFEM): Task 14 suspended (45 pages changed
- - e current write position ————————————————

=

1| | H
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A DB Full situation first manifests itself to the user exactly as it does with a Log Full. The

user tasks are suspended and no further actions are possible.

Here too, the DBMGUI (without picture), knldiag and x_cons provide information about the

hang situation.
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DB Full - Solution

—iDix
File Edit Wwiew Instance Actions Tools Help
188 |50 |2 Q%% =8¢ cd |
i [C1 My Folders | | Mame | State | Data | Log | Sessions | Data Cache Hit.. | AutoLog «|
E‘% Servers B DEV3 3 Mot connected J
. <L_°Ca|: F DE73 4 Mot connected
= dsiD4g DET4 Oriine 96 % 19% | G0 | 100% On
“§ 10062 {1l pp7s Not connected B
4 | »
3 DB74 e anhoation vl =1
Information IE Data Volumes | % LogYolumes |
B 2 = General |
ackup Mame I S|ze| Typel Location |
Recovery E DATAODOD 40.960KE  File  DAT_O0O
Tuning ggiliggg; @ Mame: DATADDOZ
o
She (s DATADID4
Configuration :_:@ DATANNDS e - 40.960 KB
8 Backup Medium - 40,00 MB
s Locatior;  |DAT_0002
1= Parameters I : 50123 gB
(2, Volumes Tupe: IFlIe . ages
E] Log Settings
%7 Hat Standby
ﬁ Uzers
", Mapchar Sets
a Temchar Sets
@ Upagrade Syste...

| ()8 I Cancel
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To resolve a DB Full situation, you have to add another data volume.
To do this, choose Configuration -> Volumes'.

The DBMGUI generates default values for the new volume and directs the rest of the
process.
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Crash of the Database: kill

knidiag Signal 9: A thread of the database has been
kKilled with , kill —9*.

%3 Check - Diagnosziz Files - Database M g

2004-04-19 16:46:02 15397 11561 COMMUNIC Connected T38 local 15803
2004-04-19 16:46:03 15558 11561 COMMUNIC Connecting T39 local 15353
2004-04-19 16:46:03 15897 11561 COMMUNIC Connected T39 local 15953
2004-04-19 146:46:03 15895 11560 COMMUNIC Releasing T39

2004-04-19 16:46:03% 15898 12929 TALSKING Task T39 started
2004-04-19 16:46:03 15598 11007 COMMUNIC wait for connection T3S
2004-04-19 16:46:03 15397 11560 COMMUNIC Releasing T33

2004-04-19 16:46:03 15897 12929 TASKING Task T35 started
2004-04-19 16:46:03 15397 11007 COMMUNIC wait for connection T3S

2004-04-159 16:46:25 u} 12547 DESTATE EKernel exited without core &

2004-04-19 1l6:46:25 u] 125850 DESTATE EKernel exited due to signal 9 (3IGEILL)

2004-04-19 16:46:25 u] 12808 DESTATE Flushing knltrace pages

2004-04-19 1f:46:25 o 11987 dump rte rtedump written to file 'rtedump’

Z004-04-19 16:46:25 u] 12696 DESTATE Change DbState to 'CFFLINE ' (28] -

4| | »
|3 p3#777.TEST 4
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The first place to look after a database crash is knldiag. In this example, the database
process on Unix/Linux received signal 9. Signal 9 comes from "outside" and is not caused
by the database. On Unix you can find a short description of the signals in the file
/usr/include/sys/signal.h. Linux stores these definitions in /usr/include/bits/signum.h.

Interesting signals:

SIGILL 4 /* lllegal instruction (ANSI). */

This signal comes from outside and implies a hardware problem.

SIGABRT 6 /* Abort (ANSI). */

Termination without further information.

SIGKILL 9 /* Kill, unblockable (POSIX). */
Process/thread was terminated with kill.

SIGBUS 10 /* bus error */

Error predominantly in the bus system; usually an error in the database software.
SIGSEGV 11 /* Segmentation violation (ANSI). */

Memory overwrite; usually an error in the database software.
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Emergency Shutdown: Log I/O Error

knldia: . .
J Error during write to alog volume ’

[EJ Check - Diagnosis Files - Datab M ] —’

17:23:45 16076 11561 COMMUNIC Conn ng T38 local 16220 =

17:23:45 1115 11561 COMMUNIC Cont ed T38 local 16220

17:23:45 16079 ERR 11000 singleio User reguested I/0 error writing to devno Z page 635

17:23:45 16079 ERR 34 IoHan Log wvolune 1 is set to bad

17:23:45 16072 11000 wdetach 'LOG 001' devno 2 T2

17:23:45 16077 125822 TASKING Thread 16165 joining

17:23:45 16168 11566 stop DEVi stopped

17:23:45 16077 125822 TASKING Thread 161629 joining

17:23:45 16169 11566 stop DEVi stopped

17:23:45 16079 ERR 14 IoMan leooess error on Log voluwe 1 blockno 63&: IS0 error reguest

17:23:45 16079 ERR 16 IoHMan EMERGENCT SHUTDOUWN

17:23:45 16075 ERR 111596 DECRASH wabort:Emergency Shutdown, IOMan Volume.cpp: 650

17:23:45 16079 ERR 11599 ETEACE ————> Emergency Stack Back Trace <--———

17:23:45 16079 ERER 11599 ETRLCE (0) :0x5491752 [Ox41£5d260] (0x0,0x0,0x5000000c, 0x1)

17:23:45 16079 ERR 11599 ETRLCE [2):0x5455709 [Ox41£5d250] (0x402015d5, 0x0, 0x575a700, 0x4002c

17:23:45 16072 ERR 11599 ETRALCE [4) :0x85d45977 [0x41£5d2b0] (0x40200001, 0x2a8, 0x41£8d2e0, Ox5E

17:23:45 16079 ERER 11599 ETRLCE (&) :0x84e0ca2 [Ox41£8d2e0] (0x41£584320, 0x0, 0x0, 08604382 =

EI.‘)Q-AI: 1EN70 FDD 11E0Q0 RTDWTR (=R BN p EEE =N Rar ¥ § 2] FMuoddF2AEENT (MNwrd20A41 10~ Me? NMuedlaoc~axcsh78 nvﬂ1icl_|
| p34777.TEST .
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Errors while writing to the database log are very critical, in particular if the database is not
being mirrored.

Determine the cause of the 1/0O error. For this example, the error has been simulated.

If the log is mirrored on the database side, then
m provide a new disk for the log volume,

m transfer the database to the ADMIN operational state and execute a restore for the volume using:
dbmcli > util_execute restore log volume ‘<name des volumes>‘ ,

m start the database ONLINE.

If the log is mirrored in the system, check whether the error can be corrected in the
system. If that is the case, start the database in the ONLINE operational state after the
correction has been made.

If the log is irreperable, proceed as follows:
m Create a data backup. The backup is consistent on the basis of the last savepoint.

m Back up the current log area. If the log area cannot be backed up, you can use the generated data
backup.

m [nitialize the instance when a functional disk has been provided for the log volume. Import the data
backup and the generated log backup.
You use the Installation Wizard of the DBMGUI to initialize it.
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Identification of a System Hanger

SAP+

Prozel

nsm50l %

FProgrammibodus  Liste Bearbeiten Systern  Hilfe

Bl H I eEa@ BHE HDhon BEEE

¥

Springen  Einstellungen

Prozessiibersicin

8 /0/EEH D] A lot of updates on table ZZTELE occupy

the dialog processes

Hr Typ Pid Status Grund Start Err Sem CPU Zeit Report  Man Benutzer ﬂkt10¢
{_—

(] @ DIA 15449 Tautt ia 1 ] ZFLOCK oee E30 Update ZZTELE

(] 1 DIaf440 Tauft ja 20 ZFLOCK opa E30 Update ZZTELE

(] 2 DIA 1411 Tautt Jia 16 ZFLOCK oee E30 Update ZZTELE

[] 3 DIA 1412 13uft ia 18 ZFLOCK oee E30 Update ZZTELE

(] 4 DIa 1413 Tauft ia 4 ZFLOCK oee E30 Update ZZTELE

; 5 DIA 1414 Tauft ia SAPLTHFE QOG0 E30

O ? HEE 1:12 x::tz: %¢ d025448 on p: /sapmnt/home1,/d025448 o [ 21

[] 8 END 1417 wartet 34777 ied0adm 70r x_cons E30 sh act

[1 8 EBETC 1418 wartet

[J18 BTC 1419 wartet SERVERDE: E30

(11 SPO 1421 wartet

(112 UPZ 1423 wartet ID UET UMIX TASK AFFL Current Timeout Region Wait

tid type pid state priority cnt try item

T37 & 1232 User 1411 Ywait 0o 34 oi(s)
T34 5] 1234 User 1413 Ywait (AR 20 0(s)
T40 &) 1235 User 1410 Ywait [AR ] 37 0(s)
TGO 7 1255 Uszer 15449 Ywait (AR 27 0(s)
TES 7 1260 User 1412 Wwait (AR 36 O(s)
p34777 1e30adm 71k

Active tasks have the status Vwait
(SQL lock)
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This example shows a system hanger situation.

Transaction sm50 or sm66 show numerous dialog processes that are executing updates
on table ZZTELE. If transactions sm50 and sm66 are no longer usable because all dialog
processes are occupied, call the program dpmon on the operating system level. In the
'‘Menu' there you'll see a comparable output.

The database console shows the respective tasks in the Vwait status. The tasks are
waiting for the release of an SQL lock.

At present no other task is active in the database; that is, the lock holder is active in the
application or waiting for user input.
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System Hanger: Who is the Lock Holder?

Waresituationen Bearbeiten Springen  Systern Hilfe
alla B QISHE BHDLHD I FREI@m
Exkiusive SQL-Wartesituationen

13

B Eenscnaents) (10 (] (&8 a] (31570 | [S] ¢ & [Gaz[ =) [n] [E]
B Alert-Monitor Exklusive Wartesituationen

E30

41

= Aguégz::f:ﬁ Task-1D|Appl-1D | Appl-Server pe..|Sperrart Tahellenname|Task-ID |Appl-1D | Appl-Server|Warte

= gKernel-Thr 48 9008  |dewdfm189.wdf sap.corp ﬂ row_exclusive | ZZTELE 40 1410 p34777 @
E Taskl 48 9008 dewdfim1 89 wdf. sap.corp ﬂ rove_exclusive |ZZTELE 1] 1412 p347Ty @
@Thread 48 9008 dewdfim1 89 wdf. sap.corp ﬂ rove_exclusive |ZZTELE 37 1411 p347Ty @
EThread 48 q00g dewdfim1 89, wdf.sap.corp ﬂ rove_exclusive |ZZTELE G0 15449 |p34777 @

B @ li0-Operati 48 q00g dewdfim1 89, wdf.sap.corp ﬂ rove_exclusive |ZZTELE 34 1413 n347Ty @

00 Kritische A

= [0 saL-Sper

Fd Wartes

Ubersi

P 3 speicherbil ]

el Q\qunmninli‘
[«I[]

b [ werkzeuge

—

Task 48 keeps the lock and belongs to
Kl application process 9008.
It is not known as work process.

© SAP 2007 / MaxDB 7.6 Internals — Error Diagnosis/Page 75

Transaction db50 provides more information under 'SQL Locks -> Wait Situations'. All
waiting tasks are waiting for task 48. This task belongs to application process 9008 on the
server dewdfm189. The server is not a SAP application server.

User operations generally has priority. Task 48 should therefore be forced to release the
lock.
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System Hanger: What is Task 48 doing?

Task-hanager Bearbeiten Springen  System  Hilfe

@ Bl @ SHE DDLHO BE @
Task-Manager

Ea [+] | Genutzte Prazessaren 2

Bigenschaeni>] |y anzahl BenutzerTasks 50

L Alert-Manitar

Dﬁu&:}ls::&&:ﬁ Ell@l@"@; B*-Baurmsperren ||X Karmma bbrechen" Sitzung abhbrechen |

= 3 Kernel-Thr Aktive Tasks k Lauffahige Tasks k Benutzer-Tasks k System-Tasks k Alle Tasks |
2 Taskn
B Thread B automnatisches Auffrischen alle 5 @ Sekunden  19.04.2004 15:47:39
@ Threaq In} Thread-1D|Task-Typ A..|Task-Zustand [Zustandsheschreibung |Wart..|Warten ... [Applikation... A
B [ Vo-Operati = _
N | Br 1220 User ait 48 1411 i
= (3 5aL-Sperr 39 1230 |User ait 48 1413 "
53 Wartes 40 (1230 |user ait 48 1410 3
Ubersi g0 1255 User ait 48 15449 0
@ Speicherm; G4 1255 Lser Funning 1414 n
& Swaternain T G5 \ Lser ait 43 1412 1] H
[4]
b [0 Werkzeuge =
\ [ [ (4] ]

Task 48 is not active in the database.
Task 64 works for transaction db50.
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Under 'Current Status -> Kernel Threads -> Task Manager’, task db50 displays the task
activities. Task 48 is not active. The running task 64 formats the information for db50 itself.

To terminate 48, display all user tasks. Select task 48 and choose 'Terminate Session'.

It is not possible to terminate a command for task 48 if task 48 is not active. The lock can
only be released by terminating the transaction. If the locking transaction is not active in
the database, its transaction can be terminated by closing the session.

If a work process which is holding locks is active on the database, the termination of the
command leads to the termination of the transaction. When it receives return code -102,
the SAP system rolls back the transaction and writes a short dump.
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Standstill of the System: Eliminate Cause

¢ d025448 on p: /sapmnt,/home1;/d025448
p34777 :e30adm 87> x_cons E30 s

SERVERDE: E30

1D UKT UNIX
tid
T37 =] 1232
S =] 1234
T40 =] 1235
TG0 7 1255
T65 7 1260

SERVERDE: E30

1D UKT UMNIX
tid
5 =] 1232
139 =] 1234
T40 =] 1235
TG0 i 1255
TGS 7 1260

SERVERDE: E30

10 UKT UNIX
tid

p34777 1e30adm 92

TASK
type
User
User
User
User
User

p34777 :e30adm 88> x_cons
p34777 1e30adm 89 x_cons

TASK
type
User
User
User
User
User

p34777 :e30adm 90> x_cons
p34777 :e30adm 91 x_cons

TASK
type
b

AFPL Current

pid state

1411 Wwait

1413 Wuait

1410 Wuwait
15449 Vwalt

1412 WYuwait
E3Z0 cancel t48
EZ0 sh act

AFFL Current

pid state

1411 Wuwait

1413 Wwait

1410 Yuwait
15449 Wwait

1412 Yuwait
E30 kill t42
E30 sh act

AFPL Current
pid state
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Timeout
priority

D oo OO

Timeout
priority

Do oo O
oo OO0

Timeout
priority

Region

cnt try

48
4z
43
43
43

Do OO

Region
cnt try

48
48
48
48

Regilon
cnt try

Walt
item
154
et
i gag
152
155

Walt
item
166
163
169
164
167

Walt
item

=lol=|

The action 'Terminate Command' in transaction db50 corresponds to the console

command 'cancel <task>‘. You terminate user sessions with 'kill <task>'.

Terminating the locking transaction can take some time. MaxDB works with cooperative
multitasking. The tasks are not managed through a dispatcher instance.

Some actions only check whether the termination flag is set every 30 seconds.

In the console output, if the termination flag was set, this is indicated by an exclamation
mark. If the task remains active (in particular in the Running and I/OWait statuses), it

executes a rollback of the changes that have already been made.
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Restart Failed: Lack of Memory

SAPd

%3 Check - Diagnoszis Files - Databaze M a

| 10:25:00 19324 12931 INFO mwaximum cpu time: unlimited =

| 10:25:00 19324 12932 INFO maximunm number of processes: 0 ME

| 10:25:00 19324 12891 INFO maximm core size: 0 ME

| 10:25:00 19324 12592 INFO max imum nurwber of open files: 1024 J knldlag

| 10:25:00 19324 12833 INFO mwaximmm file size: unlimited

| 10:25:00 19324 12895 INFO maximmn nuwber of threads: 1024

I 10:25:00 19324 12934 INFQ mwaximun stack size: 1 MEB

| 10:25:00 19324 12935 INFO locksble memory size: unlimited

| 10:25:00 19324 12893 INFO maximin virtusal memory size: 4855 ME

| 10:25:00 19324 12936 INFO regident set size size: 488 ME

| 10:25:00 19324 12594 INFO maximun heap size: 455 ME

| 10:25:00 19324 WNG 12448 MEMORY memory Size needed exceesds virtual address space!

| 10:25:00 19324 WNG 12447 MEMORY mwemory Size needed exceeds heap size!

| 10:25:00 193zZ4 12595 ENVIRCHN Environment dump start

I 10:25:04 19326 ERER 11572 MEMORY Not enough mwemory for I/0 cache wanted : S00000 kB! _

S+ttt BEernel ExQit bbbttt

I 10:25:05 u] \___. 5 = " =

| smsssms a 1255 PEY d025448 on p: /sapmnt/homel,/d025448 1 =10l x|

| 10:25:05 o 1195 EOO4—O4—20 10:24:530 19318 128598 ENVIRON Current user id 34387 &ffective id

I 10:25:05 a 1269 3488

[ __ |2004-04-20 10:24:50 19313 12598 ENVIROM Current group id 1008 effective id
1008

_1.! 2004-04-20 10:24:50 19318 128598 ENVIROMN cpu time unlimited
2004-04-20 10:24:50 19318 12832  EMVIROH number of processes 4096
2004-04=-20 10:24:50 19318 128598 ENVIRON number of open files 1024
2004-04-20 10:24:50 19318 123598 ENVIRON core size O KBytes
2004-04-20 10:24:50 19318 128598 ENVIRON file size unlimited
2004-04-20 10:24:50 19318 128598 ENVIRON heap memory size 500000 KBytes
2004-04-20 10:24:50 19315 12593 EMVIROH stack memory size unlimited
2004-04-20 10:24:50 19318 128392  EMVIROM lockalbble memory size unlil d
2004-04-20 10:24:50 19318 128598 ENVIRON virtual memory size 500000 KButes

Xserver*prt 2004-04-20 10:24:50 19318 128598 ENVIRON resident set size 500000 KBytes
2004-04-20 10:24:50 19318 128598 ENVIROM Resource limlt dump completed
2004-04-20 10:24:50 19318 12898 ENVIRON Environment dump start
2004-04-20 10:24:50 19318 128598 ENVIRON LESSKEY=retc/lesskey . .bin
2004-04-20 10:24:30 19318 12892  EMVIRON MAMFATH= usr/local /man: usrs/share
P

%'ksapdb/data/wrk/xserver_p34???.pbti [readonlyl 8221, 65536C 10,1 1%
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In this example the database cannot transfer to the ADMIN operational state because the
operating system cannot allocate enough memory.

The file knldiag shows an excerpt of the limitations for the user. These limitations are
inherited from the owner of the x_server process.

When you start the x_server, make sure that the user has set sufficient limitations. On
Unix/Linux, you set limitations either with limit or ulimit, depending on the shell.
Check the limitations of the x_server process in the file <indepdatapath>/wrk/xserver*.prt.

This case can be resolved by setting the limitations correctly and restarting the x_server.
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Backup / Restore

Overview of backup activities: dbm.knl

Formatted display in DBMGUI: Information -> Backup History

Backup History b4
Lakel Action Beginning Resuft edium Size (Pages) “olumes Mext Log Page FromPage To Page ﬂ

DAT_00001  RESTORE 12062003 16:42:28  OK Data_tmp 467154 1 20851

Raowes 27 (27
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The file dbm.knl presents a first overview of which backups and which restore activities
were successfully executed; or for a more orderly display in the form of a backup history in
the DBMGUI, choose Information->Backup History.

If any errors have occurred, the causes are noted in brief. More precise information can be
found in knidiag.

The file dbm.utl provides information about backups.

If external backup tools (Networker, ADSM, Omniback, etc.) the backint interface are being
used, you should also check their logs, which are described in the following.
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Backup with External Backup Tool

g;\?.2>dhmcli —d db?72 —u dbm,dbm —uwUIL —c¢ backup_start ADSM

Returncode a

Date 200186208

Time AA184145

Server P47579

Datahase DB?72

Hernel Version Kernel ?.2.5 Build B86-AAA-256-B68
Pages Transferred %56

1

ADSM
“Mowpipesadsmpipe
DAT_BBa17

true

439

208186208

AA18414%

235

1
P47579:DE72_20010686_180838
Max Used Data Page 248

diN?. 2>
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One example shows the execution of a backup via ADSM using the dbmcli.
You execute a backup of the database with the backup_start command.

As the DBM server can derive the desired backup tool from the names of the medium, there
IS, in this case, no difference to a backup without a tool.
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Restore with External Backup Tool

" 7.2.05 - dbmcli -d db72 -u dbm,dbm

dbmcli on db?2>recover_start ADEM DATA EBID “P47579_DBE72_260081 .86 .15_13.56 .38_SAUEDTHCHE_ADSM"
0K

Returncode a
Date 200186208
Time Aa192422
Server P47579
Database DB?2
Kernel Version Kernel ?.2.5 Build B006-PA8B-256-868
Pages Transferred 256
a
1
ADSHM
Ssospipesadsmpipe

DAT_AB811
true

476

1 Date 28818615
1 Time a8135638

E35
P47579:DE72_20818686_18A838
248

Max Used Data Page

dbncli on dbh?72>
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A restore is executed using the commands recover_start and recover_replace (for restoring

multiple backups).

The keyword EBID (or ExternalBackuplD) is followed by a list (separated by commas) of external backup IDs

(only one in the present example). If the lists contains blanks, it must be written in quotation marks.
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External Backup Identifier

" 7.2.05 - dbmcli -d db72 -u dbm,dbm

d:=\?.2>dbmcli —d db72 —u dbn.dbm
dbmcli on db?2>backup_ext_ids_get ADSM
OK

gﬁmc 1i on dbh?2>backup_ext_ids_list

END

AUATLABLE IP47579_DB72_2001 .86 .15_13.56 .38_SAUVEDTNCHE_ADSM!DATA RECOUERY [2881-BA6-15 13:56:381
AUAILABLE iP47579_DBE72_2001 .06 .20_10.52 56 _SAUEDATA_ADEMIDATA MIGRATION:20A1-A6-20 1A:=52:56]
AUATLABLE iP47579_DBE72_2001 .06 .20_18.41 .45 _SAUVEDTNCHE_ADSMIDATA RECOUERY [2881-B6-208 18:41:45]

dbmcli on dh?2>_
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As more than one DBM server command is required for displaying the external backup ID,
you have to use an interactive domcli session.

The columns of the displayed list are separated by the pipe (|) character.

The list has the format:
<Availability>|<External Backup ID>|<backup typ>|<date_time>|

If an output of the backup_ext_ids_list commands contains a line with the keyword
CONTINUE followed by OK, the next part can be queried with the backup_ext_ids_listnext
command.
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Example: Backup / Restore (1)

The restore from the system <SID> with backup from 15.01.01 was
killed with:

2004-01-16 20:25:53 13 ERR 54001 I/0 page 00C29008010D0200...008
2004-01-16 20:25:53 13 ERR 52015 RESTORE write/check count mismatch
2004-01-16 20:25:53 12 ERR 52012 RESTORE error occured, basis err 30

2004-01-16 20:25:53 12 ERR 51080 SYSERROR -9026 Message not availakle
The restore with the backup from 16.01 was killed with:

2004-01-16 17:11:31 13 ERR 54001 I/0 page 00AA5684010D0200...203
2004-01-16 17:11:31 13 ERR 52015 RESTORE write/check count mismatch
2004-01-16 17:11:31 12 ERR 52012 RESTORE error occured, basis err 30

2004-01-16 17:11:31 12 ERR 51080 SYSERROR -9026 Message not availakle
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In the present example, the restoring of a backup terminated with a system error.

First, the system attempts to repeat the procedure with various backups. It turns out that
several backups have already been affected and that a restore returns error -9026.

At this stage, the user should check the logs to see what they say about the backups, e.g.
whether they were successful, etc.
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Example: Backup / Restore (2)

SADd

UTLPRT:

2004-01-1% 01:00:11 400B1EOBOOO& 0000 SDB SAVE DATA QUICK TO '/nsr/sap

2004-01-19 03:48:08 400B1EOBO0O0O& 0001 RET RETURNCODE 0 <=
[...]
DBMPRT:
2004-01-1% 01:00:11 0x00007227 0 DBM

command backup start nsr_ full RECOVERY DATA AUTOIGNORE
2004-01-1% 03:49:45 0x00007227 ERR -24%920 DBM

ERR BACKUPOP: backup operation was unsuccessful

0x00007227 ERR -24920 DBM

The backup tocl failed with 0 as sum of exit codes.
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Looking at dbm.utl and dbm.knl is not sufficient! The return code 0 here shows only that
the backup was successful from the database's point of view. In other words, it correctly
delivered all database pages to the pipe of the external database tool.

In dbm.prt we see that the backup could not be completed successfully. The cause is not
immediately visible in this file, but the tool has signaled that the backup failed from its point
of view.

Backups that have the return code 0 in dom.knl and dbm.utl (that is, on the kernel side) but
failed according to dbm.prt are identified as having failed in the backup history (DBMCLI -
> backup_history_list as well as in DBMGUI). The error code, then, is the error code of the
backup/restore (generally -24920).
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Example: Backup / Restore (3)

BACKEBL:

2004-01-19 03:49:44

Analyzing ocutput of NetWorker.
Have found a completion message in the NetWorker output file
'/var/tmp/templ074470411-1" in line:

save: S6F level=full, 130 GB 02:43:44 5 files
Have found a savetime message in the NetWorker cutput file
'/var/tmp/templ074470411-1" in line: =

completed savetime=1074470655

NetWorker has saved only 140123308032 bytes

{the database kernel has saved 159754027008 bytes}).
The backup size of datakbase and NetWorker are different.

2004-01-19 03:49:44
Filling reply buffer.
Have sncountered error -24920:
The backup tool failed with 0 as sum of exit codes.

Constructed the following reply:
ERR
-24920,ERR_BACKUPOP: backup operation was unsuccessful
The backup tool failed with 0 as sum of exit codes.
Reply buffer filled.
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The log of the backup tool provides information as to why the backup was not considered
successful.

There is a big discrepancy between the number of bytes backed up by the database kernel
and the number of bytes given by the Networker which cannot be explained by rounding
errors.

Here we cannot identify the cause, which could only be determined in cooperation with the
Networker manufacturer Legato. While a file system backup was in progress, the
Networker failed to end the data backup correctly when it accessed the data backup pipe.

MaxDB now ensures that file system and database backups remain separate.
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Example: Faulty Tape Devices

1st attempt: RESTORE DATA was successful
RESTORE LOG fails

The recovery of the system <SID> breaks with

2004-01-16 20:11:11 13 ERR 52015 RESTORE bkad log page 98897294
2004-01-16 20:11:25 13 ERR 52608 RESTART LOCAL: failed

2004-01-16 20:11:29 12 ERR 52012 RESTORE error occured, basis_err 90
2004-01-16 20:11:29 12 ERR 51080 SYSERROR -9030 Message not available

2nd attempt: RESTORE DATA fails, but is later successful with the identical
backup

Excerpt from the Backup History:
4007C¢DD70001 |DAT 00210 |RESTORE |2004-01-13 23:00:20]
2004-01-13 23:00:20|2004-01-16 12:46:10|2004-01-16 12:51:56]|
98576129 | |YES |nsr_comp

10624 | 0] -9026 |

4007D1BF0002 |DAT 00210 |RESTORE |2004-01-13 23:00:20|
2004-01-13 23:00:20]|2004-01-16 13:01:55|2004-01-16 19:39:16|
98576129 | |YES |[nsr_comp

20023232 1] 0]
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In this example, the restore of a log backup terminates with system error -9030 (bad log
page).

During the attempt to repeat the restore process completely, there was already a problem
with the data backup. Subsequently, however, the data backup (with the same label) was
successfully recovered.

This non-deterministic behavior suggests a problem with the tape peripherals. In such
cases, checking the tape drives and the controller and changing the defective device will
solve the problem.

With luck, the problem will have been merely a read error; in the worst case scenario, the
tapes will already have been incorrectly filled.
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Error during System Copy (1)
SAP

. & Initialize Database Instance - { ] [
Classical user fault: DB has (0 v
been Started before Restore! Choose the mode of the creation. ‘\
DB | S n Ot " em pty“ , th en. (* Create and start instance

& Databagze System Administrator:
User Mame: |Superdba
Pazsword: | *****

xxxxx

Lonfirm Passward: |

(~ Creste instanc for ecovemy

File Edit Format Yiew Help

S005-01-20 11:37:24 0x000000bd ERR S408S € oIf}louwanttorestorethedatabaseinstance,thelnstallationWizard will start the
0x0000090h4 ERR _24088 C Recavery ‘Wizard after creating the database instance. The D atabase Manager Spstem

2005-01-20 11:37:28 0x00000%h4 0cC Admiristratar will be restored frorm the backup.

2005-01-20 11:37:30 0x000009h4 0cC

2005-01-20 11:37:35 O0x000009kb4 acC

2005-01-27 15:27:03 0x00000bcO ocC

2005-01-27 15:27:51 Ox0Q0000aZ28 0 [

2005-01-27 15:28:44 0x00000a=0 o L@ DBM <Back [ WNet> |  Cancel

2005-001-27 15:29:14 0x00000a80 0rC

2005-01-27 15:29:29 O0x00000a80 O DEM command dh_activate

2005-01-27 15:259:30 0x00000ae0 0 DBEM command Toad_systab

2005-01-27 15:29:51 0x00000bc0 0 DBM command db_off1ine

2005-01-27 15:30:09 0x00000hcO 0 DBM command db_admin

2005-01-27 15:30:35 Ox00000bc0 O DEM command recover_start data

2005-01-27 15:31:02 0x00000bc0 0 DBEM command db_online

2005-01-27 15:31:03 0x00000bc0 ERR -24895 DBM ERR_SHUTDOWH : shutdown of database occured

| Ox00000bcO ERR -24895 DEM -71,connection broken

2l | ay
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One typical user error with system copies is to first completely install a database (including
restart and loading the system tables) and only then import a backup. This often leads to
confusion when it then turns out that it is no longer an "empty DB".

The user chose 'Create and start instance' instead of 'Create instance for recovery' in
the DBMGUI.

The individual steps can be viewed in dbm.prt . We can see that db_activate was carried
out, which represents the first restart of a DB, and that only afterwards a backup was
imported.

The system's reaction to this error is somewhat different than in earlier versions (<= 7.3).
The system no longer issues return code —8003 ,Log and Data must be compatible*®
because the database is immediately transferred to the OFFLINE operational state and the
DBMGUI no longer receives a message about the exact cause of the error. This ensures
that the memory areas can be completely cleared.

On the following slide, however, we can see that a similar message in knldiag provides
more clarity.
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Error during System Copy (2)

10/
File Edit Format Yiew Help
2005-01-20 11:37:24 Ox00000%b04 ERR -240988 DEM ERR_SQL: =gl _errar ‘:J
0x000009%h4 ERR -24988 DEM 100, Row not found
2005-01-20 11:37:258 Ox000008kh4 0 DBM command Trace_show
2005-01-20 11:37:30 0x0000059hd 0 DBM command trace_flush
2005-01-20 11:37:35 Ox000008k4 0 DEM command trace_prot
2005-01-27 15:27:03 O0x00000bc0 O DEM command db_online -F
2005-01-27 15:27:51 Ox00000a28 0 DBM command backup_save "data" DATA RECOVERY
2005-01-27 15:28:44 0x00000a80 0 DBM command db_off1ine
2005-01-27 15:29:14 0x00000ae0d 0 DBEM command db_admin -f
2005-01-27 15:29:29 0x00000ae0 0 DEM command dh_activate } &
2005-01-27 15:259:30 0x00000ae0 0 DBEM command Toad_systab
2005-01-27 15:29:51 0x00000bc0 0 DBM command db_off1ine
2005-01-27 15:30:09 0x00000hcO 0 DBM command db_admin
2005-01-27 15:30:35 Ox00000bc0 O DEM command recover_start data
2005-01-27 15:31:02 0x00000bc0 0 DBEM command db_online
2005-01-27 15:31:03 0x00000bc0 ERR -24895 DBM ERR_SHUTDOWH : shutdown of database occured
Ox00000bcO ERR -24895 DEM -71,connection broken
| =
2l | ay
L=
File Edit Format Yiew Help
2005-01-27 15:31:02 0xDB4 54003 dynpool  LOCK supplyPoolsegments: 75 |
2005-01-27 15:31:02 0xDBE4 54003 dynpool  LOCK SupplyPoolsize T 541504
2005-01-27 15:31:02 0:xDBd 54003 dynpool  LOCK ObjCall_Tist size : 2816 =t
2005-01-27 15:31:02 0xDB4 54003 dynpoo]  Lock objreq st size o 140
2005-01-27 15:31:02 0xDB4 ERR 25 Log pEIdentifier of patavolume (P124984.wdf.sap.corp:HOTELDE_20041223_105338)
and Logvolume (P124984.wdf.sap. corp:HOTELDE_20050127_1525929)
2005-01-27 15:31:02 0xDB4 19616 voLUMEIO Detaching volume  DISRLOUT
2005-01-27 15:31:02 0x140 19618 vioLUMEID Single IA0 detach, 'DISKLOODL', UKT:3
2005-01-27 15:31:02 0x2EB 19614 DESTATE I/0 thread for 'DISKLOOL' stoonsd
2005-01-27 15:31:02 0xDB4 WRN 23 admin Initialization of log for |'restart’ failed with 'LDqAndDataIncompatib]e']
2005-01-27 15:31:02 0xDB4 37 Admin Kernel state: 'OFFLIME' redched
2005-01-27 15:31:02 0xDBd 19620 DESTATE Shutdown normal reguested
2005-01-27 15:31:02 0x13C 19617 vioLUMEID Single I/0 attach, 'knltrace', UkT:1
2005-01-27 15:31:02 0xDD4 19684 TASKING Tracewriter termination timeout: 1200 sec
2005-01-27 15:31:02 0x13C 19615 TASKING Releasing tracewriter
2005-01-27 15:31:02 0xDD4 19600 VERSION 'Kernel 7.5.0 Build 018-123-079-776'
2005-01-27 15:31:02 0xDD4 18654 DESTATE SERVERDE 'HOTELDB' has stopped
current write position --—----——————--——- =
< vl
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knldiag reports that the cause of the shutdown here again was
LogAndDatalncompatible, albeit without the familiar return code.

It is also noted that the DBIdentifiers of the data and log volumes do not match.
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I/0 Error: Verification of Checksum in Index Page

Eﬁﬂ Check - Diagnoziz Files - Databaze M a
2004-04-21 17:21:02 25783 11560 COMMUNIC Releasing T38 =
2004-04-21 17:21:02 25783 12929 TASKING Task T35 started

2004-04-21 17:21:02 25783 11007 COMMUMNIC wait for connection T35

2004-04-21 17:21:18 25744 11561 COMMUNIC Connecting T38 local 25859

Z004-04-21 17:21:18 25783 11561 COMMUNIC Connected T38 local Z5859

Z2004-04-21 17:21:18 25753 ERR 4 Data Checksum mismatch; calculated: 6180053976 found: 618000000
Z004-04-21 17:21:158 25783 ERR 12 IoMan Ead page on Data wvolume 1 blockno 1205

2004-04-21 17:21:20 25783 ERR 4 Data Checksum mismatch; calculated: 613008976 found: 618000000
2004-04-21 17:21:20 25753 ERR 12 IoMan Ead page on Data wvolume 1 hlockno 1205

2004-04-21 17:21:22Z 25783 ERR 4 Data Checksun mismatch; calculated: 618008976 found: 618000000
2004-04-21 17:21:22 25783 ERR 12 IoMan Ead page on Data wolume 1 hlockno 1205

Z2004-04-21 17:21:24 25753 ERR Z4 IOMan Bad data page 60363

Z2004-04-21 17V:21:24 25783 ERR 53000 BE*TEREE 070100000000000002 A7000000000000

2004-04-21 17:21:24 25783 ERR 53000 B*TEREE INDEX ROOT 105515

2004-04-21 17:21:24 25753 ERR 53250 B*TREE BAD INDEX 105515 (ROOT)

2004-04-21 17:21:24 25753 ERR 53250 B*TREE BAD INDEX 105515 (ROOT)

2004-04-21 17:21:24 25783 ERR 51050 SYIERROR -5041 BD Index not accessible _1
== ——  (ehbbapaf=hyy iy ol Ta R o ——————————— b
« [ Database Manoger ———— Ioix]

Fle Edt Yiew Instance Actions Tools Help

|EE5 o [% 8% -]v @ aw g |

1 540 ] [ Name [ state [Data Lo Sessions -
1 ki~ ;f?f P4777EAD Dniline T | 207 | i
il | 5

(3 p34777.7E...| | IR y - Indexes E||
Infermatior:
Mark the indeses o SO0l "
Backup S Table Nars
e Hame
| Aecoveny || ChoosetheAction.
B Recover 4] Ouner Table Hame | Indes Name
& = [E2i5iPERDRA TEST TEST 1
Turing
Check
Configurstion

|3 p34777:TEST s
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After a data page was read from a data volume, checksum 618008976 was calculated.
Before writing the block, checksum 618000000 was calculated and written to the block.
Apparently the block is not situated correctly on the disk.

This read 1/O is repeated twice. If the error occurs every time, the database assumes that
the block is defective. This is a block for an index (secondary key tree). The index is
marked as BAD.

Check the 1/0 system. If the damage to the I/O system can be repaired, you can delete the
index and then regenerate it.

Under 'Recovery -> Index’ , the DBMGUI displays the indexes marked as BAD. You can
select the index and recreate it.

Regardless of whether or not you are able to identify errors in the 1/0 system, it is a good
idea to run a CHECK DATA in such a case.
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I/0 Error: Verification of Checksum in Data Page

%3 Check - Diagnosiz Files - Database M

select tablename, indexname, type, root
from roots where root = 7ThbES

[N~ [tn2. cola

[Ln1-Ln2ot2Lns
| TABLEMAME | INDEXM&ME | TYPE | ROOT

2004-04-26 10:35:4% 8865 ERR 4 Data Checksum miswatch; calculated: 89809970 found: 8980000 4 )
2004-04-26 10:35:45 8865 ERR 12 IoMan Ead page on Data volume 1 hlockno 551

2004-04-26 10:35:50 8865 ERR 4 Data Checksum mismatch; calculated: S§9509970 found: S5850000
2004-04-26 10:35:50 8865 ERER 12 IoMan Ead page on Data volume 1 hlockno 551

2004-04-26 10:35:52 8865 ERR 4 Data Checksum mismatch; calculated: 59309570 found: 3930000
2004-04-26 10:35:52Z2 8865 ERR 12 IoMan Ead page on Data volume 1 hlockno 551

2004-04-26 10:35:54 BE65 ERRE 24 IOMan Bad data pa

2004-04-26 10:35:54 8565 ERR 53000 EBE*TREE ODOo00000000000002 A7000000000000

2004-04-26 10:35:54 ©§565 ERR 553000 E*TREE TAELE ROOT 75569

2004-04-26 10:35:54 ©&565 ERR 53021 E*TREE EAD FILE: 75562 (ROOT) =
2004-04-2¢6 10:35:54 8565 ERR 51050 3YSERROR -9026 BD Bad datapage ﬂ
l E SQL Dialog 2 o [ S
Sl B[ @ 6 | 6 (2B B

3w o6 check table test extended

[ N5 |tn1.caltg

[Ln1-Ln1of1Lns

| Rews in Result:

[1

I select tablename, indexname, type, rooﬂ>_<||-'-‘«uto Caomrnit: On j I Internal

=[Nt Commited =] |Atlzast one eror occurec

IAuto Carnrait: Or

j I Internal

j I Mot Committed j | Statement success ;
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o |

B

Auto Carmmit: On, SOL Mode: [ntermal, lzalation Level: Mot Commitied
General emor;-9026 POS(1] System emor: BD Bad datapage

check table test extended

In this case, too, a block was read whose checksum did not match with the calculated
value. According to the ROOTS view, this tree belongs to the TEST table.

In such a case, check the table with the CHECK TABLE EXTENDED statement. With the
option EXTENDED, the sequence of the primary keys is checked on all B* tree levels.

If CHECK TABLE does not return any errors, the table is intact. Note that in disk mirroring,
depending on the disk used for the 1/0, a correct block and then an incorrect block may be

returned.

If CHECK TABLE continues to return the error, you have the following options:
m Restore the database

m Delete the tables and load the data from a sister system. This can lead to data loss. When tables are
deleted, blocks that are no longer accessible remain occupied. In the ADMIN operational state, these
blocks are transferred to free space administration witha CHECK DATA WITH UPDATE.

m Download the table without reading the records of the defective blocks, delete the table and load the
downloaded records. The table data can be read in primary key sequence. The primary key values of the
records in the defective block are not specified in the selection. This method is only possible if no index
page of the B* tree has been affected. Data loss occurs.
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System Error

Diagnosis of severe errors
(-10000 < Error number <= -9000)
Sometimes the database crashes.

1. After a crash, the start procedure copies the diagnosis files to a directory. In the standard,
the parameter DIAG_HISTORY_PATH is set to <RUNDIRECTORY>/DIAGHISTORY. Only
two versions of these files are kept (parameter DIAG_HISTORY_NUM)

2. After the crash:
m Try to restart the database (with vtrace switched on)
3. Check, if the error can be reproduced (with vtrace switched on)
4. Inform the support group, if the cause could not be identified — open a customer message.
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Diagnosis files only have to be explicitly saved if they are not automatically copied to the
DIAGHISTORY.
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Analysis Examples

Message -602 in Syslog

Zeit Typ |Nr |Man |Eenutzer Teod [Mir | Text Datum: 17.0Z.05
10:48:07 |DIA| 1 (000 |E30 SE38|BYL |Datenbankfehler -602 erfordert Intervention durch Datenbankadministrator
10:48:07 |[DIA| 1|000|E30 SE36 |BY4 |Datenbankfehler -602 beim SEL-Zugriff suf Takelle IZTELE_S0Z2 aufgetreten
10:48:20 |DIA| 171|000 |E3D SE38 |ABO |Laufzeitfehler "DBIF_RSOL_SOL_ERROR" aufgetreten

10:48:20 |DIA| 1|000|E30 SE38|AB1|» Kurzdump "050217 104820 p34777 E30 " erstellt.

How can database problems be analysed using db50?
Example 1: -9026 Bad Data Page
Example 2: -9028 Bad File

How does MaxDB support do an analysis if the database can no longer be
transferred to the Online operational state (DB state Admin)?

Analyze pages
Restart record
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MaxDB system errors are "mapped" to the general error -602 in the WebAS System. So
this error number does not tell you much.

If the database is still in the ONLINE operational state or has restarted it following a
crash, the analysis can be continued with transaction db50.

If restarting the database is no longer possible, other measures are required.
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DB50: Problem Analysis -9026 Bad Data Page

Kurzdurmp  Bearbeiten  Springen ern  Hilfe

V] BdH CEe LHB HDON HEE @@
ABAP-Laufzeitfehler

2%

ABAP-Laufzeitfehler DBIF_DS0L2_SO0L_ERROR
aufgetreten am 10.12 2001 um 09:35: 44

i E1DY|

Fehlertext der Datenbank...: "System error: BD Bad datapage"
Afusldsende SOL-Bnweisung. ..: "select count ( * ) from zztele_9026"
Interne Aufrufcodierung. ... : "[DBDS/MEW DSOL]"

Bitte die Eintrage im 54P-Systemlog auswerten (Transaktion SM213.
Falls der Fehler in einem nicht modifizierten SAF-Programm workommt
findet sich wielleicht eine Yorahldsung im SAP-Hinweissystem.

Falls Sie selbst Zugang zum SAP-Hinweissystem haben, so suchen Sie
hitte zunichst mit folgenden Schlagworten:

"DEIF_DS0LZ_SOL_ERROR"
"ZZ_SEL_9026 " hzw. "ZZ_SEL_9026 "
"START-0OF -SELECTION"

Falls Sie das Problem nicht selhst ldsen kinnen, so senden Sie hitte
folgende Unterlagen an SAP:

1. Busdruck der worliegenden Prohlembeschreibung
Hierzu wihlen Sie bitte in der aktuellen Anzeige die Funktion
"Drucken” aus.

D | 502 (2) (000 bE | uwd 019 | INS
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A short dump with error -602 'BD Bad Data Page* occurred during execution of the ABAP
report ZZ_SEL_9026.

The short dump thus provides more detailed information about the error than the system
log and returns the corresponding text from the database.
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DB50: Error Texts and Codes

= | @ ‘Werkzeuge

» hEh |G E | @

Datenbankassistent: DB-Ub¢  Eeherext bestimmen
Fehler-Codes eiten Springen  Syste Hilfe
k>3
@*DB-Verswon|\Q\o\ | g H @S DHEBE & a
¥ _ = Tabelle: MESSAGES
igenschaften [~
G2, Alert-Monitar L)
= [ Aktueller Status
o ; R _
. Sigfg::ﬁm:g’gam” EREREEEREREEEEE EE
b 3 VO-Operationen SELECT * FROM MESSAGES (04.01.2006 14:34)
oo Kritische Abschnitte "MSGHO" "LANGUAGE"| "MSGTEXT"
0O SQL-Sperren 9.044-[ENG System error. BD Inconsistent nodetype (=]
& LI Speicherbereiche 9043 ENG System error BD Fdir access not allowed =]
&t Systememstellungen 9.042- ENG System error: BD Append not allowed
Transaktionen -
< Cp 9.041-|ENG System error. BOD Index nat accessible
roblemanalyse
b (3 Database Analyzer 9.040- |ENG Systern error: BD Dropping of fd\r not allowed ||
b 1 S0L-Performance 9.033 ENG System error: Bad converter bitmap page u
< (1 Meldungen 9032 |ENG System error BD Bad converterpage
= [ Kern 9.030 ENG Systemn error: BD Bad logpage
B aktuel 9.028 ENG System error: BD Bad irvfile
B At 9.028 ENG Systemn error BD Bad file
& Fehler = 9.027- ENG System error: BD Bad fdir
ﬁ@AUDFDChE =] 9.026 |ENG System error. BD Bad datapage
][ [4][] 9.024- ENG Systern error: BD Invalid entrypos
Fehlertext 1811 9.023 ENG System error. BD lllegal entrypos —
9.020- ENG Systerm error: BO Init missing [«
Fehlernummer  |-602 Cremoe S s R [~]
Fehlertext System error [0 | L[]
&5 [ [ | E30 (1) 000 Pl | p34777 | INS y.

[ [ |E30 (1) 000y M| p34777 NS y
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In the initial menu for transaction db50, you can find the text that corresponds to a
particular number via Utilities -> Determine error text. The text for error -602,
however, is not terribly helpful as it is too general.

Utilities-> Error Codes provides information about (system) error numbers as well as
their texts by displaying the Messages table.

lIn the present example, knldiag must be utilized for further analysis.
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DB50: Problem Analysis - Messages

Datenbankmeldungen  Bearbeiten  Springen efm  Hilfe
&\ BldH I @R SHE DDO0 FEE @m
Ausgabe einer Meldungsdatei
b [ Kemel-Threads E‘ Aktuelle Meldungen h Alte Meldungen k Fehlermeldungen |
[» [ "o-Operationen -]
&R Kritische Abschnitte =
[» (1 SQL-Sperren || @I@I@I@IETIIIEH]I?IEIIIQIIEIEBIEI@I
] Bpeliieibsieie Aktuelle Datenbankmeldungen (800 Kilobyte)
Systemeinstellungen
[l Transaktionen Zeit [PID [Two [  MsoiD|Label [ Meldungstext
< [ Froblemanalyse 09:35:40 15 ERR 54001 110 page 0015844701 0D0200..00000000020D0200 |[«]
&k DB-Engpasse 09:35:40 15 ERR 54001 110 BAD DATA PAGE 1415751 =]
[» 1 S0L-Ferformance 09:35:40 15 ERR 54001 WO on DEVNO 2 DEYV_OFFSET 22177
= [ Meldungen || [oo:3540 15 ERR 53016 /O IsapdbiSQ2isapdata/DISKDO00Z
2 (3 Kermn 093542 15 ERR 54001 1fO page 001534470100D0200..00000000020D0200
B3 Aktuell 093542 15 ERR 54001 1fO BAD DATA PAGE 1415751
2 Alt 093542 15 ERR 54001 1fO on DEVMO 2 DEY_OFFSET 22177
&% Fehler [<]|| 023542 13 ERR 53016 /0 IsapdbiSQ2isapdata/DISKD0002
& Database Manaoi T | [og3sas 15 ERR 54001 10 page 00159A4701000200..0000000002000200
||< e ]l ] 093544 15 ERR 54001 WO BAD DATA FAGE 1415751 =]
b L SAP DB Werkzeuge 03:35:44 15 ERR 54001 110 on DEVMO 2 DEY_OFFSET 22177 =
K1/ [ [ |[<1[+]
[ | 502 (2) (oo uwi019 | INS 7
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An short dump with error -602 'Bad Data Page' occurred during execution of the ABAP
report ZZ_SEL_9026. The first step is to look in knldiag.

To display the messages of the database system (knldiag) and the Database Manager, choose Problem
Analysis-> Messages.

The error 'Bad Data Page' with error number -9026 is logged in knldiag.
The root page of the affected object 1415751 is also recorded.

The position of the object is also logged. The defective object is located in Data Volume
Number 2 at position 22177.

For a more precise analysis as to what is wrong with this object, the kernel trace (Vtrace)
can be useful.
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DB50: Problem Analysis - Kernel Trace

DB-kernel-Trace  Bearbeiten

MEE Y IEREEEEEREE

Springen

Anzeige DB-Kernel-Trace
v e
S I A l2le] (8l
1 —
B (1 Aktusller Status >hH2get Iliey(23): FFFFOBOE DDDDDDQD 0o410001 5A505445 AC455F39 303236 [+]
......... A ZZTELE_9B26 -
=2 {3 Problemanalyse hiZget  raot 5. a ok as
&DB-Engpésse KBBS 1d6445120/8 return_result
b (3 SGL-Performance >KBAS 1dB445120/8 get direct SYSICAT key(12): DABODBOD AEEOSACS ABE10001
B 3 Meldungen zhOZget  Key (12): 00000000 OOGOBSACS OOO1E001 —
g bO2get root 4. e_ok __|
[» [ Protokolle *** ppmsg: 140 page AE15984701000200. .  QOOOACOBOZ0DO200
@Tabenenwiewg *** ppmsg: 140 BAD DATE PARGE 1415751
@Kernel-Trace *** ppmsg: 140 on DEYNO 2 DEY_OFFSET 22177
- *** pamsg: 140 /gapdh/ 502/ sapdata/DISKDOOO2
b [ Konfiguration *hiGread data tabh <------- 1415751; pro ddev 2. 22177
| Systemprifungen *** ppmsg: 140 page ODO15984701000200. . DOOORADORZ0DOZ00D
b 3 Statistiken *** gpmsg: 140 BAD DATA PAGE 1415751
*** ppmsg: 140 on DEYNO 2 DEV_OFFSET 22177
*** gpmsg: 140 /sapdh/S02/sapdata/DISKDOOO2
*h16read data tab <------- 1415751, pno ddevy 2: 2217T
* opmsg: If0 page AE15984701000200. .  QOOOACOBOZ0DO200
*** ppmsg: 140 BAD DATA PAGE 1415751
* opmsg: If0 on DEYNO 2 DEY_OFFSET 22177
*** pamsg: 140 /gapdh/ 502/ sapdata/DISKDOOO2
b [ 5AP DB Werkzeuge *hi5read data tah €------- 1415751; pno doev 2; 22177
*** gpmsg: B*TREE BAD FILE: 1415751 (ROOT) —
KBOS 1d6445120/8 *** bad_datapage *** =
*hA7rAal kaw 124+ FEAAACNT [A13CAAZA AARTAMAR L™
Zp 3582 Sp8-7Fe 3582 Sp12 Ze 3547 - Ze 3571 von 21183 Zeil...

I | 502 (1) 000 be w019 | INS 2
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Using db50, a Vtrace has been created.

The root page of the affected object 141575, the volume ( DevNo 2) and the position in
the volume (22177) are logged.

In addition, an important section of the affected page is logged in the Vtrace which allows
you to identify the cause of error -9026.

Each page has one so-called header and one trailer entry, consisting of 8 bytes each. Both
entries are checked when the page is accessed.

Header entry: Page: 00 15 9A 47 01 0D 02 00
Trailer entry: Page: 00 00 00 00 02 OD 02 00

If inconsistencies appear when the header and trailer are compared, the 'Bad data page'
error is sent to the application.

In this example we see that the first 5 bytes in the trailer differ from the header.

If the affected object is a database table, the database must be restored.
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Example -9026: Solution

Check, if the affected object is a table.

Examine volume 2, if there are hardware problems.

Remove hardware problem.

Restore of the database

CHECK DATA with transaction db13
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If the affected object is an index, error -9026 could be remedied by simply deleting and
recreating the index; the cause of the problem, however, would not be solved.

The hardware must be examined in any event as such cases (-9026) can be due to
hardware errors.
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DB50: Problem Analysis -9028 BD BAD FILE

Bearbeiten  Springen stern Hilfe

2l H e@Ea DHE DL BE @

Kurzdurp

ABAP-I aufzeitfehler

A2 | Debugger

ABLP-Laufzeitfehler DEIF_DSOL2_SOL_ERROR 1=
aufgetreten am 0GF .12 2001 um 11:55:12 Bl

-

Fehlertext der Datenbank...: "System error; BD Bad Tile"

fusldsende SOL-fnweisung. . .: "insert INTO zztele_bad wvalues (27 , % , 7, ¢ [ 7

L7

Interne Aufrufcodierung. ... : "[DBDS/MEW DSOL]"

Bitte die Eintrage im 54P-Systemlog auswerten (Transaktion SM213.
Falls der Fehler in einem nicht modifizierten SAF-Programm vorkommt
findet sich vielleicht eine Yorahldsung im SAP-Hinweissystem.

Falls Sie selbst Zugang zum SAP-Hinweissystem haben, so suchen Sie
hitte zunichst mit folgenden Schlagworten:

"DEIF_DS0LZ_SOL_ERROR"
"ZZ_INS_9028 " hzw. “"ZZ_INS_9028 "
"START-OF -SELECTION"

Falls Sie das Problem nicht selhst ldsen kidnnen, so senden Sie hitte
folgende Unterlagen an SAP:

1. Busdruck der worliegenden Prohlembeschreibung
Hierzu wihlen Sie bitte in der aktuellen Anzeige die Funktion
"Drucken” aus.

D | 502 01 000 S uwd 019 | INS 2
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Report zz_ins_9028 terminated with a short dump.

The cause of the error, -602 'BD Bad File*, can be seen in the short dump.
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DB50: Problem Analysis — Messages

Datenhankmeldungen  Bearbeiten  Springen
& ald B e@e S HE SN aa RAR @ m
Ausgabe einer Meldungsdatei
b [ Kemel-Threads E‘ Aktuelle Meldungen k Alte Meldungen k Fehlermeldungen |
[» [ "o-Operationen -]
&R Kritische Abschnitte =
[» (1 SQL-Sperren | @IQIQI@IGTIIHHIW@IIIQIIEIEBIEI@I
] Bpeliieibsieie Aktuelle Datenbankmeldungen (800 Kilobyte)
Systemeinstellungen
[l Transaktionen Daturn |Zeit |PID [T | MsoiD[Label |Meldungstext
< [_] Problemanalyse 12-07 11:47:32 15 11007 COMMUNIC wait for connection T44 [«]
&k DB-Engpasse 12-07 115037 14 12600 YERSION ‘Kemel 7.2.5 Build 014-000-274-1[+]
> (1 Sal-Performance 12-07 1168037 15 12600 VERSION Kemel 7.2.5 Build 014-000-274-
= [ Meldungen || [1zoT 115040 14 12600 VERSION Kermel 7.2.5 Build 014-000-274-
2 (= Kem 12-07 11:5511 14 ERR 53000 B*TREE  Bad file for Root 911813
B3 Aktuell 12-07 11:5511 14 ERR 51080 SYSERROR -9028 BD Bad file
B Alt 12-07 11.5534 14 12600 VERSION 'Kemel 7.2.5 Build 014-000-274-
R Fehler =] | [1z-07 11:5534 15 12600 YERSION Wermel 7.2.5 Build 014-000-274-
& Database Manao 7 | 7307 120036 15 12600 VERSION 'Wemel 7.2.5 Build 014-000-274-
K| ] 12-07 12:00:36 15 12600 YERSION Wermel 7.2.5 Build 014-000-274-
[«]
b L1 SAP DB Werkzeuge 12-07 120534 15 12600 VERSION _'Kemel 725 Build 014-000-274-{[]
E1[D] [ L[]
D | 502 01 000 S uwd 019 | INS 2
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The current example has the error "-9028 Bad File®: access to the table has been blocked
because a serious error (e.g. -9026) occurred.

The root page number is recorded in knldiag. You can find out the table with the root page
number.
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DB50: MaxDB Tools

| ste Hilfe

BdH @@ LEE ODO0 FAE @0
SAP DB Assistent: DB-Uberwachung

@ DB-version | | '@ %

< 3 Meldungen E e SOL Studio [SAPR3.502,10.18.112.26] M=l E3
= 3 Kem IZ‘ File Wiew DirectSOL Window Help
8 Aktuell ] <6 suu|®|2E|2a| 1] | -1 2] = [senitedz: I WoTmeout
. I
4% Fenler 4[] SOL Studic Db
& Database Managf—| ables Al i | DG | (Al [i% |

%, Remote 5QL-Sen DOMAIN " —
< [ Protokolie SAPR3 select ™ from roots where root = 9113813
@ DBA-Aktionsproto SUPERDES
By systemtabellen-L o 575
Kern-Administrati -] Indexes
@%be”enmews w00 Sequences ||| [ M5 [Ln1, Cal 40 Lnl-
(B Kemel-Trace -] Favoites | TABLEID | TABLEMAME | INDExM&ME | TYPE | ROOT
| . -] Owned Users 1/00000000000034C2 | ZZTELE_BAD 7 TABLE 1.813
KB NI L - Procedures
[ [ Systempriifungen [«
b [ Statistiken =]
o] KD :
7 (3 SAP DB Werlzauge |Rows inResul: — [1 | select * fram roots where roat = 311813
dEz Database Manager (GUI) | Auto Commit: On [SOL Mode: Internal | Isolation Level: Committed | Statement successhully exe
@; Database Manager (CLI q I I _’I ﬁ
dEz SaL Studin

[ [ SAPR3 [ 502 | 1niemzzE
| D | 502 01 000 S uwd 019 | INS 2
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We have already seen how commands can be sent interactively to the database using the
SQL Studio.

The SQL Studio can be started directly from transaction db50.

The Roots table contains the root page number, the object type and the name of the
database object for all database objects.
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Example - Field Types in the view roots

SYS System table (not accessible)
NAMED INDEX named index
UNNAMED INDEX unnamed index (for one column)

(INDEXNAME=column name)
TABLE Table

SHORT STRING FILE contains the short BLOB COLUMNSs
(exists for each table with BLOB COLUMNS)

LONG COLUMN (OWNER, TABLENAME and INDEXNAME not specified)
TEMP temporary table
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DB50: CHECK TABLE

v Hearheiten  Sprin stern  Hilfe

afa Bl

CEQ LB NtLan I BEE @m
Tabellen/View-infonnation
=~ BP 502 Eigentiimer der Tabellafview SAPR3 %
Eigenschaften Name der Tabellefview ZZTELE_BAD m

[ [ Aktueller Status
= [ Problemanalyse
dk DB-Engpasse
[» [ sGL-Perfarmance

Eigenschatten k Definition k Indizes k Optimiererstatistiken

[» [ Meldungen
=
(1 Pratokolle - Tabellenkonistenz prUfen|
@ DBA-Aktionsprotokol Tvp TLELE Zugriffisrechte SEL+UPD+DEL+INS+REF+IND+ALT+
By systemtabellen-Upg
Arministratinn

Zprifung einer Tabelle
eugungszeit Og:40: 40
b C Die Prifung wird im Hintergrund{Job: "CHECK_TABLE") gestartet. L
Das Prifergebnis kiinnen Sie im Jobprotokoll einsehen.
> C derungszeit 09:40:40

N Die Ausfihrungsdauer wird durch die Tabellengrie bestimmt.

EE": wyahrend der Priffung sind keine Anderungen in der Tabelle maglich!
Mistikzeit og:40:40

P

nsistenzprifzeit

[«][r]f

4
T Al ]
D | 502 01 000 S uwd 019 | INS 2
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In the present example, we know that table zztele_bad has caused a problem; a
consistency check is triggered.

A Check Table is executed on the table.
Check Table checks the tree structure of the B* tree, header-trailer and so on.

If no inconsistencies are found, the BAD flag is retracted and access to the table is
enabled.

This can happen if, for example, a Raid system reports an error but then corrects it
immediately. Then the table is consistent, but has nevertheless been set to BAD.
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SM37: Job Log Check table

Job-Log  Bearbeiten Springen  Systern Hilfe

20 H e@Ea DHE DL BE @

Job-Log zu Job CHECK_TABLE

By Langtext || vorige Seite || &Y Machste Seite | )

Job-Log Uebersicht fir Joh: CHECGK_TAELE z
Datum Uhrzeit |Nachrichtentext M-Klasse| N-Nummer | N-
07 12 .2001(13:05:00|Job wurde gestartet Ja]2] A16
A7.12.2001(13:85:01|5tep 001 gestartet (Programm RSADACHT, Yariante &0000000868081, Benutzername 502) 2]} 550
O7 12.2001(13:05:03|Tabellenprifung fir Tahelle "ZZTELE_BAD" erfolgreich heendet SADA 115
O7.12.2001|13:05:04| Job wurde beendet og 517

[0l [«[¥]

D | 502 (3) (000 S uwd 019 | INS
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The 'Check Table' executed without problems and reported no errors.

The program that had terminated with -9028 or -602 System Error can now be restarted.
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X_diaghose

Direct access to database pages (data, converter, log)
Extraction of B* trees

Analysis of knldump

Command: <instroot>/bin/x_diagnose
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The tool x_diagnose allows you to access log pages and data pages in the database directly. With
Xx_diaghose, you can can export configuration or restart information from the pages.

If necessary, you can extract an entire table tree.

x_diagnose is also used to evaluate knldumps. Cache contents, converter information,
lock list entries, etc., can be analyzed at a later time.

Because improper use of the tool can be dangerous, x_diagnose should only be used by
development.

In exceptional cases, pages can be repaired directly using an editing function.
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Diagnosis: Data Page (1)

ommand Prompt - telnet p34777

DIAGHOSE 7.5.0
KERNPROT o DIAGNOSE YERSION
TYPEBUF 6 HEXINT
EDITBUF
KERNEL /DIAGNOSE

“ | Command Prompt - telnet p34777

TYPEBUF 7.5.0
VOLUME/INPUTFILE: /sapdb/E30/sapdata/DISKDBOBZ
PAGES PER BLOCK : 1 REWIND WHEN CLOSING? n

F2:exit F3:end F5:nohold F7:up F8:doun
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The following pages show how to extract a data page with Diagnose.
First you choose TYPEBUF.

Then you enter the volume name.

105




Data Page (2)

ommand Prompt - telnet p34777

TYPEBUF 7.5.0

ALL

FROM/TO

GET BLOCK
SEARCH DUWP

SCAN
NOSCAN

NODISPLAY

1
2
3
A
9
6
2
8
9

SELECT FUNCTION

F2:exit

MINBUF

BUFLENGTH
LOWER/UPPER BOUND
SEARCH PAGE

SEARCH ON LOG YOLUME
HEKINT

NEXT INPUTFILE
RETURN

F3:end F5:nohold

F?:up

/sapdb/E38/sapdata/D

F8:doun
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Data Page (3)

Command Prompt - telnet p34777

TYPEBUF 7.5.0

node:
node header
K = key S =
H = key {minbuf/maxbuf)
R = record/object

logentry {header only)
logentry
logentry {minbuf/maxbuf)

BD pages {converter):
B = BD full info

key (short info: first/last

/sapdb/E38/sapdata/D

key of node)

dump:

dump label
F = full info

other pages (restartrec, log info, hostfile info, etc.):
F = full info

SELECT CHAR: fa.

F2:exit F3:end

Fo:nohold F7:up F8:doun
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Using the SCAN menu, you can then specify what information you desire.

107




Data Page (4)

ommand Prompt - telnet p34777

TYPEBUF 7.5.0 SELECT FUNCTIUN- /sapdb/E30/sapdata/D

ALL

FROM/TO

GET BLOCK
SEARCH DUWP

SCAN
NOSCAN

NODISPLAY

1
2
3
A
9
6
2
8
9

mmand Prompt - telnet p34777

TYPEBUF 7.5.0
BLOCK NO 21777

MINBUF

BUFLENGTH
LOWER/UPPER BOUND
SEARCH PAGE

SEARCH ON LOG YOLUME
HEKINT

NEXT INPUTFILE
RETURN

/sapdb/E30/sapdata/B

F2:exit

F3:end F5:nohold F7:up F8:doun
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By specifying a block address - taken, for example, from knldiag - you come to the

desired page.
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Data Page (5)

ommand Prompt - telnet p34777

TYPEBUF 7.5.0

LEAF 66043
bottom

perm
: 1331

nodepage.pno:
nodepage.pt?:
nodepage.mde:
nd_checksum :
nodepge? .pt :
nodepge?.chk:

nodepge? . mde:

nd_hottom
nd_level

nd_sorted
nd_right
nd last

nd_conv_vers:
nd_file_vers:
nd_leaf_cnt :

entries : 83
root : 60723
right ;66044

66043
tab

empty
131338522
data
ChecksumData
empty

p 5331
nd_filestate;
. false

: 66044/FCO10100
: nil

empty

_pho
421
dummy

1

Fl:hex/int F2:exit

/sapdb/E38/sapdata/D

[block 217771

convuers:

nodepage.pt :
nodepage . chk:

nodepge? .pno:
nodepge? .pt2:

nd_rec_cnt

nd_root
nd_left
nd_leaf no
nd_str vers :

421
writecnt: 1

data
ChecksumData

66043
tab

: 83

: 60723/33EDBO0OG
: nil_pno
: nil

_pho
nil pno

nd_inv_usage: 8

nd_treeleavs:

F3:end F5:

nil

nohold F7:up

F8:doun
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Diagnosis: Restart Record (1)

ommand Prompt - telnet p34777

DIAGHOSE E30 online mode : USER: COMTROL

1 DIAGMOSE 3 DIAGNOSE EXTRACT

2 DIAGNOSE SWITCH & DIAGHOSE TYPEDATA

9 EKIT

<% | Command Prompt - telnet p34777

DIAGHOSE E30 SELECT FUNCTIbﬁ USER: CONTROE

GET DATA PERM MINBUF
GET DATA STATIC =
= BUFLENGTH

GET LOG _INFO LOWER/UPPER BOUND
GET RESTART RECORD -

SCAN HEXINT
NOSCAN -

NODISPLAY ﬁETURN

OO0 - O AR~ oo =
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You want to check the restart record.

You can access the restart record in various ways. One way is is to choose
KERNEL/DIAGNOSE, which brings you to the menus displayed here.
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Restart Record (2)

ommand Prompt - telnet p34777

DIAGHOSE E30

RESTARTREC 21599 Savept: at 2004-09-21 09:38:45 @
pOBO1 i4 1 restartr.pno: 21599

00006 1 1 restartr.pt2:
pERO8 1 restartr.mde:
08181 i4i4 checksum
08189 restart2.pt :
08191 restart?2.chk:
08192 restart?.mde:
00617 il rstlsConsist:
00619 rstSetEndRdO:
006025 1414 rstConvWers
00033 1414 rstCurrBupVs:
00049 1414 crSnapShotBA:
00057 1414 crFdirRoot
00065 1414 crMaxDynPno :
00073 crRecovIncom:
peRs9 crReleaseVrs:

1411 svpld

checkpt

: 372708

data

ChecksumLogInfo

false
false
4952
4936
ol4

1
086214
false
Kernel

: D68

supOpenTrans: B

supStrtDevlf:

38682

restartr.pt :
restartr.chk:

restart?.pno:
restart?2.pt2:
rstConfigPha:

rstPrevConvy:

USER: CONTROL
data
ChecksumlLogInfo
21599
checkpt
0
4951

rstPrevBupVs: 4936

crConvRootBA:

39812609

crLngDirRoot: 2

craxStatPno:

1860

Build 020-000-084-663

supReason
suplOseqlo

supStrtEnt0f:

: 8
: 2081936

3152

F1:NOHOLD F3:end F5:nohold
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The last Savepoint was written on 21.09.2004.

The database is in an inconsistent state (rstisConsist: false).
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Restart Record (3)

ommand Prompt - telnet p34777

DIAGHOSE

E30

supStriEntTp:
svpOpnTrnsRo:
svpDate
svpEntryDate:
srgSession
srgSurrogate:
srgSyskey
srglrans

30
279679

: 2004-09-21

2004-09-20

1 226991

0-66C0

: 8-22B6CY
: 1879216

rstlTotlLogSiz: 0

rstlLastDataB:
rstReleaseVe:
rstbDbIdent

2044497

Kernel P

svpHistoryRo:
svplime
supEntryTime:

rstDatBupCnt:

nil_pno

: 089:38:45

07:05:31

16

Build 018-121-879-776

: p3&71i:E30_20030612_182312

F1:NOHOLD F3:end

USER: CONTROL

F5:nohold
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Diagnosis: Loginfo Page

ommand Prompt - telnet p34777

DIAGHOSE E30
2 at 2004-09-22 11:00:14 HAX USED OFFSET

LOGINFO
FlushMode:

00001 i4 1

00009

00017 i
00019 i
00025 i
00033 i

00041

00045 1

00053

00061 1
00069 1

MinimizeSpace DeviceState:

id

date
flushmode
queuecount

lastknownSEQ:
oldNotSavOFF:
devspacekEnab:
logBackupCnt :
redoUntilTim:
clearUppOFF :
oldstknunI0S:
: Kernel 1.5.0

: p34777:E30_20030612_182312

dbVersion
dbident

master node :

&2
. 2004-09-22
-0
& ],

2086118
12820
true

13
00:00:00
nil

1967890

P347F7

Okay

pagetype
time

1316070

devicestate : @

cvcleRelaOFF:
lastknownOFF :
oldHotSavSEQ:
autoOverwrit:
redoUntilDat:
clearLowOFF :
seqAf tRedoln:

131070
39301
1967896

false

USER: CONTROL

: LogInfoPage
: 11:00:14

0000-06-00

nil
nil

Build 018-121-079-776

F1:NOHOLD F3:end

F5:nohold
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You access Loginfo Page via the same menu (GET LOG INFO).

The DBIldent, among other things, can be determined here.
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